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SUMMARY of CHANGE

AR 380-10
Technology Transfer, Disclosure of Information and Contacts with Foreign
Representatives

This revision--
o0 Consolidates AR 380-10 and AR 380-66.

o Changes guidance to be consistent with Department of Defense Directive
5230.11 and Department of Defense Directive 5230.20.

o Changes the definition of Category 4 - Production Information to be
consistent with changes in the National Disclosure Policy (table 4).

o ldentifies and discusses the Technology Assessment/Control Plan and Program
Protection Planto be consistentwith Department of Defense Directive Series
5000 (chap 2 and app C).

o Details procedures used by foreign embassies to request documents from the
Army (chap 4).

o Clarifies Army policy concerning foreign liaison officers to Army commands
and agencies (chap 5).

o Clarifiesstandardsofappearance expected offoreignvisitorsto Department
of the Army activities (chap 5).

o Incorporates procedures established by the U.S.-Canada Joint Certification
Programforunclassifiedvisitsto DAelementsand DAcontractorsby Canadian
government officials and certified Canadian contractors (chap 5).
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the Army is the executive agent or has securhis regulation contains management control
rity cognizance; guidelines for foreign ngrovisions in accordance with AR 11-2, but
tional attendance at Army-sponsoreédes not contain checklists for assessing
By Order of the Secretary of the Army: classified and unclassified meetings, confeimanagement controls. Alternative manage-
GORDON R. SULLIVAN ences,_band symp:josm; anddestat_)llshes poligvent control reviews are used to accomplish
- prescribes procedures, and assigns respongksessment of managment controls.
g;g’z;';t’gged States Army bilities for controlling the direct and indirect g
'nnct)forgst'?_?lz E;Znusi;ﬁiro?]fiﬁ{g;gﬂéﬂ;ﬁ%&ggiSupplementation. Supplementation of this
Official: rective 2040.2, DOD Directive 5230.11, and€9ulation and establishment of command
%4/ m DOD Directive 5230.20. and Ioceltlfforms are prohibited without prior
' Applicability. This regulation applies to the 2PProVa from HQDA (DAMI-CIT), WASH

MILTON H. HAMILTON Active Army, the Army National Guard, and DC 20310-1057.
Administrative Assistant to the the U.S. Army Reserve. It applies to all per- _ _
Secretary of the Army sonnel involved in the foreign disclosure andnterim changes. Interim changes to this

technology transfer process, to include bui€gulation are not official unless they are au-
History. This UPDATE printing publishes a not limited to the disclosure of classified mil-thenticated by the Administrative Assistant to
revision of this publication. Because thary information and controlled unclassifiedthe Secretary of the Army. Users will destroy
publication has been extensively revised, thi@formation, visits, conferences, symposiumspterim changes on their expiration dates un-
changed portions have not been highlighteénd meetings involving foreign personnel, atess sooner superseded or rescinded.

This publication has been reorganized to makaell as certification of liaison officers and

it compatable with the Army electronigxchange personnel. This regulation is applSuggested Improvements. Users are in-
publishing database. No content has beaple up to and during full mobilization. vited to send comments and suggested im-
changed. Proponent and exception authority. provements on DA Form 2028
Summary. This regulation is a consolida- The proponent of this regulation is the Dep(Recommended Changes to Publications and
tion of AR 380-10 and AR 380-66. Iyty Chief of Staff for Intelligence (DCSINT). Blank Forms) directly to HQDA (DAMI-
provides policy regarding procedures for disThe DCSINT has the authority to approvec|T) WASH DC 20310-1057.

closure of Army classified military informa- exceptions to this regulation that are consis-

tion and controlled unclassified information;tent with controlling law and regulation. Thep;gyip tion.  Distribution of this publica-
pley egaring contacts i reign reoreroponent iy elegate (1o AUy s s mage in accorance i e requre
tionals, certification of foreign liaisovision, within the proponent agency w ents on DA Form 12-09-E, block number
officers and foreign exchange personnel tbolds the grade of colonel or the civilian
Department of the Army commands, installaequivalent.

tions, and contractors, and industrial or mili-Army management control process.
tary facilities for which the Department of

23, intended for command levels C, D, and
E for the Active Army, the Army National
Guard, and the U.S. Army Reserve.
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Chapter 1 to achieve DA objectives in its various international activities, in-

General cluding NATO standardization and cooperative research and devel-
opment (R&D) activities and projects; American, British, Canadian,
Section | and Australian (ABCA) standardization activities and projects; co-
Introduction operative R&D agreements; security assistance;Senior National Rep-
resentatives activities; and reciprocal defense procurement and offset
1-1. Purpose purchase arrangements.

Security Program, including identifying and assessing critical mili- ©f the Army are promoted and preserved.
tary technologies and for assessing factors that contribute to interna-1_5 Policy
tional technology control decisions. It delegates authority for routine )

h onal hrol for decisi d defi h Is f a. This regulation prescribes DA policies and procedures govern-
international technology transfer decisions and defines channels 10,4 the disclosure of information and contacts with foreign repre-
resolving unconventional technology transfer decisions.

sentatives, as outlined below.

(1) Disclosure of informationThis regulation governs the disclo-
1-2. References o ) sure of certain types of official DA information, identified herein, to
Required and related publications and prescribed and referencedepresentatives of foreign governments and international organiza-

forms are listed in appendix A. tions (hereafter referred to as “foreign disclosure”. The kinds of
) o information covered are listed below.
1-3. Explanation of abbreviations and terms . (a) Classified informationinformation originated by or for DOD
Abbreviations and special terms used in this regulation are ex-or its departments or agencies or under their jurisdiction or control,
plained in the glossary. and that requires protection in the interests of national security. It is
designated TOP SECRET, SECRET, or CONFIDENTIAL, as de-
1-4. Objectives scribed in Executive Order 12356 (hereafter “classified military in-

a. Militarily critical technologies and items of intrinsic military  formation (CMI),”) except for that information identified otherwise
utility are valuable limited national security resources that resulted below.CMI may be in documentary, oral, visual, or materiel form.
from considerable expenditures of money, time, and effort. They (See AR 380-5.)
must be protected to ensure the Army maintains a qualitative lead (b) Controlled unclassified informatiotunclassified information
over potential opponents’ warfighting capabilities.Consistent with and technical data for which dissemination outside DA is controlled
this statement is the recognition of the importance of internationalunder AR 25-55, AR 70-11, AR 70-31, and AR 530-1, as well as
trade and interoperability with our allies. The objectives of the that unclassified information which may not be exported lawfully
Army technology security program are to— without either an approved munitions license from the Department

(1) Manage international transfers of technologies, goods, serv-Of State(see International Traffic in Arms Regulations (ITAR)) or a
ices, and munitions consistent with U.S. foreign policy and national validated license from the Department of Commerce (see Export
security objectives. Adml_nlstratlo_n Ffegulatlons (EAR)) (hereafter, “controlled uncl_a53|-

(2) Ensure international activities are carefully targeted afﬁd information” or CUI). CUl is not releasable to the public at
closely managed to enhance their efficiency and effectiveness and t arge, but may be requested through government-to-government
extract maximum benefits for both the U.S. Army and the foreign Channels. . . . . .
participants without compromise of critical technologies. (2) Contacts with foreign representativasis regulation governs

(3) Focus counterintelligence support on the protection of critical activities and actions involving representatives of foreign govern-
9 PP p ments and international organizations as well as foreign personnel,

technologies, critical inf.ormatior'], and national defense information. who by the nature of their association with the U.S. Army, are not
b. The exchange of information between the Department of the gesignated to officially represent their government for the purposes
Army (DA) and the military establishment of allied and friendly of exchanging CMI or CUI as listed below.
foreign governments and international organizations is a necessary (a) Visits.Visits by foreign representatives to organizations,
adjunct to successful participation of DA in international and func- agencies, activities, installations, and facilities over which DA exer-
tional agreements. Such exchange is also needed to satisfy U.cises administrative control or security cognizance. This category
S.mutual defense commitments. At the same time, the protection ofincludes visits to commercial firms performing work under contract
classified and otherwise sensitive unclassified military information to DA.
against disclosure to unauthorized persons whether U.S. or foreign (b) Liaison officersForeign government officials, either military
is an equally necessary adjunct to the military security of the Unitedor civilian employees, who are designated by their governments to
States. Thus, the objectives of the Army foreign disclosure programact as a representatives of that government to an Army component
are as follows: in connection with bilateral or multilateral programs or projects.
(1) To interpret national and Department of Defense (DOD-(c) Exchange personnekForeign military personnel under the
Yforeign disclosure policies in a manner that readily correlates with Personnel Exchange Program (PEP) or civilian and military person-
DA international activities and to standardize DA procedures to nel under the Scientist and Engineer Exchange Program (SEEP)
promote both prompt and consistent implementation of thow80, with the exception of specific security requirements, are inte-
policies. grated into the U.S. Army. _ _
(2) To approve information for foreign disclosure only after such  (d) Meetings, conferences, and symposiiendance by foreign
information has been fully evaluated against standardized criterian@tionals or their representatives at meetings, conferences, and sym-
and it has been determined that such disclosure demonstrably woul@©Sia_sponsored or hosted by DA. (See AR 380-5.)

result in a net benefit to, or otherwise be in the best interest of the P- This regulation also designates specific DA officials(hereafter
U.S. Government. referred to as “designated disclosure authorities”) to perform the

. . . . tasks listed below.
(3.). To ensure information is rele_ased o_n_Iy to authorlzeq and (1) Determine releasability of DA CMI and CUI to foreign
certified foreign representatives and in specific channels desu‘;]nateq,e

for that purpose, in order to satisfy legal and recordkeepin resentatives.
et ISty led P! 2) ldentify foreign representatives authorized to receive DA

requirements. CMI and CUI
c. The objective of the Army’s policy on visits and certification (3) Prescribe channels and methods used to obtain disclosure

is to balance the need for— ) _ determinations, and explain how to physically accomplish transmit-
(1) Efficient interaction between foreign representatives and DA tg] of information.

AR 380-10 30 December 1994 1



c. This regulation prescribes duties and responsibilities of person- (3) Cross-border movements of U.S. and Canadian forces. (See
nel designated as Army contact officers, for foreign representativesAR 525-16.)
who are visiting, certified as liaison officers, or assigned as ex- (4) Foreign students under a foreign military sales program or
change personnel to DA elements. private individuals attending school at educational facilities under
d. This regulation does not govern the foreign disclosure of cer- contract with the Army or any other governmental component. (See
tain types of information including intelligence information, the AR 12-15.)
dissemination of which is handled through other than Army chan- f. This regulation does not authorize, under any conditions, dis-

nels.These types of information are listed below. closure of the following:

(1) Sensitive compartmented informat®emsitive compart- (1) Classified information, the disclosure of which is prohibited
mented information (SCI), including data related to equipmeht/ Federal Legislation; the Atomic Energy Act of 1954, as
methods, or techniques involved in production of SCI. amended; or any international agreement to which the United States

(2) National intelligence National and interdepartmental intelli- IS & party. _ . )
gence produced within the National Foreign Intelligence Board(2) Proprietary information (for example, trade secrets), the rights
structure. (See AR 381-1.) to which are owned by private firms or citizens, without the owners’

(3) CounterintelligenceCounterintelligence operational €XPress written consent or other legal authorization.

information. (3) CMI or CUI without comments, recommendations, and con-
(4) Nuclear informationNuclear-related information (RE- currence of the proponent or originator of the information, as

STRICTED DATA or FORMERLY RESTRICTED DATA). (See follows: _ _ _ .
AR 380-150.) (a) Information acquired from a foreign government or interna-

(5) Strategic informationStrategic planning information and re- tional organization may not be disclosed to a third party without the

. - . . written consent of the originator.
lated guidance, as designated by the Joint Chiefs of Staff (JCS). (b) Combined informatiogn (see glossary) may not be disclosed

Egigs(:hl\il(gnlg)anNﬁggerg(l)n)t Chiefs of Staff Memorandum of Policy without the consent of all parties that contributed to the product.
(6) Communications se(;urit)Equipment or information relating .(C) Joint mforma}flor;l (see.gloshsar_y) may r:jc.)t _be disclosed without
o . . prior agreement of all parties having jurisdiction.
to communications security (COMSEC), such as cryptographic de- . . .
vices and systems. (See )fAI(? 380—40)and DA Pan);p259—320—2) .(d) Informgtlon originated by an agency qut5|de DA may not be
: / disclosed without the consent of the originator. For intelligence

(7) NATO informationinformation that is in North Atlantic < rmation. DoDD C-5230.23 and AR 381—-1 must be complied
Treaty Organization(NATO) channels as a result of previously ap- i ' ’

proved _foreign _disclosure and has NATO classification markings. " This reaulation does not affect or modifv the responsibilit
NATO information held by DA agencies and commands may be vegted in thg Director of Central Intelligence PIIDCI)pursuF;nt to trzle
disclosed to a representative of NATO or one of its member nationsy ational Security Act of 1947, as amended, and section 6 of the
if the prospective rec_ipient has a valid need-to-know and possesses @|a Act of 1949, as amended, for protecting intelligence sources
current NATO security clearance. (See AR 380-5 and AR 380-1554 methods from unauthorized disclosure.Further, any authority or
for further guidance) _ o responsibility vested in the Secretaries of State, Defense, or Energy
_(8) Automated Information Systems information in OCONUS en- or the DCI is not affected by this regulation. Such authority and
vironment.Unclassified information which has been, is, or can be responsibility to make determinations concerning disclosures of
deemed suitable for disclosure to local nationals employed in over-cassified information to foreign recipients are established by law,
seas U.S. Army computer/communications facilities according to executive order, or other presidential authorization.
AR 380-19.

(9) Special access programmformation covered under special  Section |l
access programs. Responsibilities

(10) Information to Anyone Who does not Qualify as a “Foreign
Representative.’Any information released to U.S. citizens and im- 1-6. HQDA Deputy Chief of Staff for Intelligence(DCSINT)
migrant aliens or intending citizens (formerly “resident aliens”), The HQDA DCSINT will—
except such persons who have been identified as “foreign represen- & Formulate Army policies governing contact with and disclo-
tatives”(see glossary). For U.S.citizens, immigrant aliens, and inten-sure of information and technical data to foreign representatives and
ding citizens, access to CMI is governed by AR 380-5 and access t@rovide general guidance, advice, and assistance to DA officials

CUI by AR 25-55, AR 70-11, AR 70-31, and AR 70-57. determining the suitability of CMI and CUI for foreign disclosure.
(11) Privacy Act informationinformation withheld from public ~ Such action will be in accordance with the NDP—1, DODD 5230.11,
disclosure under the Privacy Act, according to AR 340-21. DODD 5230.20, DODD 5230.24, DODD 5230.25, DODD 5400.7,

(12) Information in the Public DomairUnclassified information ~ @nd DOD 5200.1-R. The DCSINT will— , ,
that has been, is, or can be deemed suitable for disclosure to the (1) EXercise exclusive approval authority for disclosure of offi-
public at large, in accordance with AR 70-11 and AR 360-5. For- cial Army information, both classified and controlled unclassified,
eign governments can purchase public domain information from the!© foreign representatives (foreign disclosure). The ODCSINT, DA
Government Printing Office, Washington, DC and from the National M@ _Specifically delegate authority to DA subordinate elements
Technical Information Service (NTIS), 5285 Port Royal RoadWACOMs and below). . y .

Springfield, VA 22151. ' (2) Exercise approval authority for visits by foreign representa-
(13) Exp;ort of Information Governed by the Department of Com- tives and certification of foreign liaison officers and exchange per-
merce.Scientific, educational, or other data that qualify for general zolnnelt to IchAriteIetmeS'&s. -Il—)hfdi(n)[t)CSIINn-wr’nltDAt may rs\p/)ec\ll?citally
license under Department of Commerce export control regulations. ebeggrgv%i gn 3,/0\”?1 me?#bgr toar: fegenet tfne Oszgrpet(;re ofstr?é

(14) Information Exempt from the Requirement of a Munitions Arm‘y to the following);/' P y
hgcﬁsnsiﬁ'lgfjoggai?i%?] tggtsniagfblgme\éported under the general exemp- (1) National Disclosure Policy Committee (NDPC).

o e ) . . . (2) DoD International Technology Transfer Panel.
ter?d;jh?ovlzscl)tvéfqtlﬁ?tforlleoc\uljilrrlzmems of this regulation are not in- o “conol internal distribution of NDP—1 and provide necessary

| isclosur hori implement NDPC Recor f Ac-
(1) Training of foreign personnel, including visits directly related delegated disclosure authority to implement C Records of Ac

. tion throughout DA.
to training. (See AR 12-15.) d. Provide overall direction to Army technology security program

(2) Reciprocal exchanges of small units for training pubng pe the primary point of contact (POC) for technology transfer
poses.(See AR 12-15.) issues on the Army Staff. In this role, the DCSINT will—
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(1) Task the U.S. Army Materiel Command (AMC) to prepare  b. Verify that proposed transfers of critical technology are consis-
technical assessments, as needed, identify militarily critical tech-tent with security assistance policy.
nologies, and provide additional technical support for technology c. Coordinate and disseminate ARSTAF policy position on muni-
transfer issues. tions export license requests for both munitions list and dual use
(2) Task specific agencies to conduct intelligence, counterintel- systems and technologies.
ligence, and operations security (OPSEC) assessments, as appropri- d. Ensure that technology security implications are considered for

ate, of technologies and systems proposed for transfer. each program for which the HQDA DCSLOG has primary ARSTAF
(3) Provide staff review of all Army actions with technology responsibility and which potentially involves the international trans-
security implications. fer of critical military technology.

(4) Ensure that technology security is considered for each pro- €. Determine if the proposed transfer is consistent with previous
gram that potentially involves the international transfer of CMI and €Xport license application review decisions and FMS cases.The

CUL. HQDA DCSLOG will ensure that adequate justification is provided
(5) Chair the Technology Control Panel (TCP) as a coordinating fOr cases that are not consistent with previous Army positions.
mechanism for technology security. f. Determine whether adequate technical and contractual

besafeguards can be, or have been, devised to preclude the diversion
of critical technology.

g. Initiate requests for Exception to National Disclosure Policy in

e. Ensure that decisions to disclose or deny CMI or deny CUI are support of security assistance programs and direct commercial sales.
recorded in the Foreign Disclosure Technical Information System- orl]ié Formulate, coordinate, and disseminate weapon systems export
(FORDTIS) in compliance with DOD Instruction (DODI) 5230.18. P i )Igeview and coordinate on Technology Assessment control
ac]; eg:igr%sl?%‘:"%njl Ognzjo:ggsrc])nwz:‘tﬁsc:r) ;{3 Zlgﬁgﬂése 'ngé\gggelPlans, DDLs and other documents that affect the sale/transfer of

oo - h - : ; .~ equipment and information via FMS or direct commercial sales.
cDeOrtgllca5t|203rE)sllg the Foreign Visits System (FVS) in compliance with i. Provide a representative to the TCP.

- . . o . k. Designate an official POC to represent the HQDA DCSLOG
g. Conduct periodic on-site visits to organizations, agencies, ac- . oIl international technology transfer actions
tivities, installations, and facilities over which DA exercises admin- )
istrative control or security cognizance, to ensure compliance with 19 HQDA Deputy Chief of Staff for Operations and Plans

(6) Determine if counterintelligence or OPSEC safeguards can
devised to preclude diversion of critical technology associated with
any proposed transfer.

this regulation. (DCSOPS)

) The HQDA DCSOPS will—
1-7. Heads of HQDA Staff Agencies and MACOM a. Assess political and military factors of proposed transfers in
Commanders ) i accordance with criteria listed in figure 1-1 and make recommenda-
Heads of HQDA staff agencies and MACOM Commanders will— tions based on an evaluation of whether potential political and

a. Ensure that their personnel follow the provisions of this regu- military gains outweigh the risk of loss if the transfer is approved.
lation, and any additional instructions, when interacting with visiting  b. Assess operational impact on U.S. forces if the transfer is
foreign representatives, liaison officers, and exchange personnel. approved and the technology or end item is transferred directly or

b. Designate, in writing for each HQDA section, agency, dndirectly to a potential U.S. adversary.

MACOM, a single official to be the Foreign Disclosure Officer c. Ensure that technology security implications are considered for
(FDO).The FDO will exercise the organization’s disclosureach program for which DCSOPS has primary ARSTAF responsi-
authority. bility, and which potentially involves the international transfer of

c. Publish agency or MACOM instructions that will ensure that— CMI or CUL.

(1) All CMI and CUI being considered for foreign disclosure are  d. Assess implications of proposed transfers on DCSOPS pro-
referred to the Foreign Disclosure Officer (FDO) for appropriate grams, plans, and policies.
coordination. Final foreign disclosure decision will be in compliance €. Provide a representative to the TCP.
with NDP-1. f. Designate an official POC to represent the DCSOPS on all

(2) Agency and command personnel release no CMI or CUI to technology transfer issues.
foreign representatives, other than those authorized by thig§. Assess whether follow-on requirements, such as training, asso-
regulation. ciated with the proposed transfer would involve the release of criti-

(3) Proposed foreign disclosures of CMI and CUI are consideredc@l technology.
in light of disclosure criteria prescribed in this regulation. h. Administer, manage, and execute the U.S. Army Personnel

(4) Decisions to disclose or deny CMI and denials of CUI are Exchange Program with Armies of Other Nations (PEP). (See AR
recorded in FORDTIS, in accordance with DODI 5230.18. 614-10.)

_ d. Obtain concurrence of the ODCSINT, DA before implement- o 1 aggistant Secretary of the Army (Research,
ing policies that _|nv0Iv_e _dlsclosqre of CMI or CUI to visiting for- Development and Acquisition)(ASA(RDA))
eign representatives, liaison officers, or exchange personnel. The ASA(RDA) will—

e. Provide support to the Army technology security program. 5 |dentify critical technologies and items that should not be
f. Identify critical technology incorporated into systems and data transferred to foreign entities.
they manage and with intelligence support assess the impact of p validate technology assessments and Technology Assessment/
compromise on those systems. Control Plans (TA/CPs).
g. Take final action on routine technology transfer decisions.  c. Assist in review of munitions export licenses referred to the
h. Process violations of policies and procedures contained in thiSARSTAF for policy determination in accordance with the criteria set
regulation in the manner prescribed either for compromise of CMI, forth in AR 12-8.
as provided in AR 380-5, chapter 6, or for unauthorized disclosure d. Provide technical experts on DA, DOD, and interagency com-
of CUI outside the U.S. Government, as provided in AR 70-31, AR mittees, panels, and working groups that address technology transfer

25-55, and the ITAR. and militarily critical technologies.
e. ldentify and assess applied and emerging militarily critical
1-8. HQDA Deputy Chief of Staff for Logistics(DCSLOG) technologies.
The HQDA DCSLOG will— f. Provide direct staff support to the Army member of DOD
a. Assess implications of proposed transfers of critical technol- International Technology Transfer Subpanel B (Research and Devel-
ogy on HQDA DCSLOG’s programs, plans, and policies. opment (R&D)).
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g. Ensure technology security is considered for each Army pro- 1-13. The Judge Advocate General (TJAG)
gram that potentially involves the international transfer of CMI and TJAG will—
CUL. a. Ensure that technology security implications are considered for

h. With the HQDA DCSLOG and The Judge Advocate General each program for which TJAG has primary ARSTAF responsibility
(TJAG), devise effective technical and contractual safeguards toand which potentially involves the international transfer of CMI or
prevent the diversion of critical technology. CUl.

i. Assess whether continuing requirements associated with the b. Together with HQDA DCSLOG and ASA(RDA), determine
proposed transfer also would involve the release of othehether adequate technical and contractual safeguards can be

technologies. developed to preclude the diversion of critical technology.
j- Have HQDA responsibility for formally coordinating the DOD c. Provide a legal advisor to the Chairman of the DA TCP.
Militarily Critical Technologies List (MCTL). d. Provide direct staff support to the Army member of the DOD
k. Provide a representative to the TCP. International Technology Transfer Panel and the NDPC.
I. Designate an official POC to represent the ASA(RDA) on all  e. Designate a lead POC to represent TJAG on technology trans-
technology transfer issues. fer issues.
1-11. Commanding General, U.S. Army Intelligence and 1-14. The Surgeon General (TSG), the Chief of Engineers
Security Command (CG, INSCOM) (COE), and the Director, Information Systems for
CG, INSCOM will— Command, Control, Communications and Computers

a. Provide counterintelligence and security support to Army ac- (DISC4)

tivities involved in technology transfer and foreign disclosuféG, COE, and DISC4 will—

matters. a. Ensure that technology security implications are considered for
b. Provide a representative as an observer to the TCP. each program for which they have primary Army Staff responsibil-
c. Provide SAEDA special briefings, as specified in paragraph ity and which potentially involves the international transfer of CMI

2-3 of AR 381-12, to DA agencies and commands hosting foreignor CUI.

visitors, scientist and engineer exchange personnel, liaison officers, b. Provide a representative to the DA TCP.

and students. Debrief those Army personnel having contact with . .

foreign visitors and exchange personnel, when appropriate. 1-15. Directors and Commanders of Army Laboratories,
d. Provide tailored multi-disciplined counterintelligence thref&D Centers, and Other R&D Activities

briefings for technologies subject to technology transfer and Rectors and commanders of Army laboratories, R&D centers, and

agencies and commands hosting foreign representatives. other R&D activities are _responsuble _for carrying OL_Jt_t_he provisions
e. Conduct counterintelligence investigations into incidents of il- ©f this regulation that directly pertain to their activities.

legal diversion of militarily critical Army technology in accordance

with the provisions of AR 381—47. 1-16. CG, U.S. Army Criminal Investigation Command

(USACIDC)
1-12. Commanding General, U.S. Army Materiel The CG, USACIDC is responsible for the conduct of felony crimi-
Comrﬁand (CG, AMC) I nal investigations that involve technology transfer issues. CG,
' USACIDC will—

The CG, AMC is responsible, in accordance with Army policy

uidelines provided by the HODA DCSINT, for the execution of the _ & Investigate export violations as detailed in section 2410, title
Ty o oy Soori Program, Cor AVIC measr Jelogate. 50, United States Code (50 USC 2410), in accordance with 50 USC

authority within the framework of Army Regulations to accomplish 2411. . . . . .
the spirit and purpose of international technology transfer conP- Provide copies of final reports to HQDA DCSINT of investi-

trol.Specifically, the CG, AMC will— gations concerning illegal transfer of CMI or CUL.
a. Designate a single POC for technology security in Headquar- _ - Serve as POC to coordinate with the U.S. Customs Service and
ters (HQ), AMC. Department of State concerning enforcement of technology transfer

issues.

b. Develop assessments to identify militarily critical technologies . .
d. Provide a representative as an observer to the TCP.

or emerging technologies required for development, production, or
operation of U.S. Army systems; and identify and provide an assessy 15 oyverseas major commanders
ment of relative risks and benefits of international cooperation and 4 o c.-c major commanders are to use the policy guidance con-
technology transfer in those technologies.

c. At ASA(RDA) direction, provide technical representatives and tained in this regulation to establish local policies and procedures

st ¢ ¢ DA and int i governing interaction with foreign representatives. One copy of
assistance 1o suppor and interagéncy working groups, COM-y,qqq policies and procedures will be forwarded to ODCSINT, DA
mittees, and panels on technology transfer and militarily critical

technologies (DAMI-CIT). For this purpose, overseas major commanders are

- . L . U.S. Army Europe; U.S. Army Pacific; U.S. Army Southern Com-
hd. F\As dflfrec_ted byh andl mdcoordlnatlc:n Vf‘”th HdQDA' %ssgsﬁ]and; and Eighth U.S. Army. Army overseas major command com-
w eé ere ecf“’; t%? nica anf C‘?T‘”?d“ah Sé} eguards can be deqonants of unified commands are to adhere to unified command
vised to preclude diversion of critical technology in conjunction jicies and procedures if only minor variances exists. ODCSINT,
with any proposed transfer.

L . . .. DA (DAMI-CIT) will be advised of conflicts. Significant conflicts
e. At ASA(RDA) direction, provide technical experts to partici- . (be resolvegj at the DA/DOD level. g

pate in Coordinating Committee for Multilateral Export Controls
(COCOM,) list reviews as required and ensure that the opinionsi_18. Other Overseas Army Activities
rendered by those experts accurately reflect the Army position onQther overseas Army activities assigned to or under operational
any given technology. control of overseas major commands will adhere to the overseas
f. Provide technical guidelines, recommendations, assistance, anghajor commands policies and procedures governing interaction with
data regarding control of technology transfer to foreign countries. foreign representatives.
g. As directed by HQDA, provide continuing assessment of con-
trol and transfer mechanisms and their effectiveness. Section Il
h. Coordinate intelligence assessments for all international coop-Categorization, Disclosure and Funding Procedures
erative programs.
i. Provide a representative to the TCP. 1-19. Categorization of Military Information by Sensitivity
a. CMl is information that competent authority has determined to
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be of such sensitivity that it requires special designation and protec-and type, but the designations and descriptions below may be used
tion in the interest of national security, that it must be subject to and are encouraged for use as a baseline for decision making.
special controls, and that access to it must be limited to personnel (1) Category 1 - Organization, Training, and Employment of
whose successful performance of duty clearly requires such accesMiilitary Forces. Information of a general nature pertaining to tac-
(need-to-know) and who have been specifically cleared for suchtics, techniques, tactical doctrine and intelligence and counterintel-
access. (See AR 380-5 for details regarding the classification ofligence doctrine and techniques. Excluded is information necessary
defense information.) for operation, training and maintenance on specific equipment cov-
(1) According to its degree of sensitivity, CMI is identified by a ered under categories 2 and 3.
level of security classification: CONFIDENTIAL, SECRET, or TOP  (2) Category 2 - Military Materiel and Munitiongaformation on
SECRET. specific items of equipment already in production, or in service, and
(2) Certain CMI may be further protected, and, in some i€ information necessary for operation, maintenance and training.
stances, access to it may be subject to greater limitation by thdi€ms on the US Munitions List fall within this category. This
addition of annotations (caveats) restricting dissemination, as pre-catégory does not pertain to equipment which is in research and

scribed in various Army regulations (such as AR 380-5 and AR development. _ ]
381-1). (3) Category 3 - Applied Research and Development Information

b. Unclassified information is information that competent author- and Materiel. Information related to fundamental theories, design,

ity has determined not to require the degree of protection affordeda”d experimental investigation into possible military applications; it

by the application of a security classification.Nevertheless, certain'nF:!UdeS engineering data, _operatlonal requirements, concepts and
unclassified information may be of such sensitivity as to warrant military characteristics required to a}dopt the item for F’md“‘?“oﬂ'_
placing a degree of control over its use and dissemination—to fur_.DeyeIopment ceases when the equipment has completed suitability
ther various national interests—whereas other unclassified informa-teséz'lr)]gc‘;’:tne(‘j Sras fe_enpfgggé%%rrozn?;remg:i (gggiu?sonarawin S
tion may not warrant any control over its dissemination. . gory ; h TESIgns, 9s,

(1) For the purpose of this regulation, the former kind of unclas- chemical, and mathematical equations, specifications, models, man-

A L . : ufacturing techniques, software source code, and related related in-
sified information is te_rmed CUl a_nd generally is consigned to one formation (excluding Category 2 and 3 information) necessary to
or more of the following categories:

) . i . manufacture military materiel and munitions.

(a) Information subject to the Privacy Act of 1974 or otherwise (5) Category 5 - Combined Military Operations, Planning and
exempt from mandatory disclosure outside the U.S. Governmentpeaginessinformation necessary to plan, assure readiness for, and
under AR 25-55. Such information ordinarily qualifies for applica- provide support to the achievement of mutual force development
tion of the protective marking FOR OFFICIAL USE ONLY. goals or participation in specific combined tactical operations and

(b) Technical information that relates to research, development, exercises. It does not include Strategic Plans and Guidance or North
engineering, test, evaluation, production, operation, maintenance, OlAmerican Defense Information.
employment of military equipment systems and that, if disseminated (6) Category 6 - U.S. Order of Battle Information pertaining to
outside the U.S. Government, would be subject to export controlsy.sS. forces in a specific aretn general, disclosures of this infor-
prescribed in the Arms Export Control Act (AECA) (PL 90-629) or mation are limited to those countries in which US forces are sta-
Executive Order 12470 (extension of the Export Administration Act, tioned or are in adjacent geographical areas.
PL 96-72). Dissemination restriction notices to be placed on such (7) Category 7 - North American Defensgeformation related to
information are contained in AR 70-11 and AR 70-31 (for technical plans, operations programs and projects, in include data and equip-
and materiel-related information) and in AR 25-30 (for non-materi- ment, directly related to North American defense.

el-related information). (8) Category 8 - Military Intelligencelnformation of a military
(c) Information deemed to be sensitive from the standpoint of character pertaining to foreign nations. This category of information
operations security (OPSEC) (see AR 530-1). does not include national intelligence or sensitive compartmented

(2) For the purpose of this regulation, unclassified information infor_mation under the purview of the Director of Central
that does not qualify for the status of CUl—as described in b(1) Intelligence.
above—is deemed to be actually or potentially in the public domain,

that is, suitable for release to the public at large. “The public at1-21. Designated disclosure channels - .
To promote prompt and judicious disclosure determinations, while

large”encompasses not only citizens of the United States and immi-_~ F =" . L )
9 P y maintaining the required degree of control and providing operational

grant aliens, but also citizens of all foreign countries, when suchfI ibility. it i tial t tablish ific ch Is i hich t
persons are acting in a private capacity. As noted throughout this exibifity, 1t 1S essential to establish specific channels in which to

regulation, only unclassified information in the public domain may prgceps\lf Igr(ﬂggtsd'fgrlofourg Le%l:s?;fs.ure imespective of point of
be released to foreign personnel acting in a private capacity. Any " q 9 ' p P

: ; : : . “receipt within DA, will be referred through command foreign disclo-
requests for DA information received from foreign personnel acting e
in a private capacity will be handled as follows: sure channels to the HQDA staff agency or MACOM exercising

. applicable disclosure authority, as provided in paragraph 2-11, be-
(@) Requests for CMI or CUI will be referred to the FDO. Such 5, "\ ACcOM subordinate or interested HQDA agencies will coor-
requests will be responded to with an explanation that such Irncorma'dinate their positions on release of specific information before
tion is not available for release consideration on other than an

_ > S submission to the decision authority for a formal position.
official government-to-government basis; the requester’s military at- b. Disclosure determinations are to be made at the lowest level

tache based in the continental United States (CONUS) may makegnsistent with the disclosure authority delegated in paragraph 2-11,
queries on behalf of the requester. below.

(b) Requests for information clearly in the public domain (such ¢ similarly, requests for foreign disclosure relating to U.S.rese-
as, public affairs-originated publications, reprints of articles that grch, development, and acquisition (RD&A) initiatives are to be
were written by DA authors and have appeared in any public media)responded to by the DA agencies or commands exercising disclo-
may be fulfilled at the discretion of the agency public affairs office. syre authority over the information requested for release. DA agen-

o . . . cies and commands are encouraged to effect coordination with non-
1-20. Categorization of military information by nature and DA agencies when required. Should problems arise during the coor-
type - . . . dination process outside of DA, the request will be forwarded

a. To facilitate the decision process for foreign disclosure, the through local foreign disclosure channels to ODCSINT,
NDP-1 divides CMI into eight categories. Designations and summa-pa(DAMI-CIT) for resolution.

ries of these categories are described below. d. ODCSINT, DA, is to receive and respond to foreign disclosure
b. Unclassified information is not formally categorized by nature requests, except as follows:
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(1) A request by a foreign representative during an approved visit d. Except as noted in ¢ above, Army personnel should report
is to be addressed by the designated DA host (see para 4-2). unauthorized disclosures of CMI or CUI to ODCSINT,
(2) A request by a certified foreign liaison officer (LNO) is to be DA(DAMI-CIT) through command security or foreign disclosure

addressed directly to the DA agency or command to which thechannels.
officer is certified. That agency or command will render a respon-
se(see para 4-4). 1—
(3) A request by a certified British, Canadian, or Australiag e
standardization representative is to be addressed directly to the DZ‘?sclosure ACt'VItIeS . . . - .
agency or command to which the representative is certified. The2pPle 1-1 is a security classification guide pertaining to routine
agency or command will render a direct response in the case oforeign dlsc!osure activities. Any related activity not addressed in
information on projects listed on the ABCA standardization list and table 1-1 is to be brought to the attention of ODCSINT, DA
determined to be releasable under the provisions of this regulation{DAMI-CIT) for resolution and in the interim is to be treated as
.Requests for information for which the command is not the sole CONFIDENTIAL, citing this paragraph as classification authority.
proponent will be fully coordinated with all concerned agencies-
.Denials will be referred to the ABCA Standardization Office lo- 1-24. Nature of contacts with foreign representatives
cated within HQ AMC for resolution in accordance with AR 34-1. |nherent in all contacts with foreign representatives is the exchange
_ (4) Requests relating to acquisition of defense articles and serv-gf jnformation in various forms—oral, visual or documentary. Poli-
ices through security assistance channels (see para 4-7). ies governing the disclosure of DOD and DA information outside

int(elsr)rml:tzi(ca)cr}ll;?it(')soreer;gﬁ\r/eedRQDcgarr]g:rl’:ei?gi;\?li?u:Iﬂ V?/ir;algngpgé?/\éi he U.S. Government prescribe that disclosed information must be
P 9 p suitable for release to the public or to another governmental entity

opment Data Exchange Program (MWDDEP) or Defense Develop-.n furtherance of a legitimate U.S. Government purpose. This regu-

ment Exchange Program (DDEP) agreements in accordance with_ . s ' .
AR 70-33). 9 9 ( ) ag ation presumes that all contacts initiated by foreign representatives

(6) Requests addressed to outside continental Unit¥{fh other than public affairs elements of the Army are for the
States(OCONUS) MACOM components of unified commands in €xchange of official information and must be legitimate govern-
channels specified in certain international agreements providing forment-to-government or authorized commercial exchanges.
combined planning and operations.

e. Any request that involves the potential foreign release of DA 1-25. Channels of official communication
CMI or CUI and is received by a DA agency or command in & a. On behalf of the Secretary of the Army and the Chief of Staff,
manner other than that prescribed by applicable DOD and DAthe HQDA DCSINT or designee is the exclusive DA POC for
regulations is to be routed to the appropriate DA disclosure author-pjjitary attaches diplomatically accredited to the U.S. Government
ity if possible.If the appropriate DA disclosure authority cannot be onq gther representatives of foreign governments wishing to conduct
determined, the request will be referred in command forel_gn d'SCIO'officiaI business with DA. All official foreign contacts with the
sure channels to ODCSINT, DA (DAMI-CIT) for resolution. Army must be requested by diplomatically accredited military atta-
1-22. Security protection and assurances ches on behalf of their government. Foreign military attaches are
A foreign government or international organization is not to be provided with a handbook summarizing policies and procedures
provided U.S. CMI or CUI unless it has formally agreed to afford contained in this regulation.
such information a degree of protection equal to that afforded by the b. Except as authorized by the HQDA DCSINT or senior Army
U.S. Government. To that end, the Departments of State and Defeadership (Secretary of the Army, Under Secretary of the Army,
fense have concluded bilateral General Security of Military Informa- chief of Staff, or Vice Chief of Staff), foreign representatives are
tion Agreements (GSOMIAs), which incorporate the conditiongy authorized official contact or communications with either DA
specmed in paragraph 2-5, with various foreign governments andpersonnel or DA organizations in any manner pertaining to any
with SQTO' . d . ional aspect of official business without prior authorization. Foreign rep-
m:ﬁts unggfg%e;sgr_sclorﬂngﬁg as rggr?w?rlﬁzngotg]r?taiglllatlicr)]r\l/%lvgg(r:ﬁl- resentatives initiating such contact are to be informed that appropri-

' 9 P y (ffte prior authorization for contact must be obtained on their behalf

ggcﬁrLth;’ S:gtséct(iegrf utrc()e gga;ffourggdagLec‘limiﬁ?éfmﬁgfss the issue rom ODCSINT, DA by their respective military attaches.Except as

(1) For agreements negotiated with foreign governments and in-réduired by AR 381-12, no report to ODCSINT, DA of such un-
ternational organizations that are parties to existing GSOMIAs, the@uthorized contact is necessary.
security provisions specified in the GSOMIAs will be incorporated
in the agreements. 1-26. Funding and other support rendered to foreign

(2) All other agreements are to incorporate those provisions inrepresentatives
either the text of the agreement or an internally referenced appendixExcept when consistent with Federal statutory authority and specifi-
~ b. GSOMIAs are accepted as agreements in principle only. Eachcally authorized by approved international agreements or in other
include a s‘tatement of security assurance recognizing the fore'gr‘support the activities of foreign representatives while visiting or
government's responsibility and intent to comply with U.S.Gove- ceriified to DA. Military attaches are informed that they must be
rment's security requirements. Such transactions include foreign,.oareq to defray all costs incurred as a consequence of visits or
organizations’ requests for visits, cert_lflcatlon, and QOcuments. certification to DA; however, to the extent authorized by applicable

c. In exceptional circumstances, fulfillment of U.S. interests may international agreements and Armv requlations. local commanders
require disclosure of CMI or CUI to foreign elements without a a agree y reg .

may provide limited support (such as, medical care under AR

formal agreement providing for adequate security protection. A dis- . . :
closure of this nature may be authorized by ODCSINT, DA after 40-3;transportation aboard Army aircraft under AR 95-1; housing

appropriate coordination with national agencies having a direct in-uUnder certain circumstances under AR 210-50).
terest in the disclosure.

23. Security Classification Guidance for DA Foreign
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Table 1-1
Security Classification Guide for Disclosure-Related Activities

Subject Matter Classification Remarks

A. The Charts in Annex A of NDP-1. SECRET

1. The permissive disclosure category entries for a foreign government or interna- CONFIDENTIAL
tional organization.

2. Any comparison of the permissive disclosure levels of two or more foreign govern- SECRET
ments or international orgainizations.

B. The fact that a specific foreign country or international organization has agreed to UNCLASSIFIED Unless the mere existence of the
afford US CMI and CUI the same degree of protection as afforded by the US Govern- governing security agreement is
ment. classified, in which case the same

classification applies.
C. Disclosure authority (as reflected in para 2—10 and 2-11). UNCLASSIFIED

D. Disclosure criteria (as reflected in para 2—4), without reference to a specific case, UNCLASSIFIED
foreign government, or international organization.

E. Disclosure criteria for military intelligence as reflected in para 2—4 and AR 381-1. CONFIDENTIAL

F. Disclosure conditions for CMI (as reflected in para 2-5). UNCLASSIFIED

G. NDPC organization and membership. UNCLASSIFIED

H. NDPC procedures. UNCLASSIFIED Except for section 1V.2.b, which is
CONFIDENTIAL.

|. Specific disclosure policy pertaining to a specific foreign government or international CONFIDENTIAL Other classification levels will be rec-

organization, beyond information from the charts in NDP-1, annex A. ommended to the Chairman, NDPC,
when circumstances warrant.

J. Specific disclosure policy for selected weapon systems, equipment, and tech- CONFIDENTIAL Other classification levels will be rec-

nologies. ommended to the Chairman, NDPC,
when circumstances warrant.

K. Information revealing the security policies, procedures, methods, or practices of a CONFIDENTIAL Other classification levels will be rec-

foreign country or international organization for protecting classified military information ommended to the Chairman, NDPC,

compiled by an NDPC Security Survey Team. when circumstances warrant.

L. Assessments, including deficiencies or recommendations, compiled by an NDPC ~ CONFIDENTIAL Other classification levels will be rec-

Security Survey Team that would not result in adverse effects on foreign relations if ommended to the Chairman, NDPC,

disclosed but that could result in damage to the national defense if disclosed.For ex- when circumstances warrant.

ample, the deficiency concerns an exploitable vulnerability that, if revealed, could
cause direct or immediate jeopardy to the security of US classified information.

M. Deficiencies or recommendations compiled by the NDPC Security Survey Team  CONFIDENTIAL Other classification levels will be rec-
that could result in adverse effects on foreign relations if disclosed. ommended to the Chairman, NDPC,
when circumstances warrant.

N. The above items shall be declassified on “OADR.”

Chapter 2 designated disclosure authorities following criteria established in
General Disclosure Policies, Authority to Disclose, this regulation.
and Delegation of Authority Introduction _ _
2-2. False impressions
U.S. policy is to avoid creating false impressions of its readiness to
make available classified military materiel, technology, or informa-
tion. Therefore, initial planning with foreign governments and inter-
national organizations concerning programs which might involve the
2-1. Concept _ o ) S eventual disclosure of classified military information may be con-

a. National security asseMilitary information (as defined in the  ducted only if it is explicitly understood and acknowledged that no
Glossary) is a national security asset or resource. It may be disU.S. commitment to furnish such classified information or material
closed to foreign governments and international organizations onlyis intended or implied until disclosure has been approved. Accord-
under certain conditions: First, the national security and other legiti- ingly, proposals to foreign governments and international organiza-
mate interests of the U.S. Government must be demonstrably furtions which result from either U.S. or combined initial planning and
thered by doing so. Second, the information must be disclosed onlywhich will lead to the eventual disclosure of classified military
on an authorized basis by U.S. Government officials designated formateriel, technology or information, including intelligence threat
that purpose. Third, the country must be eligible for the information data or countermeasures information, must be authorized in advance
to be disclosed and the disclosure criteria and conditions of NDP—1by designated disclosure officials in the departments and agencies
(listed in para 2—4 and 2-5 below) must be met. originating the information, or by the NDPC.

b. Disclosure pursuant to International AgreemehisS. partici- . — .

S . . 2-3. Maximum classification disclosure levels
pation in bilateral or multilateral agreements does not automatlcally-l-he NDPC has established maximum classification levels within
authonze_the disclosure gf related CM_I to other participants. It doesgach category of CMI which may be released to foreign govern-
not constitute an exemption from provisions of this regulation. Con- ments or international organizations only by those individuals spe-
versely, the lack of an international agreement does not alwayscifically designated to authorize disclosures by the head of their

preclude disclosure. Each potential disclosure of CMI must be eval-gepartment or agency in NDP-1 (see chap 1). Maximum classifica-
uated on its own merit. A disclosure determination must be made bytion levels are depicted on charts in annex A of NDP-1.

Section |
Introduction
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a. To qualify for unilateral DA approval, CMI under considera- (a) A specific U.S. national purpose—political, economic, or
tion for foreign disclosure must not exceed the established maxi-military—will be served.
mum classification level for the nature of the information in (b) The U.S. will obtain commensurate information or services
question as outlined in NDP-1. from the proposed recipient.

b. CMI falling beyond the maximum classification level may still (c) The intelligence to be disclosed supports specific bilateral or
be considered for disclosure if significant U.S. interests appear tomultilateral plans, arrangements, treaties, or alliances. Formal intelli-
warrant it. Basic disclosure criteria, conditions, and limitations in gence agreements to support such arrangements will be approved in
paragraphs 2—4, 2-5, and 2—6 below, must be fully satisfied. Theadvance by the Director, DIA.

HQDA staff agency or MACOM proposing or supporting disclosure  (d) An advantage will be gained for U.S. intelligence or coun-
of the CMI in question may propose an exception to the NDP-1. terintelligence operations.

c. Exceptions to NDP-1, other than those personally granted by (3) It can be reasonably presumed that the disclosed intelligence
the Secretary of Defense or Deputy Secretary of Defense, may bavill not be used in a manner harmful to U.S. interests.In
granted only by the NDPC. All Army requests for exceptions to Particular— ) ) )
policy will be forwarded through command channels to the HQDA (&) The intelligence will not be disclosed to a third government
functional area proponent for coordination and submission @bany other party without the approval of the releasing U.S. depart-
ODCSINT, DA (DAMI-CIT). Sample format provided at appendix Mment or agency.

B. (b) The intelligence will be provided substantially the same de-
gree of protection provided it by the United States. Guidance in
2—4. Basic disclosure criteria determining a foreign government’s ability to protect U.S.int-
All decisions for disclosure of CMI and CUI are judged on a case- elligence may be obtained from an embassy security assessment,
by-case basis. CIA risk assessment, and a National Disclosure Policy Committee
a. Disclosures in Categories 1 through 7 of chapter 1 will be Security Survey Report.
made when all of the following criteria are satisfied— (c) The intelligence will not be used for other than the stated

(1) Disclosure is consistent with U.S. foreign policy and national Purpose without the approval of the releasing department or agency.

security objectives concerning the recipient foreign government or  (4) Specific disclosure criteria pertaining to individual countries
international organization. For example: is contained in NDP-1. Further, NDP-1, section II, contains a dis-

(a) The recipient cooperates with the U.S. in pursuance of mili- cussion of prohibitions or limitations in the release of intelligence
tary and political objectives which are compatible with those of the information.

U.S. g . . . . .. 2-5. Disclosure conditions
(b) A specific U.S. national purpose, diplomatic or military, will  after a decision is made to disclose classified military information
be served. _ _ _ to a foreign government or international organization based on the
(c) The information will be used in support of mutual defense ahove listed criteria, or an exception to policy, release of the classi-
and security objectives. fied military information will be contingent upon assurances that the
(2) Disclosure is consistent with U.S. military and security objec- following minimum conditions will be met:
tives. For example: a. Security to be afforded by the recipiebisclosures will not

(a) Disclosures of advanced technology, if compromised, will not normally be made until the disclosure authority is in receipt of

constitute an unreasonable risk to the U.S. position in military tech-assurances from the recipient that—

nology regardless of the intended recipient. (1) The information or acknowledgment of its possession will not
(b) The proposed disclosure reflects the need for striking a properbe revealed to a third party, except with the prior consent of the

balance between pursuit of our mutual defense and foreign policyU.S. originating department or agency (each British Commonwealth

objectives on the one hand and the preservation of the security ohation should be treated separately).

our military secrets on the other. (2) The information will be afforded substantially the same de-
(3) The foreign recipient of the information will afford it substan- gree of security protection given to it by the U.S.

tially the same degree of security protection given to it by the U.S. (3) The information will be used for specified military-related

The intent of a foreign government to protect U.S.classified military purposes only, including production for military use when so

information is established in part by the negotiation of a GSOMIA authorized.

or other similar security arrangement.Guidance in determining a (4) The recipient will report promptly and fully to U.S.authorities

foreign government’s capability to protect U.S. information may be any known or suspected compromise of U.S. classified military

determined by an U.S. embassy security assessment, CIA risk aghformation released to them.

sessment, or a NDPC security survey report. (5) All individuals and facilities that will have access to the
(4) Disclosures will result in benefits to the United States at least classified military information will have security clearances granted

equivalent to the value of the information disclosed. For example: by their government at a level equal to that of the classified infor-
(a) The U.S. obtains information from the recipient nation on a mation involved and an official need to know. .

quid pro quo basis. (6) The foreign recipient of the information has agreed to abide
(b) The exchange of military information or participation in a by or meet U.S.-specified special terms and conditions for the re-

cooperative project will be advantageous to the United States from d€2s€ Of U.S. source information or materiel.
technical or other military viewpoint. b. Specifically prohibited disclosures are as follows:

(c) The development or maintenance of a high level of military (1) Classified military information officially obtained from a for-
strength and effectiveness on the part of the government receiving'9" SOUrce, except when the information has been conveyed by the
the information will be advantageous to the U.S ource with express consent to its further disclosure.

(5) The disclosure is limited to information necessary to the pur- (2) Combined military information without prior agreement of all

. : - ties.
ose for which disclosure is made. par S . . .
P b. Disclosures in Category 8 (Military Intelligence) will be made (3) Joint information without prior agreement of all departments

only wh_en all Of.the foI_Iowing _criteria are .SatiSﬁe.d: . Or(Z)Qelr?fclfriar:%\gngri;ﬁgtrgé %ryllcj)rrls}ccj)lrc t;%r;. department or agency,
(1) Disclosure is consistent with U.S. foreign policy and national

ity obiecti ing th ient forei t without its consent.
Security objectives concerning the recipient foreign government or - . \n gdocumentary or materiel disclosures, a statement will be
international organization.

) . . . included in transmittal correspondence, contract or receipt, or af-
(2) Disclosure can be expected to result in a clearly identifiable fiyaq to the document itself indicating that the document or materiel
advantage to the United States, such as— is provided with the understanding that the recipient will comply
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with the listed conditions. When appropriate, a similar cautionary technical assistance of the agency or MACOM FDO. The FDO will

statement will be included in oral or visual disclosures. ensure that the views of all interested parties (including the U.S.
) S Defense Attache Office, USDAO, or other U.S. officials residing in
2-6. Disclosure limitations and knowledgeable of the country(ies) to be party(ies) to the

Potential foreign disclosures that are within established maximumagreement)are obtained and incorporated.

classification levels (para 2-3) and meet all prescribed basic disclo- (1) If the FDO concludes that only CUI will be disclosed, the

sure criteria (para 2—4) still must meet certain additional limitations. FDO may concur in the start of negotiations.

These limitations are essential to a foreign disclosure program that (2) If the FDO concludes that CMI will or is likely to be dis-

successfully promotes national security interests. Most of these limi-closed, the FDO may concur in proceeding with negotiations only to

tations are related to disclosures of specific categories of informa-the extent that potential CMI disclosures—

tion or are related to DA participation in specific types of (a) Are referred to the primary disclosure authority identified in

international functions or agreements (see specific guidance in chagparagraph 2-11 for consideration. An action originating at the

3). The limitations below are general in scope. They apply to all MACOM level that requires a decision from an HQDA primary

disclosures of CMI and CUI. disclosure authority will be referred through command foreign dis-
a. DA CMI and CUI which relate to or contain critical tech- closure channels to HQDA for consideration by the primary disclo-

nologies (see glossary) require additional evaluation under para-sure authority. The primary disclosure authority will complete such

graph 2-8 here. DA officials considering this type of disclosure will coordination as may be necessary among other HQDA staff agen-

ensure— cies before approving the disclosure program. If coordination with
(1) A technical evaluation has been completed. DOD or other Federal agencies is required, the primary disclosure
(2) The critical technologies have been identified. authority will refer the action to ODCSINT, DA(DAMI-CIT).

b. Documentary information in draft form is not normally appro- DAMI-CIT will effect necessary coordination and return the action
priate for disclosure. Normally, only the proponent exercising ap- to the DA originator. The DA primary disclosure authority will
propriate delegated disclosure authority will make the determination.approve or deny the disclosure program and authorize subsequent
Examples of such documentary materials are classified solicitations:CM! disclosure determinations to be made by DA officials accord-
operational test reports; conceptual studies;technical reports; matelngly. Primary disclosure authorities will comply with requirements
riel test and evaluation reports; and DA administrative, doctrinal, t0 record disclosure decisions in FORDTIS as specified in paragraph
technical and training publications. 4-10. _ o _

c. Bibliographic data (e.g. bibliographies, lists of references,(b) Do not exceed the maximum clas_smcatlon Ievel_s established
bibliographic footnotes, literature surveys) must be considered forPY NDP-1 for the CMI Category(ies) involved. Caution must be
suitability for foreign disclosure. Such disclosures offer the potential €xercised if an exception to NDP-1 is necessary. Only information
for embarrassing misunderstanding or false impressions. The com4P to the maximum classification level egtabllshed may be disclosed
posite effects of test and related materials must be determinediN the absence of an approved exception to NDP-1.

Release of bibliographic references and footnotes to academic or (C) Do not exceed the authority delegated to the FDO's Agency
technical papers is often essential in order to validate the thesiX MACOM in paragraph 2-11. If they do, the FDO is to refer the
presented. To delete reference materials arbitrarily would lessen thdnatter to the primary delegated disclosure authority for the category
quality of the product. Therefore, if release of the reference materialsOf information involved. The primary delegated disclosure authority
is considered inappropriate, the disclosure of the associated text may/ill act on the issue or refer it to ODCSINT, DA for disclosure
be inadvisable. Although security officers have responsibility to C€termination.

ensure compliance with this regulation, they often do not have the2_8_ International technology transfer policy

techn_ical expertise to _sanitize_ publications. The_ responsibility f_or This section provides the basis for the Army Technology Security
deleting unreleasable information from a technical document lies Program. It should be used in conjunction with the remaining sec-
with the proponent or, in the case of a cooperative agreement, thgions of this regulation, as applicable.

technical coordinator for the Memorandum of Understanding, Policy guidance.

(MOU). The proponent or technical coordinator will certify to the (1) wjlitarily critical technologies and items of intrinsic military
security officer that the publication has been sanitized to the extent,jjity are valuable limited national security resources.They must be
necessary or that all references should remain in the proposed docCusrotected and used in a manner consistent with national security and
ment, less distribution lists. foreign policy objectives. Consistent with this policy, and in recog-

. ) nition of the importance of international trade, the Army will apply
2-7. Establishment of Disclosure Programs technology security control in a way that minimally interferes with

b a. An |?tgrrt']atllonsltortrf]unctllonal ag}r%?\;lr:etntftha; could reasona;bly the conduct of legitimate trade and scientific endeavor. Therefore,
e expected to lead to the release o o foreign governments Ofy iy “components will—

international organizations constitutes one example of a “disclosure (a) Manage international transfers of technology, goods, services

program.” The agreement forms the substantive basis for future,,q mynitions consistent with U.S. foreign policy and national secu-
disclosure determinations. rity objectives

b. To avoid giving the false impression that the DA may sub- ") Control the release of technology, goods, services, and muni-
sequently approve classified disclosures, certain actions must bgjong that contribute to the military potential of any country or
taken. DA management officials responsible for reviewing, provid- compination of countries that could prove detrimental to U.-
ing input, or negotiating a DA or higher level agreement must S.security interests.
assure that the CMI disclosure implications of potential agreements (c) Limit the transfer of advanced design and manufacturing
are identified at the outset of the program. Such officials shall nqp.how regarding technology, goods, services, and munitions to
coordinate their activities with the local FDO in advance of a posi- gnly those governments that support specific national security or
tion, comment, or negotiation to insure the agreement fully con- foreign policy objectives.
forms to the policies prescribed in this regulation. _ (d) Facilitate the sharing of military technology with allies and

c. The proposed agreement is to be examined in its entirety toother friendly nations that cooperate to safeguard technology, goods,
determine whether any aspect of it might result in the disclosure ofservices, and munitions.
CMI. Examination must not be limited to introductory or promo-  (e) Give special attention to rapidly emerging and changing tech-
tional material, but must consider possible follow-on disclosures of nologies to prevent militarily useful technology from being con-
CMI that could result from the disclosures initially proposed. Initial veyed to adversaries before adequate safeguards can be
examination occurs at the HQDA staff agency or MACOM at which implemented.

the proposed agreement originates. It will be accomplished with the (f) Seek (through improved international cooperation) to
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strengthen foreign procedures for protecting sensitive and defenseeontrol policy for the DCSINT, the TCP was established. The Pan-

related technology. el's mandate is to facilitate consistent and comprehensive technol-
(g) Strive for reciprocity in every instance before transferring ogy transfer decisions based on thorough consideration of relevant
valuable defense-related technology. factors. In addition, the TCP is tasked with resolving contentious or

(2) Public disclosure of technical data is tantamount to providing priority issues presented on a case-by-case basis, as deemed neces-
uncontrolled foreign access. Withholding technical data from public sary by the TCP chair.
disclosure, unless approved, authorized, or licensed in accordance (2) The TCP will consist of the following members:
with export control laws, is necessary and in the national interest. (a) Director of Counterintelligence-chair and DCSINT
Unclassified technical data which would disclose critical technology representative.
as defined by the Military Critical Technologies List (MCTL) are to (b) Representatives from the following organizations; ASA(-
be controlled under the provisions of this regulation and AR 70-31. RDA), HQDA DCSLOG, HQDA DCSOPS, TSG, COE, AMC,
b. DA technology transfer decision criteriall technology trans- TRADOC, USASSDC, and DISCA4.
fer decisions will be based on criteria listed in paragraph 2-4, (3) TJAG will provide a legal advisor to the Chairman of the
above. The decision process for release of CUI is essentially theTCP.
same as for disclosing CMI. (4) The following organizations will provide observers to the
c. DA technology transfer decision proce3s technology trans- TCP as required: INSCOM, U.S. Army Security Assistance Com-
fer decision process is comprised of the elements listed below. mand(USASAC), and U.S. Army Criminal Investigation Command
(1) Identification, with supporting rationale, of technologies and (USACIDC).
systems critically important to the Army, based on information from  (5) Each TCP member and observer will designate an alternate.
Army commands having materiel development responsibilities. (6) Representatives and observers from other Army elements and
(2) Validated intelligence assessment to determine the value toMACOMs may be invited by the chair to participate as needed.
adversaries of a given technology or system, and the risk of loss (7) The chair will designate an executive secretary, from the
through diversion or other means if the proposed transfer G®CSINT, DA who will be responsible for all administrative sup-
approved. port, Including space, equipment, and clerical help. Funds for travel,
(3) Political-military, military-operational, economic, and other per diem, and overtime, if required, will be provided by the parent
factors to determine impacts of transfer. This information will be organization of each TCP member or observer.
developed by the HQDA DCSOPS based on criteria in figure 2-1. (8) The TCP will meet quarterly at the call of the chair and on
(4) Determination as to whether or not potential benefits of the the request of one of the TCP members.
proposed transfer justify the risk. ]
d. Technology Transfer Decision Procedurasithority for rou- 2-9. DA contractor functions )
tine technology transfer decisions is delegated to MACOMs and & Export controlsDA contractors must follow the requirements

may not be further delegated without prior written approval issued ©f the ITAR, the Industrial Security Manual (ISM) (DOD
by ODCSINT, DA (DAMI-CIT). 5220.22—-M), and, where applicable, the EAR when the export or

(1) Decisions to permit technology transfer to foreign govern- disclosure of classified or controlled unclassified information is

ments will be based on provisions of this regulation, NDP—1, appli- ProPosed. ) _
cable official international agreements, and criteria cited jnP- Defense Industrial Security Prograr@ontractors who have
paragraph 2-4, above. been granted a facility clearance and have signed a Security Agree-

(2) Decisions to deny transfer to foreign governments will be Ment (DD Form 441) with the DOD must abide by requirements of
based on a determination that no official international agreementth® DOD’s Defense Industrial Security Program (DISP) run by the
applies and that provisions of NDP—1 or MCTL guidelines would Defense Investigative Service (DIS) to be eligible to receive classi-
prohibit transfer. Decisions to deny transfer to foreign governmentsrgﬁlI information. DA contractors must follow all requirements of the
will be coordinated with ODCSINT, DA (DAMI-CIT) through " and any specific contractual security requirements when classi-
command foreign disclosure channels. fied information is involved.

e. Technology security document requirenidmgsfollowing
technology security documents are essential parts of the Army’s
Technology Security Program:

(1) Technology Assessment/Control Plan(TA/CRchnology se-
curity elements identified in paragraph 2-8c, above, are vital ele-
ments of the TA/CP. The TA/CP is a DOD-mandated technology
security document. It is required for all weapon systems where thereAuthority

is, or is a potentia_l fc_>r, foreign participation. Developmer_wt of TA/ Authority to approve or deny the disclosure of CUI to authorized
CP is the responsibility of the Program Manager (PM), in concert to.6iqn representatives is vested in the DA agency head or MACOM
with appropriate international cooperative programs offices and for- commander of the organization designated as the information propo-

eign disclosure/security offices. In acquisition programs, TA/CP is & nant. The agency head or MACOM commander may further dele-
required annex to the Program Protection Plan (PPP). TA/CPs argyate such authority to the lowest practical level consistent with good
also required as supporting documents for international agreementgecyrity practices. (The disclosure approval authority for informa-
requiring OSD approval to negotiate or conclude. Format for a TA/ tjon controlled under AR 70-31 and AR 25-30 is to be clearly

CP is found at appendix C. Attached to each TA/CP is a Delegationjgentified on documentary materials containing the information.)
of Disclosure Authority Letter (DDL) which describes scope and

limitations about information that may be disclosed to specific for- 2—-11. CMI disclosure authority and delegation of authority
eign governments.The formats used for DDLs are at appendix D.On behalf of the Secretary of the Army, the HQDA DCSINT exer-
(2) Program Protection Plan (PPP)PPP also is a DOD-man- cises exclusive authority to approve or deny disclosure of CMI
dated document required only for acquisition programs. The purposeoriginated by or for DA for which DA is the DOD component
of the PPP is to identify essential program information, technology having primary substantive interest or which is otherwise deter-
and systems to be protected and to create a management plan outlimined to be under the security and disclosure cognizance of DA.
ing the measures to be taken by the PM necessary to protect th&he HQDA DCSINT has delegated portions of this authority to
weapon system throughout the acquisition process. The PPP is imselected heads of HQDA staff agencies and MACOM commanders
plemented by DODI 5000.2. on a continuing basis.Periodically, the HQDA DCSINT may elect to
f. Technology Control Panel (TCP). delegate additional specific disclosure authority. Notice will be dis-
(1) In order to develop and manage Army technology transfer seminated in the form of DDLs. Delegated disclosure authorities

Section |l

Authority to Disclose Classified Military Information (CMI)
and Controlled Unclassified Information (CUI) and
Delegation of Disclosure Authority

2-10. CUI Disclosure Authority and Delegation of
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identified in this section may approve or deny the disclosure of (8) Commander, FORSCOM, has authority extending to items
CMI, but in each case this authority is limited to categories and and materiel that are in U.S. Army inventories and are in use in
eligibility levels cited. Approval of the primary delegated authority overseas deployment during joint or combined exercises and opera-
is always required. tions. Disclosure may occur when RSI will be served best by oral or
a. Officials listed in the subparagraphs below have authority to visual release of CMI to participating forces of allied or friendly
make disclosure determinations for Category 1 CMI (Organization, governments.
Training, and Employment of Military Forces). This authority ap-  c. Officials listed in the subparagraphs below have authority to
plies within the substantive scope of international agreements thatmake disclosure determinations for Category 3 CMI (Applied Re-
provide for rationalization, standardization, and interoperability(RSI) search and Development Information and Materiel). This authority
and have been approved in accordance with AR 34-1, AR 550-51applies within the substantive scope of international cooperative

or both. R&D agreements approved under AR 70-33, AR 70-41, and AR
(1) The Deputy Chief of Staff for Operations and550-51 and pertains to information about developmental materiel
Plans(DCSOPS), HQDA, is the primary delegated authority. items approved for allied and friendly government RSI.

(2) The Director of Information Systems for Command, Control, (1) OASA(RDA) is the primary delegated authority.
Communications and Computer (DISC4), HQDA also has authority (2) Commander, AMC, also has authority within the scope cited.
to make disclosure decisions for Category 1 CMI within the scope (3) Officials listed below have authority limited to CMI pertain-
cited. ing to projected tactics and doctrinal techniques for use of materiel

(3) The Commander, U.S. Army Training and Doctrine Com- items in the demonstration and validation or full-scale development
mand(TRADOC), has authority within the scope cited and also mayphase. (See AR 70-1.)
approve disclosure of Category 1 CMI to fulfill foreign training (&) DCSOPS, HQDA.
requirements established under AR 12-8 and AR 12-15. (b) DISC4, HQDA.

(4) TSG (DASG)/U.S. Army Medical Command (USAMED- (c) Commander, TRADOC.

COM), has authority to make disclosure decisions for medical re- (4) Commander, USASSDC, has authority limited to CMI per-
lated Category 1 CMI within the scope cited and to fulfill foreign taining to the Army’s participation in the Ballistic Missile Defense
training requirements established under AR 12-8 and AR 12-15.Program and to related strategic and conventional applications of

(5) The following officials have authority limited to NATO and technologies identified by the BMDO.
its member nations, ABCA and its member nations, Japan, and the (5) Commander, FORSCOM, has authority limited to CMI per-

Republic of Korea: taining to Army development of tactical materiel and equipment

(a) Commander, U.S. Army Information Systems CommanBarticular to operational units. Coordination with Commander,
(USAISC). AMC, for CMI inherent in developmental technologies, is required

(b) Commander, Forces Command (FORSCOM). prior to exercise of disclosure authority. -

(c) Commander, U.S. Army Intelligence and Security d. Dlsclosu_re determmatlons concerning classmed__Category 4
Command(INSCOM). CMI (Production Information) are accomplished by specific DDLs.

(d) Commanders, U.S. Army MACOM components of unified e. The following officials have authority to make disclosure de-
commands. terminations concerning Category 5 CMI (Combined Military Oper-

(6) The Commander, U.S. Army Space and Strategic Defenseations, Planning and Readiness). This authority applies within the
Command (USASSDC) has authority to make disclosure decisionsSubstantive scope of international agreements approved under AR
regarding Categories 1 and 3 CMI to fulfill RSI requirements for the 550-51 and pertaining to allied or friendly government RSI.
development of concepts and requirements data related to architec- (1) DCSOPS, HQDA is the primary delegated authority.
ture and systems development studies for Army programs support- (2) Commander, TRADOC.
ing the Ballistic Missile Defense Organization (BMDO). (3) Commander, FORSCOM. -

b. Officials listed in the subparagraphs below have authority to  (4) Commanders of U.S. Army MACOM components of unified
make disclosure determinations concerning Category ¢®mmands. _ .

CMI(Military Materiel and Munitions). This authority applies to (5) Commander, USASSDC (authority pertains to U.S. Army ef-
information requested in furtherance of security assistance-relatedorts as well as Theater Missile Defense studies and systems).
sales, grants, leases, or loans or reciprocal use of items for which a (6) TSG/Commander USAMEDCOM has authority for medical
positive determination of U.S. willingness to sell or transfer has "elated CMI within the scope cited. _

been rendered under AR 12—1 and AR 12-8. Also included are - The following officials have authority to make disclosure deter-

items adopted for allied or friendly RSI. minations for Category 6 CMI (U.S. Order of Battle):
(1) Deputy Chief of Staff for Logistics (DCSLOG), HQDA is the (1) DCSOPS, HQDA is the primary delegated authority.
primary delegated authority. (2) Commander, FORSCOM (in connection with actual or over-
(2) ASA(RDA) has authority concerning CMI related to adoption S€8S deployment of FORSCOM elements).
of materiel items for allied or friendly government RSI. (3) Commander, INSCOM.

(3) Commander, U.S. Army Materiel Command (AMC), has au-  (4) Commander, USAISC. 3
thority within the scope cited as authorized by HQDA DCSLOG. (5) Commanders of U.S. Army MACOM components of unified

(4) Commander, U.S. Army Security Assistance Commarf@mmands. o _
(USASAC), has authority in keeping with the ODCSLOG-author- g. Disclosure determinations for Category 7 CMI (North Ameri-

ized disclosure authority. can Defense) are accomplished generally by specific DDLs. The
(5) TSG (DASG), has authority concerning CMI related to secu- exception is that determinations pertaining to the Ballistic Missile
rity assistance associated medical materiel services. Defense Program are covered by authority of Commander,

~ (6) The following officials have authority limited to CMI pertain- UShA%SiSI?:% ars gof[e(rjn:%(dj[). "r’]‘bOfV?'C tedory 8 CMI (Military Intel
ing to tactics and doctrinal techniques necessary to successfully use sure getérminations for L.ategory (Military Intel-
materiel items that are in the inventory of, or planned for sale to, the'9€NCe) are generally accomplished by specific DDL only.However,

foreign governments that are the prospective recipients of the CM|:commanders of MACOM components of unified commands are

(a) DCSOPS, HQDA authorized to release MACOM-generated intelligence in support of
(b) DISC4 I—iQDA ' combined combat operations, provided eligibility and criteria re-
© Commander. TRADOC. quirements established in the NDP-1 are met.

i. Fully justified proposals regarding further delegation of disclo-
sure authority will be submitted in command foreign disclosure
channels to ODCSINT, DA (DAMI-CIT) via the HQDA staff ele-
ment holding primary delegated authority. The latter will provide

(7) DCSOPS, DA also participates in the disclosure process for
ABCA Primary Standardization Office and its member nations per
its primary staff responsibility in that functional area.
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comments either supporting or refuting the justification for further matter of record. A copy will be furnished to ODCSINT, DA
delegation of disclosure authority and will recommend approval or (DAMI-CIT). Designated channels for release are prescribed in par-
denial of the proposal. On approval of the proposal, ODCSINT, DA agraph 1-20, above and amplified in chapter 4.
will issue a DDL.

) 2-13. Authority to deny foreign disclosure of CMI and CUI
2-12. Authority to release CMI and CUI DA officials authorized to approve the foreign disclosure of DA
DA officials authorized to approve the disclosure of CMI and CUl oy and CUI are also authorized to deny such foreign disclosure.
may also authorize its release. They may authorize release by othepegignated DA officials are to ensure that denials are consistent

DA officials on either a case-by-case or a continuing basis. Releasg;ih the policies prescribed herein. ODCSINT, DA(DAMI—CIT)
authorizations on a continuing basis involving CMI are to be made 8must be advised of any denials of CMI or CLjI.

Political considerations

. The potential foreign recipient's support for US foreign policy and political objectives.

. The potential of the transfer to deny or reduce an influence or presence in the country that is hostile to US interests.
. The effects of the regional and global strategic balance if the transfer is approved.

. Whether or not the country has a defense treaty or political agreement with the United States.

. The political benefits that could accrue to the United States.

f. Whether or not the transfer helps the United States to obtain or secure base, transit, and overflight rights or access to strategic locations.
g. Other countries to which the United States has transferred the item.

h. The possible reaction of other countries in the region to the proposed sale.

i. Whether or not the United States is the first supplier of the item.

j. The possibility that the item cound fall into the hands of terrorists.

k. The impact of the transfer on the country’s economy.

I. Whether or not the transfer establishes an unfavorable political precedent.

® O 0O T o

Military considerations

. The degree of participation in collective security by the United States.
. How the transfer would affect coalition warfare in support of US policy.
. How the item would increase the recipient country’s offensive or defense capability.

d. How the transfer would increase the capability of friendly regional forces to provide regional security to assist the United States in the
protection of strategic line of communication.

e. How the transfer will strengthen US or allied power projection.

f. To what extent the transfer is in consonance with US military plans.

g. Whether or not the export is consistent with Army regional RSI policy.

h. Whether or not the system or item is a force structure requirement.

i. Can the country’s technology base support the item?

j- To what degree the system or item counters the country’s threat.

k. To what extent the system constitutes part of an appropriate force and systems mix.

I. Logistical (maintenance, parts, instruction, personnel, changes, or updates) support that will be required.

o T o

Figure 2-1. Political and Military Criteria

Chapter 3 550-51. On approval, these agreements constitute disclosure pro-
Policies and Procedures for Specific International grams and form the basis on which disclosure determinations may
Activities be made unilaterally by DA. The DDL, approved by ODCSINT,
DA(DAMI-CIT), constitutes disclosure guidance for the interna-
Section | tional agreement. Such agreements also provide the legitimate basis
Introduction for foreign disclosure of CUI which otherwise would not be deemed

suitable for release outside the US Government.

b. Overall policies and procedures governing DA participation in
international activities stemming from these agreements are con-
tained in various Army regulations—principally in the 12,34, and 70

3-1. International activities (excluding security assistance
actions) prompting CMI and CUI disclosures

a. The potential release of DA CMI or CUI to foreign govern- eries.
ments or international organizations may be prompted by DA partic- * ¢ "The policies and procedures prescribed in this regulation are
ipation in activities stemming from international and functionghnsidered sufficient for disclosure decisions involving DA CMI
agreements negotiated and concluded in accordance with Afy cul. However, disclosure pertaining to foreign involvement in
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the materiel acquisition process is more complicated and warrants (12) What the recommended disposition of the issue is (for ex-

additional guidance in accordance with sections Il and Ill. ample, approve, approve with conditions, or deny). A brief rationale
supporting the recommendation will be provided.
3-2. Coordination of proposed disclosures c. ODCSINT, DA (DAMI-CIT) may establish channels for coor-

a. All information necessary to make a disclosure decision is not dination on routine matters to expedite the decision process.The
always readily available to the designated disclosure authority. Theintegrity of the command foreign disclosure process will generally
concurrence of the information proponent is required, and the propo-be followed. ODCSINT will provide results of its coordination to
nent is frequently not the agency or MACOM exercising disclosure the DA agency or command that would otherwise exercise disclo-
authority. Also, in highly technical areas detailed substantive expert-sure authority.
ise is rarely found at the level where disclosure authority resides.

Agencies or commands having a substantive interest in the matte©ection I

requiring a disclosure decision must be allowed to comment andSecurity Assistance-related Disclosure of CMI and CUI

make recommendations. MACOMs and sub-MACOM elements will
coordinate laterally with all DA agencies having an interest in the

information to develop a fully staffed and coordinated MACOM or in cases involving the transfer of defense articles or services(inclu-

DA agency position. ding training). This transfer is conducted either on a government-to-

b. Comments and recommendations on issues related to the dISgovernment basis or on a licensed, direct sale basis.Transfer means

closure of either CMI or CUI will address to the maximum extent {he sale, lease or loan, grant co-production, or reciprocal use. The

3-3. Concept
a. This section covers the disclosure and release of CMI and CUI

possible— _ o transfer must be accomplished per agreements created under AR
(1) If and to what degree the disclosure request satisfies each ofi2—1 and AR 12-8.
the basic disclosure criteria in paragraph 2-4. b. When a transfer will involve the disclosure of CMI, agree-

(2) If the information has previously been approved for disclo- ments leading to transfer must be coordinated and approved in the
sure to the foreign government in question and, if so, when, bymanner prescribed in paragraph 2-7. Such agreements principally
whom, and in what form or context. involve the disclosure of information in Category 2, 4, and 8. In all

(3) If previous interaction with the foreign government in ques- cases, potential security assistance agreements will be coordinated
tion indicates it possesses the technical capacity and expertise to usgith ODCSINT, DA (DAMI-CIT) prior to final approval.
the information effectively. c. In a security assistance context this coordination process is

(4) If the information contains or constitutes technical data or @lso referred to as “determining willingness to sell.” It may be the
technical information (see definition in glossary). If so, the com- fesult of a foreign government's request for price and availability
ments should describe the type and extent of critical technology(P&A) data submitted through channels prescribed in AR 12-8. It
included. If the disclosure would constitute a risk to the U.S.te- May also be initiated unilaterally by DA or DOD in anticipation of
chnological lead time, the comments should compare the informa-Potential sales or transfers as a result of a foreign government's
tion being considered for disclosure with current state-of-the-art. "€quest or a license application through the Department of State

: : . _ (DOS) (required for a direct commercial sale).
rer(]f)Olr-l%vslofaep)cp:é?jvae)lsfgst?vgilsglosure In question would affect cur d. In keeping with NDP-1, the transfer of a single materiel item

(6) If the information being considered for disclosure includes or to a foreign government or international organization is normally

tains t f the t £ inf " ited i hs 1-1 prohibited. An exception may be made under certain conditions,
pertains to any or the types ot information citéd In paragrapns 1-1€.,.y 55 jf the prospective recipient would reasonably require no
f, and g. If so, the comments must clearly state the type of informa

! . J . . ; A X : “more than one in its inventory. An exception for leases or loans for
tion and identify which portions of the information being considered o purpose of test and evaluation is discussed in paragraph 3-6.
for disclosure are involved.

- _ o ) e. Technical information proposed for transfer to a foreign gov-
(7) If the information falls within the substantive scope of an emment or international organization must be carefully reviewed to

existing international or functional agreement which the recipient exclude any design, manufacturing, production, or system integra-

government has signed. If it does, the following must be identified- tion technology that has not been specifically approved for foreign

:NATO panel or working group designator; ABCA working group, disclosure and subsequent release. A technical data package(see

special working party or standardization list designator; Data Ex- definition in glossary) shall only be disclosed in accordance with

change Agreement (DEA); or, MOU or other agreement by title and procedures explained in paragraphs cad d.

date.Disclosure decisions will not always be predicated on a particu-

lar nation’s participation in an international or functiona3—4. Disclosure of CMI and CUI on a security assistance

agreement.Foreign industrial concerns wishing to compete with USbasis ) o N

industry for classified contracts present a unique situation. Disclo- @. Pending HQDA determination of willingness to sell or other-

sure authorities at all levels will consider the potential requirement Wise transfer the materiel in question to a specific foreign govern-

for foreign participation and ensure that timely disclosure decisions Ment or international organizations— _

are made. (1) No CMI (irrespective of category) related to the materiel may
(8) If similar information at a lower classification level would P€ @pproved for disclosure.

largely satisfy the disclosure requirement being considered.If so, the (2) CUI (not including critical technology)—

; ; : (&) May be approved for disclosure if the potential sale or trans-
g%@{gggg i?]?()?rfr!itigjr? néllgssf#iléyd tgte ab?,]?;lésr ngéT_e US Ammy of fer could be accomplished without an exception to the NDP-1.

(9) If the issue requires substantive coordination with other DA Information disclosed must be accompanied by an express stipula-

nci it " ndence reflectin h rdination shoul ion that this action is not to be construed as a U.S.Government
zgeaftaecsﬁed SO, correspondence retfiecting such coordination ShoulG,,mitment to sell or transfer the materiel or provide further related

. . - . information.

(20) _If the |ss_ue_has been |dent|f|e_d at the _Army Ieaders_h_lp Igvel (b) May not be approved for disclosure if subsequent sale or
as having special interest for or against multinational participation. yansfer of CMI would require an exception to NDP-1. This pro-
Has the Army Acquisition Executive identified the issue as one geription prevents a false impression of the willingness of the US
requiring special coordination action at HQDA over and above Ggyernment to participate in future transfers.

Army Staff (ARSTAF) review? _ ~ (3) Unclassified information that has been approved for release to
(_11) If the issue requires coordination outside DA (such as, with the public under AR 70-31 and AR 360-5 may be provided to any
Office of the Secretary of Defense (OSD), other components, indus-foreign requester. However, each such release is to be accompanied

trial proprietary concerns or other countries). by the stipulation in (Zp) above.
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b. If HQDA decides against the sale or transfer of the material in domain or authorized by DOD. (See para 2—4 and 54417 expla-
question, disclosure of information to the particular foreign govern- nation of the interrelationship of DOD, US companies, and foreign
ment or international organization will be limited to that&(8) representatives.) Additionally, the existence of an approved muni-
above. tions license can have direct implications for the disclosure of CMI

c. If HQDA decides to sell or transfer the materiel in question, and CUI by DA elements in their direct interaction with foreign
delegated disclosure authorities may approve disclosure of CMI andrepresentatives. DA elements must strictly adhere to disclosure
CUI to the prospective recipient as follows: guidelines to preclude circumvention of the licensing controls estab-

(1) Prior to formal acceptance of the USALO (United States of lished by the AECA/ITAR.

America Letter of Offer and Acceptance) by the foreign recipient, (1) Pending issuance of an approved munitions license, the re-
disclosure is usually limited to the CONFIDENTIAL level. This strictions described in paragraph a-dre applicable. The restric-
information may include P&A data, information on general system tions are consistent with AECA/ITAR restrictions imposed on US
characteristics and capabilities, and system-related training informa-commercial firms.

tion necessary to successful operation and maintenance. No specific (2) The denial of a munitions license may or may not constitute a
information on system countermeasures susceptibilities or viiggative determination of US willingness to sell. In some cases,
nerabilities or countermeasures capabiliies may be disclosed untilicenses may be denied in favor of sale or transfer on a government-
the sale is consummated. to-government basis.

(a) The information specified im(1) above is deemed essential ~ (3) The approval of a munitions license authorizes the US com-
and sufficient for the foreign government to make an informed mercial firm and the foreign government or international organiza-
judgement regarding potential acquisition. It may be exceeded onlytion to proceed with negotiations toward, or the execution of, a
on approval by HQDA (DALO-SAC), following appropriatePossible sale or transfer. The restrictions on disclosure of CMI,
coordination. described in paragraph 3—4a, are applicable to both the U.S. com-

(b) CMI or CUI approved for disclosure, but released in any mercial firm and DA elements. . _ o
manner other than with issuance of an LOA or letter of instruction, d- Data regarding the status of and substantive details pertaining
will be accompanied by the stipulation &f2)(a), above. to munitions license applications processed by DA and DOD are

(2) After a foreign recipient has formally accepted an LOA, dis- reéflected in the FORDTIS. The DA Agency or MACOM FDO must
closures may be approved to the limit of the Army’s delegated qbtaln_ and incorporate such _data Wh_en maklng dlsclpsure dete_rmlna-
disclosure authority for the country as stipulated in NDP—1 for tions in the course of part|C|pat|.on.|n other international activities.
Category 2 information. The CMI or CUI disclosure must b hese determlnathns may onIy_ indirectly relate _to the sale or trar_ls-
directly related to the designated item approved for sale.Subsequeni€’ Of defense articles or services (such as, disclosures to foreign
requirements for CMI and CUI pertaining to reliability, availability, Vvisitors and certified LNOs).
maintainability and safety of the item may be approved for disclo-

sure b_y dgsignated DA c_)fficials on the basis .Of _the original HODA Agminjstrative and operational requirements and restrictions govern-
authorization for sale. This does not necessarily include CMI or CUljn 4 the foreign test and evaluation of U.S.materiel are prescribed in
that would significantly improve the item’s or system’s performance pzr 34_1.

or decrease its vulnerability to countermeasures, or allow release of 5 Foreign test and evaluation of DA classified equipment may
classified production information pertaining to the item. be authorized when the tests—

d._Proposed disclosure of qther categories of CMI and CUI in (1) Are on an item approved for foreign disclosure by the appro-
relation to an agreement providing for the sale or transfer of U-S-'priate disclosure authority.
produced end items in security assistance channels will be governed (2) Can be performed at a DA installation or under other strict
as follows: i . ) DA control that guarantees appropriate safeguards for classified

(1) Disclosure of Category 4 CMI is prohibited except with an information and classified or unclassified critical technology.
appr.oved exception to the National Dlsc!osure P.ollcy and following . Exceptions taa(2), above, such as the transfer of single classi-
the implementation of an LOA for the information or as may be fied military items for test and evaluation under foreign security
authorized by ODCSINT, DA (DAMI-CIT), with the concurrence control, may be authorized only when all of the following condi-
of OASA(RDA) and ODCSLOG, DA. tions are fulfilled:

(2) Disclosure of Categories 7 and 8 CMI and CUI is prohibited, (1) There is no transfer of technology that the United States
except as may be specifically authorized by ODCSINTwould not license for manufacture in the foreign country.
DA(DAMI-CIT) and paragraph 2-11. (2) There is no release of equipment that would not be approved
. . . for foreign sale or export to the foreign country, if requested.
3-5. Disclosure of CMI and CUI on a licensed commercial (3) The release will result in a clearly defined advantage to the

basis : ;
. . . . United States. Examples are outlined below.
a. Mutual security assistance interests of the United States and (a) Specifically defined avoidance of significant costs or ac-

foreign governments may at times be served better by the transfer Ofg|eration of programs in development efforts by the United States
defense articles or services on a direct commercial sale basis (Undel,q its allies.

AR 12-8). All initiatives involving defense articles and services are (b) Advancement of objectives of standardization with and
subject to munitions licensing prescribed by the DOS International among US allies by promoting cooperation in R&D.

Traffic in Arms Regulation (ITAR), implementing the AECA. (c) Exchange of technical and scientific information of common
b. Overall DA policies and procedures governing the processing interest on a mutually beneficial basis.
of munitions license applications are contained in AR 12-8.From (4) The Secretary of the Army, in coordination with the Office of
the standpoint of approving the disclosure of CMI, processing suchie ynder Secretary of Defense for Acquisition, approves the excep-
a license application constitutes a determination of willingness t0+jon as meeting the above criteria. The Chairman, NDPC, will be
sell and is subject to the disclosure-related restrictions prescribed inNnformed of each exception; the Chairman will in turn notif)’/ mem-
paragraph 2-6 and 2-7. L o bers of the NDPC.
¢. Processing and deciding on a munitions license application has (5) The test is performed pursuant to a test and evaluation agree-
very direct implications on potential commercial arrangements be- ment, lease arrangement, or sales contract containing requisite secu-
tween US companies and foreign representatives. In the absence qfty controls.
an approved license or a pre-license “advisory opinion”, the AECA/ () Proposals to authorize foreign test and evaluation in this man-
ITAR prohibits discussions among U.S. commercial and foreign ner, including reciprocal use loans of materiel under the auspices of

representatives pertaining to defense articles and services. ExcCepyATO and ABCA standardization (see AR 34-1), will be submitted
tions are allowed if discussions involve information in the public to OASA(RDA), who will—

3-6. Foreign test and evaluation of materiel
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(a) Coordinate with counterpart elements of the Air Force and supervising training, course-related classified documentary material-
Navy, depending on their interest in items or technologies associ-(such as, DA and school publications, student notes) may be author-

ated with the information proposed for release. ized for retention by trainees. Such materials must be transmitted to
(b) Coordinate with OASA(RDA), ODCSINT, DA, and other the trainees via US security assistance officials located in the train-
HQDA staff agencies having an interest in the issue. ees’ home country (see para 4-9).
(c) On coordination and concurrence of all concerned, staff the €. A foreign national may conduct training on U.S. equipment
issue with the Under Secretary of Defense for Acquisition. that is classified or involves classified information if the item has

(d) Provide to ODCSINT, DA (DAMI-CIT) a copy of proposal- been sold or otherwise provided to the foreign national’s govern-

s.ODCSINT, DA (DAMI-CIT) will notify the OSD member of the ment and the US Governmgnt has spguﬂcally app.roved thfe provi-
NDPC as necessary. sions of such training to any |n\_/olved thnll‘_d party. T_hls_, al_Jthorl_zatlon
(7) The releases are reported to the FORDTIS. to conduct training does not waive conditions and limitations, if any,
(8) Documentary CMI and CUI will be released under this pro- which havg been established under an.I.ENDP for $u9h item prpwded
gram only after the test program has been approved by both partiest.o _the foreign government; such conditions and limitations will be
strictly enforced.
f. Foreign nationals may participate in, or conduct training on,
third-country equipment only with the written consent of the gov-
ernment that provided the equipment.

3-7. Disclosure of CMI and CUI in Security Assistance-

Related Training

Training of foreign representatives at DA facilities or at DOD con-
tractor facilities under the auspices of DA is to be in accordance
with AR 12-8 and AR 12-15. (See para 5-13 for information
regarding the conduct of orientation tours and visits; and see AR
12-15 for information regarding the exchange of small units for
training.) 3-8. Concept

a. DA CMI and CUI contained in training courses or otherwise  a. This section pertains to the disclosure and release of CMI and
to be presented to foreign trainees are to be approved for disclosureul in Category 3. Such disclosure and release occurs when coop-
pursuant to this regulation. To preclude potential false impressions,erative (R&D) efforts are undertaken with allied and other friendly
disclosure determinations must be made for specific countries beforgyovernments and international organizations.
the course is placed on the Military Articles and Services List or b, International cooperative R&D efforts may be categorized by
otherwise indicated as available for foreign attendance. subject matter, for example—

(1) Training involving access to CMI or CUI pertaining to tac- (1) NATO or ABCA RSI (AR 34-1).
tics, techniques, and tactical doctrine for the training and employ- (2) International Cooperative R&D (AR 70-41).
ment of military forces (Category 1 information) will be within the (3) The Technical Cooperation Program (TTCP) (AR 70-23).
scope of international RSI (AR 34-1) agreements.These agreements (4) MWDDEP and DDEP (AR 70-33).
will be approved in accordance with paragraph 2-7, and the govern- (5) U.S.-Canada Defense Development Sharing Program (AR 70-
ments of all trainees will be parties to such agreements. 66).

(2) Training involving access to CMI or CUI incorporating tech- (6) Specific agreements covering one or more designated subjects
nical data pertaining to the operation and maintenance of specific(such as, multinational participation in Army proponent programs
US equipment items or weapons systems (Category 2 information)covered by BMDO).
will be permitted only after the prospective trainee’s government c. Excluded are agreements that are principally administrative,
has signed a purchase agreement. for example, the International Professional(Scientist and Engineer)

(3) Training involving access to CMI or CUI pertaining to ap- Exchange Program (AR 70-58) and the Personnel Exchange Pro-
plied R&D matters (Category 3 information) will be limited.Any gram (AR 614-10).

CMI or CUI contained must be within the substantive scope of ) ) ) )
international cooperative R&D agreements and approved in g Preparation and implementation of International
manner prescribed in Section Ill, below. Cooperative R&D Agreements

(4) Training will not involve access to classified production in- _ &: International cooperative R&D efforts involving the disclosure
formation (Category 4) of CMI or CUI must be reflected in formal international agreements

(5) Training involving access to information in Categories %repared under AR 70-41 and AR 550-51. Such agreements must

through 8 will be carefully considered in light of politico-military be coordinated and approved in the manner prescribed in paragraph

considerations, U.S. mutual defense commitments, and the inhere 7 for dl_sclosure programs. DA pe|_rsonnel engagt_ed in the prepara-
L S - . ' on and implementation of international cooperative R&D agree-

sensitivity of |nteII|gen_ce information. . ments must understand that such agreements are considered to be

b. When representatives of more than one foreign government are.qreements in principle” only.Thus, the existence of an agreement
concurrently enrolled in the same course of instruction, and thepgjther obligates approval nor constitutes advance approval of the
course material contains CMI, the specific CMI will be equally gisciosure of any specific CMI or CUL. Such an agreement forms
suitable for disclosure to all participants. the basis for disclosure consideration.

c. Foreign representatives participating in training and training-  An agreement must designate specific DA officials and organi-
related activities under AR 12-8 and AR 12-15 will do so on the zations that may accomplish the exchange of CMI and CUI ap-
baSiS Of inVitatiOnaI traVeI Orders (ITO) and not Under the fOI’eign proved for disclosure under the agreement’s auspicesl These
visit request procedures outlined in this regulation. The ITO will be designees will be responsible for insuring that a reasonable quid pro
published by competent authority in accordance with AR 12-15, quo is maintained. They must concur in any proposed disclosure
chapter 7. Authorities preparing ITO must have appropriate foreignwithin the scope of the agreement for which they are responsible.
government certificates of security clearance for trainees and foreignTo facilitate prompt coordination, international cooperative R&D
government assurances regarding the protection of the CMI and CUlagreements must be approved by OASA(RDA) (SARD-IN) who
provided to trainees. Receipt of these materials is to be reflected inwill advise what further (or prior) coordination is required.
the ITO and is an essential factor in authorizing DA agencies and ¢. Each international cooperative R&D agreement or separate
commands conducting training to release DA CMI and CUl to substantive annex is to contain mutually agreed upon parameters for
foreign trainees. (See paragraph 1-1e(7) for guidance regarding acnformation exchange. Additionally, each agreement is to be sup-
cess to NATO information.) ported by a TA/CP (appropriately marked to preclude access by

d. At the discretion of DA agencies and commands conducting or foreign representatives) providing an assessment of the technologies

Section Il
Research and Development (R&D)Materiel-Related
Disclosure of CMI and CUI
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involved and precise disclosure guidance. Such guidance is to belisclosure issues. The procuring contracting officer (PCO) is respon-
approved by OASA(RDA). It will designate specific topics to be sible for obtaining an Army position on foreign participation. This
incorporated in the agreement. A DDL will accompany the TA/CP position must determine which foreign nations may be eligible to
providing precise disclosure guidance and release authority for CMIreceive the CMI or CUI involved in the contract. Successful foreign
and CU!I and will be approved by ODCSINT, DA (DAMI-CIT). participation in cooperative developmental contracts, either as a
d. CMI and CUI considered for disclosure within the scope of prime or subcontractor, may necessitate release of sensitive data.
international cooperative R&D agreements is usually limited to Cat- Therefore, the Army program managers or item managers must
egory 3 information. Also, requests for information (RFIs) and re- involve their headquarters FDO prior to advertising in the Com-
quests for proposal (RFPs) may require enclosure of supportingmerce Business Daily and consider such issues as:
Category 8 threat or countermeasures information, which will enable . The advisability of including foreign contractors in the project.
foreign contractors to conceptualize the battlefield envisioned or b. The time and costs that must be built into a contract to allow
employment of the specified weapon or system. It is essential tofor the approval process for munitions licensing. Documentary
understand that CMI or CUI pertaining to materiel items that have transfer of classified deliverables (e.g., interim reports, final reports)
completed operational suitability testing, have been approved forfrom US contractor team members to foreign participants can be a
production, or are in production is defined as Category 2 informa- lengthy process. If not considered prior to award of a contract, DOD
tion and is not to be approved for disclosure under the auspices of€View requirements may consume an inordinate amount of time
international cooperative R&D agreements. CMI or CUI to be con- When work under the contract begins. o
sidered for such disclosure is limited to that defined in AR 70-1 as C: The maximum eligibility level for classified material in each
“research (6.1),"exploratory development (6.2),” and “non-system NDP-1 category that may be involved. It is essential to remember
advanced development (6.3A).” Other types of R&D-related CMI that RFIs and RFPs are merely tools in the contract process. A
and CUI are considered to be materiel item-system-specific and mayeontract potentially involving classified information may only re-
only be considered for potential disclosure under the auspices ofduire an UNCLASSIFIED RFI or RFP. Nonetheless, only foreign
international cooperative R&D agreements. This will be accom- nations for which disclosure authority has been delegated to the
plished only after a preliminary decision by the Army Acquisiton ArmYy under NDP-1 for the categories of CMI involved may be

Executive or OASA(RDA) authorizing foreign participation in the considered for participation in the contract. Category 4 CMI can
development of a specific system. only be released with an exception to NDP-1.

d. The benefits or liabilities in having foreign industrial participa-
3-10. CMI and CUI disclosure regarding materiel changes tion versus the sensitivities of CMI and CUI involved in the project
and improvements must be weighed against each other.

Approval must be obtained to disclose CMI or CUI involving hard- € The advisability of requesting a DDL for the procurement
ware or software changes or improvements pertaining to a materieRctions. The DDL will designate the specific disclosure authority for
item or system that is in or beyond full-scale development.Thesethe solicitation and contract if it is awarded to a foreign firm.
changes or improvements which, if incorporated, would significantly

improve performance, decrease vulnerability to countermeasures, or

otherwise constitute a modification work order(MWO), engineering Chapter 4

change proposal (ECP), or product improvement proposal (PIP)’Modes, Methods, and Channels for CMI and CUI

must be approved by HQDA for disclosure. Proposals are to be e .
referred to HQDA essentially in the manner prescribed in paragrathe'ease and Related Administrative Procedures

2—7. A separate exception to NDP-1 may be necessary to permitSection |
disclosure of CMI related to MWO, ECP, or PIP to any foreign
government for which the initial item or system acquisition required
an exception to NDP-1.

Procedures for Release to or by Visitor, Exchange, and
Liaison Personnel

. . 4-1. Introduction
3-11. CMI and CUI disclosure to foreign personnel a. In no instance may DA CMI or CUI be released or transmitted
integrated into the DA R&D structure to other than the authorized representatives of the foreign govern-
DA policies and procedures governing the integration of foreign ment(s) or international organization(s) for which disclosure has
personnel into the DA work force are contained in chapter 5, sectionpeen approved in accordance with the policies and procedures pre-
IV. Such integration is often the result of and accomplished underscribed herein.

the auspices of an international cooperative R&D agreement. Per- b Disclosure of DA CMI or CUI may occur in one or more of
sonnel would be assigned to perform duties related to various asthe following modes: oral, visual, documentary, or materiel.
pects of DA materiel RD&A activities. Foreign integrated personnel ¢, Disclosure of DA CMI and CUI may sometimes be accom-
may not be assigned to duties that will require access to DA CMI orplished as a result of—
CUI beyond that within the substantive scope of the international (1) Visits by—
cooperative R&D agreement and as specified in the DDL. Also, (a) Foreign representatives to organizational elements or facilities
disclosure must be consistent with the policies prescribed in thisunder the jurisdiction or security cognizance of DA.These facilities
regulation. It is essential to recognize that— include US companies performing work under contract to DA. Vis-
a. Exceptions to NDP-1 will not be submitted for consideration its include attendance at or participation in meetings, conferences,
by HQDA solely to provide for or facilitate such integration. and symposia sponsored or cosponsored by DA elements.
b. Such integration may not constitute any form of training, as (b) DA representatives to organizational elements or facilities
defined in security assistance-related policies (AR 12-15). under the jurisdiction or security cognizance of foreign governments
c. Such integration is not to be used to circumvent certain materi-Or international organizations.
el-related disclosure restrictions prescribed in this regulation (such (2) Integration of—
as, regarding foreign access to item-specific or system-specific R&D (a) Foreign representatives into the DA work force.
CMI or CUI prior to a determination by HQDA of willingness to (b) DA representatives into the work forces of foreign govern-

sell or transfer). ments and international organizations.
(3) Certification of—
3-12. Foreign participation in classified contracts (a) Foreign LNOs and standardization representatives to DA.

The requirement to consider foreign industrial participation in clas- (b) DA LNOs to foreign governments and international
sified Army contracts will require early consideration of foreign organizations.
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(4) Other foreign requests and DA-initiated proposals to releasetendering the invitations to preclude communicating false
information in documentary form. impressions.

(5) Requests initiated by US agencies—other than DA—for DA-  d. Release of CMI by DA visitors to foreign establishments may
originated CMI and CUI. be made in any mode, subject to a determination that disclosure is
d. FOIA requests from or on behalf of a foreign government or mission essential. Disclosure to foreign visitors to DA and its con-
foreign national will be processed under AR 25-55. tractors will normally be in an oral or visual mode, or both. At the
e. Succeeding paragraphs address release of DA CMI adigcretion of the DA host or command, however, an exception
CUI.Discussion focuses on the various modes and methods identiallowing release in documentary form may be made, per interna-
fied in band ¢ above and DA participation in various international tional or specific bilateral or multilateral agreement providing the

activities. DA host or command has a DDL covering the information to be
f. DA officials authorized to release CMI and CUI are designated released.
in paragraph 2-11. (1) Visitors requesting CMI in documentary form will be given
guidance if this release is not covered by authorized agreements or
4-2. DA CMI and CUI released during visits participation in joint R&D activities. Such visitors will be told that
a. Visits identified in paragraph 4-1 are further subdivided and such requests must be submitted in writing to HQDA or the appro-
categorized as follows: priate disclosure authority by the visitors’ military attaches(or
(1) Visits to DA elements and DA contractors by— designee). The submission of the request must cite that the purpose
(a) Foreign representatives at the formal invitation and expenseof the documentary request is the direct result of a specific visit and
of DA or DOD. will support interoperability in some specific manner (para 4-7).

(b) Canadian personnel pursuant to formal US-Canadian agree- (2) If visitors are permitted to take notes during briefings or
ments providing for the cross-border movement of military forces, discussions involving CMI, the DA host agency or command will
in accordance with AR 525-16. transmit such notes in the manner prescribed for document releases
(c) All other foreign representatives, irrespective of the source of in paragraph 4-7 and section II.
the initiative or funding, in accordance with chapter 5 of this
regulation. 4-3. DA CMI and CUI released to or by exchange
(2) Visits by US personnel to establishments of foreign govern- Personnel . . . A
ments and international organizations, in accordance with AR 1—40.Y-S- and foreign exchange personnel retain their national identities
b. Release of CMI or CUI in conjunction with a visit is contin- even while serving in an exchange capacity. They operate under the

gent on approval of disclosure to the foreign government or interna-SUPErvision of and perform duties assigned by the host government

tional organization involved. Such disclosure determinations will be o][f_lr_wttlernatlonal :)rtganlzatflotrk _Exchangte personneltdoTr;}ot sgrve ats
made by DA officials possessing appropriate disclosure authority atO'cla! representatives ot théir pareént governments. They do no

the lowest command or supervisory level. Following suc erve as official cpnduns for the release or transmission of QMI_and
approval— Ul between their parent and host governments or organizations.

(1) DA personnel traveling OCONUS under AR 1-40, if such CMI or CUI disclosed to exchange personnel is disclosed only for

: o : - - . their satisfactory performance of assigned duties.
travel involves official interaction with foreign representatives, may ; h ; .
be authorized to release DA CMI and CUI. The fact that and extenthaz' e’o‘it%%ers;rtgag'vltl)eznnd rglg;svg(ljl Poe t:]?té')fctﬁgntoe'?;%ri\r}?ggg{,‘sthgtrem
to which such authorization has been granted—in terms of both y 9 P

. vernment or organization or for which roval i in
substance and mode of release (such as, oral, visual, documentar glegse tg tthg grgﬁt g\t/grnrgen? or orcan;az%rt)ic?n alt isé ?obtl?e \?vcriitttgn
or materiel)—are to be reflected in area clearance-related communi- P 9 9 .

cations prescribed in AR 1-40.Releases accomplished in this manyvIthln the substantive scope of an existing disclosure program. Ex-

ner are subject to all administrative requirements prescribedfc'frﬁ;té?zgsmﬁOngtz_iugLSﬂgzﬁgi pg“f:l_'ﬁg ertlelvr:r)]ttigg g?réigséeiesr?tlﬁyis-
Section Il. The provisions of AR 380-5, chapter 8, also apply when ge. P 9

X i -~ understandings and the ability of integrated personnel to fully per-
géiunggzstg?;?omqtemporary duty (TDY) status hand-carry CMI in form anticipated duties must be considered. It is imperative that for

o each exchange individual a highly detailed job description be pre-
2) DA personnel may be granted authorization to release DA . : .
CI\(/II)and (?UI to visitingyforeig% representatives. However, release pared by the prospective DA host element. This description must be

X . ; < - ; approved by applicable disclosure authorities prior to negotiating
W|I_I not take place until appropriate DA officials receive satisfactory _any agreement providing for exchange or suggesting assignment to a
written evidence 'that certain CO”d"'.OT‘S have been met. Thgse Condl'specific duty position. (See para 3-11 for further details concerning
tions include verification that the visitors possess appropriate secu-pya integration of foreign representatives.)
rity clearance and a complete justification for the level of CMI or .

CUl. Finally the visitors’ t forei t int b. DA personnel integrated into the work force of a foreign
-Vl Finally, the visitors parént foréign government or interna- government or international organization may be provided DA CMI
tional organization must accept full responsibility for protecting the

CMI or CUI to be released. and CUI consistent with their degree of security clearance and valid

- o . need-to-know. The need-to-know of DA integrated personnel rarely
(@) For visits conducted under chapter 5, visitors’ security clear- o, ceeds that DA CMI and CUI deemed suitable for disclosure to the

ance status and the required security assurance will be conveyed Vigog; foreign government or international organization. This does not
official foreign requests for visit authorization(RVAs). RVAs are preclude release to DA integrated personnel of US CMI that is
processed in the_ manner described in chapter 5 .. essential to preserving US interests regarding RSI (such as, US CMI
(b) For other visits, the DA sponsor is responsible for obtaining necessary for operational integration of US and allied forces or
ar_wd dlssemlnatmg clearances as yvell as security assurances. Theﬁ?eapons systems). Unless the physical security requirements of AR
will be communicated to prospective DA hosts. Such data may beggn 5 are fully satisfied, DA integrated personnel will not possess
acquired from a CONUS-based foreign military attache office or the pa cmi or CUI in documentary form if disclosure to the host
appropriate USDAO. In the case of personnel assigned to NATO,qreign government or international organization has not been
the applicable U.S. national military representative or US liaison approved.
office will be contacted.
c. CMI and CUI approved for disclosure and release in conjunc- 4-4. A CMI and CUI released to or by certified liaison
tion with visits must be limited to information that is essential for officers
successful accomplishment of the purpose of the visit.What is con- a. Foreign LNOs are official representatives of their parent gov-
sidered essential will be viewed from a U.S. perspective only. US-ernments and international organizations. They act exclusively on
sponsored visits are normally arranged by U.S. personnel, and suitathe authority of and within the framework of mutually acceptable
bility of CMI and CUI for disclosure will be determined prior to “terms of certification”. The terms of certification are derived from
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and are consistent with the scope of existing bilateral and multilat- (6) Fulfill FORDTIS reporting requirements as outlined in para-
eral international and functional agreements.Foreign LNOs are certi-graph 4-10. If FORDTIS is not available, complete and forward DD
fied to individual DA MACOMs specifically to further the Form 1822 to the command’s MACOM. Army staff and MACOMs
objectives of such agreements. The authority to approve or deny thevill forward the DD Form 1822 to DAMI-CIT.
disclosure of DA CMI and CUI within the framework of these (7) Originator/controlling offices should promptly return com-
agreements is largely delegated to HQDA staff agencies gpleted form 55Bs to DTIC. A prompt response will reduce needless
MACOMs (chap 2, sec Il). ODCSINT, DA (DAMI-CIT) delegates administrative workload and preclude 90 day DTIC reminder no-
additional disclosure authority, as necessary, via the DDL accompadices to originators and HQDA (DAMI-CIT).
nying approved terms of certification. c. Each command having cognizance over information involving
b. Disclosure of DA CMI and CUI to foreign LNOs is limited to ~ Proprietary data is hereby delegated authority to respond directly to
information that has been shared with or approved for sharing withrequesting government, even when release of proprietary data is
their parent government or international organization contingégfied. Command will comply with the following procedures—
upon the information having a direct bearing upon their assigned (1) Coordinate with contracting office to determine if proprietor-
duties as defined in their DDL. When a foreign government or ship |s_st|II_ current and valid. If current, contact author for release
international organization has specifically requested their LNO be determination. ) o _
recognized as an official government conduit and if authorized in a_ (2) Inform appropriate embassy of denial with copy l]‘urmshed to
DDL, DA CMI and CUI adjudicated releasable to the foreign gov- DAI\/_II—CIT. Pro_wde rationale for denial _(for example, This is an
ernment or international organization may be provided to foreign €ndlish translation of a Japanese magazine article protected by copy-
LNOs as an expeditious government to government transfer. Ap-g]garlitolg"‘g oar fﬁ#et%?]r gco)\egrﬂ?;gr{?r;t permission to release his infor-
roval is given by the HQDA staff agency or MACOM to which the o9 : . .
ENO is cgrtified. A request that is within the terms of certification _ (3) Enter denial in FORDTIS. If FORDTIS is not available, com-
but involves DA CMI or CUI that exceeds the disclosure authority Pete and forward DD Form 1822 to the command's MACOM.
delegated to the agency or MACOM receiving the request will be (4) If request received from DTIC, complete and return section
referred to ODCSINT(DAMI-CIT) in accordance with paragraph I, Form 558 to DTIC.
3-2. Notwithstanding the disclosure criteria, any request for docu- ,_c  jcO_certified contractors

mentary release must be accomplished in writing. It is further sub-Tne y.S.-Canada Joint Certification Office (JCO) certifies US and

ject to the administrative requirements prescribed in Section Il of canadian contractors to be eligible to receive controlled unclassified
this chapter. A submitted request involving DA CMI or CUI beyond  technical data controlled by DOD for legitimate business purposes.
an LNOs substantive terms of certification will be returned to the Eyrther information on the JCP can be found in the DOD Pamphlet,
LNO and an entry made in FORDTIS. The fact that the request is«y s -Canada Joint Certification Program,” published by OUSD(P)

beyond the terms of certification is explanation enough for the gnd dated March 1991.

denial. a. Requests for CUI.

c. DA LNOs certified to foreign governments and international (1) Certified Canadian contractors are authorized access, identical
organizations may be authorized to release DA CMI and CUI onto U.S. contractors within the limits of the ITAR, to CUI controlled
behalf of the HQDA staff agencies and MACOMs they represent. in accordance with AR 70-31 and available through libraries, tech-
Release may be in oral, visual, or documentary form, depending omical data repositories (such as DTIC), and DA contracting offices
approval.Transactions will comply with the administrative require- in accordance with distribution statements placed on such data per

ments prescribed in section II. AR 70-11.

(2) Certified Canadian contractors may request DA CUI needed
4-5. DTIC document requests from specified to respond to solicitation announcements (for example, Requests for
governments Proposals (RFPs)) directly from the controlling DA office.

The 11 July 90 MOU signed by the Departments of Army, Air b, Processing Requests for CUI.
Force, and Navy, the Defense Intelligence Agency (DIA), and the (1) Requests for DA CUI by a Canadian contractor MUST be
Defense Technical Information Center (DTIC) established standardaccompanied by the following:
procedures for DTIC AD-numbered document requests for unclassi- (a) A current certification form, DD 2345, “Militarily Critical
fied, limited distribution documents by the Government of Australia, Technical Data Agreement,” which has been approved by the US-
Canada, and the United Kingdom. On 4 November 1991, HQDA Canada Joint Certification Office.
implemented additional policies and procedures for DTIC to send (b) A statement of intended use of the CUI that falls within the
requests from these governments for both classified and unclassifiedcope of the business activity, as stated in the DD Form 2345.
limited distribution documents and copies of documents directly to  (2) The controlling DA office will—
controlling office’s foreign disclosure authority. (a) Determine whether proprietary or limited rights to data de-
a. The Australian, Canadian, and British military attaches will sired will be violated (such as, containing third party information).
submit all requests for classified and unclassified limited distribu- These requests will be denied unless written consent is obtained
tion documents to DTIC using a DTIC Form 55. from the owner.
b. Requests will be processed as follows— (b) If the information is determined to be releasable by the pro-
(1) DTIC will send Australian, Canadian and UK requests for Ponent, approve the request and inform DTIC to release the infor-
both classified and unclassified-limited distribution documents, and mation to the requestor. _ _ _ _
copies of documents directly to originator or controlling office’s _ (C) If the request is denied, subject to national security considera-
EDO. tions, provide written explanation of the reason for denial to the

(2) The FDO will coordinate the request with the originator/ '€questor. If the reason for denial cannot be given to the requestor,
controlling office. the proponent of the information will forward the reason for denial

P : . - P through foreign disclosure channels to ODCSINT, DA(DAMI-CIT).
aS(Sr)erUir;ggator/controll|ng office will conduct further coordination ODCSINT, DA (DAMI-CIT) will decide whether o release the
’ . - . ' . . reason for denial to the Canadian government.

(4) If release is approved, originator/controlling office will sani-
tize and forward document through FDO to requesting embassy, angy_7. Other Releases of DA CMI and CUI
complete and return section lll, Form 55B, to DTIC. Most disclosures of DA CMI and CUI occur through the direct

(5) If denial is recommended, return document and DTIC Form personal interaction described in the preceding paragraphs of this
55B, with justification for denial, to DAMI-CIT for final release section. However, certain types of foreign requests are not prompted
determination. by personal interaction. These types of requests are for release of
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DA CMI and CUI in documentary form. They are submitted to (6) If denial is recommended for other than proprietary reasons,
ODCSINT, DA, unless (as noted in para 1dP@DCSINT, DA has forward a copy of the document with justification for final release
specifically authorized other channels to be used. The subparagraphdetermination to DAMI-CIT. For proprietary denial, notify the em-
below describe the channels and methods to be used for processingassy and provide DAMI-CIT a copy of the letter.

such requests. (7) The recipient, if not the proponent, will refer such requests to

a. Foreign requests for Category 2 CMI and CUI pertaining to the HQDA staff agency or MACOM that exercises proponency
equipment items and weapons systems will be submitted or referredlisclosure authority along with any comments or recommendations
to AMC/USASAC. The submission will be through established se- by the original action agency or MACOM plus all interested DA
curity assistance channels. This procedure will also be used forparties with which coordination has been accomplished.
requests for various DA publications and other documentary
materials potentially eligible for acquisition from FMS publications Section I
accounts established under AR 12-8, chapter 13, or AR 310-2/DAAdministration
Pam 310-25, chapter 3. On receipt, AMC/USASAC will—

(1) Coordinate with Office of the Deputy Chief of Staff for 4-8. Concept
Intelligence, HQ AMC, to ensure that the request is within the Before DA CMI or CUI approved for foreign disclosure is released
substantive scope described above, that the request has been authdfi-documentary form and to avoid false impressions and prolifera-
ticated by a foreign representative authorized to submit securitytion of requests for CMI that clearly are not releasable to the
assistance-related requests, and that the foreign representative fgquestor, certain actions are required. The DA agency or command
authorized to receive the requested information. approving disclosure will do the following prior to release of the

(2) If the request is legitimate, coordinate with all interested DA Mmaterial:
parties and approve or deny the disclosure. This action will be @a. Delete references to non-releasable documents as well as non-
pursuant to AR 12-8 and the policies prescribed in chapters 1 and Zeleasable information. Responsibility for deleting unreleasable in-
of this regulation. formation from a technical document lies with the proponent or, in

(3) Respond on behalf of DA to the applicable CONUS-based the case of a cooperative agreement, the technical coordinator for
foreign military attache (or designee) using applicable security as-the Memorandum of Agreement (MOA). The proponent or technical
sistance channels laid out in DOD 5105.38—M. coordinator will certify to the security officer that the publication

b. Approved international cooperative R&D agreements may des- has been sanitized to the extent necessary or that all references
igna’[e Speciﬁc channels for responding to requests. If so, request§h0U|d remain in the pI’OpOSEd document less distribution lists. The
must be submitted through those channels. On receipt of requestdelease of DA pamphlets in the 310 series to foreign governments or
DA authorities and establishments designated in an agreement arBternational organizations eligible for security assistance is
to— routinely approved if the pamphlets establish foreign military sales

(1) Verify that the requester's involvement in the agreement is (FMS) programs.
authentic and that the request is within the scope of the agreement. b. Discourage disclosure of documents that are reference lists or

(2) Accomplish necessary coordination among other interestedare bibliographic in nature. To react favorably to justified foreign
parties within DA, as prescribed in paragraph 3-2. requests for information, identify the requestor's specific require-

(3) Approve or deny the disclosure or refer the matter to the ments and provide only the information that satisfies that
HQDA staff agency or MACOM exercising disclosure authority. requirement.

(4) Respond on behalf of DA. The approved materials will be  ¢. Discourage disclosure of documentary information in draft
provided to the applicable CONUS-based foreign military attache form. Normally, only the proponent exercising appropriate delegated
(or designee), USDAO or U.S. security assistance office. disclosure authority will make such a disclosure deter-

c. Under conditions of actual or imminent hostilities, any Unified mination.Examples of documentary materials are listed below.
or Specified Commander may disclose CMI through the level of (1) Classified solicitations.

TOP SECRET to an actively participating allied force when support  (2) Operational test reports.

of combined combat operations requires the information. The Chair- (3) Conceptual studies.

man, Joint Chiefs of Staff (CJCS), will determine, as soon as practi- (4) Technical reports.

cable, the limitations that should be imposed on continuing(5) Materiel test and evaluation reports.

disclosures of the information and inform the US commander and (6) DA administrative, doctrinal, technical, and training
the Chairman, NDPC. The appropriate US commander will notify publications.

the CJCS of such disclosures. d. CUI that contains foreign government information or proprie-

d. Foreign requests for documentary information pertaining to tary information may NOT be released without approval in writing
matters other than in the preceding subparagraphs will be initiatedfrom the foreign government or contractor in question. The DA
by the embassies according to table 4-1 and the accompanyingontrolling office will ensure that all CUI information is properly
notes. When the table’s instructions stipulate the request will be senimarked with export warning and distribution statements in accord-
to ODCSINT, DA (DAMI-CIT), these requests, if validated, will ance with DODD 5230.24 (AR 70-11, app A) before release.

be— e. Remove or obliterate all distribution lists.
(1) Logged in and assigned a case number. f. Select the applicable “Conditions of Release” statement(s) (see
(2) Coordinated with external organizations as required. app E) and stamp, type, or legibly handwrite the statement(s) on the
(3) Staffed to the controlling HQDA staff agency or MACOM  cover, title page, or first page of the documentary material.
having cognizance over the information. g. “Bind” all documents through the use of staples or other

(4) The recipient, if the proponent, is to obtain a copy of the fasteners.
document, review and complete Army coordination as needed for h. Refer to paragraph 2—6 for policy guidance.
release. In all correspondence, both the DAMI-CIT case designator
and any embassy reference should be cited. On receipt, the actiod—9. Physically conveying documentary material
agency or MACOM is to coordinate with all DA agencies or com- a. CUI in documentary form may be physically conveyed to

mands having an interest in the document’'s contents. recipient foreign governments either by hand or by mail. If con-
(5) If release is approved— veyed by mail, the material is to be addressed to the appropriate
(a) Mark the document according to paragraphda8d f, be- CONUS-based foreign military attache or USDAO. Release of CUI

low, and forward to the requesting embassy. to foreign governments by OCONUS MACOM components of uni-

(b) Provide DAMI-CIT a copy of the letter to the embassy. fied commands is to be accomplished in channels prescribed by the
(c) Fulfill FORDTIS requirements IAW paragraph 4-10, below. latter.
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b. CMI in documentary form is to be conveyed in the same members of an international organization (such as, NATO) will

channels as prescribed for CUI in subparagraph addition— comply with the procedures of this paragraph but be annotated on
(1) CMI conveyed by mail is to be packaged and handled asfront and back covers: “(US classification), releasable to (list appli-
prescribed in AR 380-5, paragraphs 8-102 through 8-104. cable countries) ONLY.”

(2) For all CMI, whether conveyed by hand or mail, the releasing
DA agency or command will use DA Form 3964 (Classified Docu- 4_10. Recording CMI and CUI disclosure determinations
ment Accountability Record) to record the dispatch of the CMI and ;.4 releases
obtain acknowledgement of its receipt. Receipts are to be retained as a. All approvals or denials for foreign disclosure of CMI and

prescribed in AR 25-400-2 and AR 380-5. . 3 ) .
c. CMI and CUI to be conveyed in documentary form to NATO denials of CUI will be recorded in FORDTIS. In the case of denials,

agencies or commands are to be introduced into NATO channels irPA disclosure officials must take special care to record a concise
the following manner: summary of the analysis that led to the denl_al. Denials for foreign
(1) If the information is conveyed by hand, the releasing DA disclosure of CUI are also to be recorded in FORDTIS.
agency or command is to ensure that the equivalent NATO security b. FORDTIS is designed to record disclosure determinations in-
classification is properly affixed to the material, in accordance with volving CMI in seven types of cases. These cases are munitions
AR 380-15 (see also AR 380-5, app A). licenses, export licenses, strategic trade issues, exceptions to
(2) If the information is conveyed by mail, the material is to be NDP-1, visits by foreign representatives, certification of foreign
transmitted via the applicable US National Military Representative representatives, and miscellaneous disclosure determinations(that is,
(USNMR) or U.S. Documents Office (USDOCO) identified in AR  all cases not related to the other six types). The DA agency or

340-25. CUI may be transmitted by ordinary mail, CMI must be command that makes the disclosure determination is responsible for
transmitted according to AR 380-5, chapter 8. recording the data.

(a) Letters of transmittal will contain the following statement:
“The attached document(s) is(are) authorized for release into NATO
channels; the (DA agency or MACOM) certifies that applicable
NATO security markings have been affixed before the document . . :
was releasedyinto NA‘?’O channels.” DD Form 1822 will be forwarded through command foreign disclo-

(b) When DA MACOMs or agenéies write classified documents SUre channels to the first level of command or technical supervision
intended for release to NATO, the following statement will be Naving an on-line capability. (Specific instructions governing both
affixed to front and back cover sheets: “(US classificationffORDTIS on-line entries and the completion of DD Form 1822 are

c. DA agencies or commands having FORDTIS terminals will
record data on-line. Those not having an on-line capability will
complete DD Form 1822 (Report of Disclosure/Denial of US CMI).

releasable to NATO as NATO (classification).” contained in DOD 5230.18-M. DD Form 1822 is a controlled form
(c) Except as required by AR 380-5, chapter 8, receipts need notvhich may be obtained through ODCSINT, DA (DAMI-CIT).
be obtained from USNMR or USDOCO addressees. ODCSINT, DA (DAMI-CIT) will provide copies to DA CMI and

d. CMI and CUI to be conveyed in documentary form to multina- CUI disclosure authorities designated in paragraph 2-11. Copies
tional partners in cooperative projects that is not appropriate to allmay be made available to other DA agencies or commands on
substantiated request to ODCSINT, DA (DAMI-CIT).

Table 4-1
Document Request Procedures
Item If Information Desired is and the Requester and Information is |then the Requester Must
1 Available via the Government Printing Of- (N/A) (N/A) Aquire the information directly from the
fice (GPO) or the National Technical Infor- GPO or NTIS.

mation Service (NTIS). (See Note 1)

2 Contained in a Department of the Army  a. Maintains a publica- (1) UNCLASSIFIED Acquire the information directly from
administrative publication (e.g., Army reg- tions account with the USASAC.
ulation, pamphlet, circular, field/technical USASAC.(See Note 2)
manuel, ARTEP, etc.

(2) CLASSIFIED Submit written request to DAMI-CIT.

b. Is not eligible to ob- (N/A) Submit written request to DAMI-CIT.
tain a publications ac-
count with USASAC.

3 Technical information regarding the pur-  a. Is accredited to HQ, (1) UNCLASSIFIED Acquire the information from USASAC. (See
chase, maintenance, or production of AMC Note 4).
equipment/materiel; or secondary item
supply status on accepted sales cases.
(See Note 3)

(2) CLASSIFIED Submit written request to DAMI-CIT.
b. Is not accredited to (N/A) Submit written request to DAMI-CIT.
AMC.
4 Contained in the US Army Service School (Same as Item 3) (Same as Item 3) (Same as Item 3)

publications(e.g., programs of instruction,
lesson plans, special texts, study pam-
phlets, reference data and other instruc-
tional material).
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Table 4-1
Document Request Procedures—Continued

Iltem  If Information Desired is and the Requester and Information is |then the Requester Must
5 In the form of training films or training (Same as Item 3) (Same as Item 3) (Same as Item 3)
aids.
6 Maps (N/A) (N/A) Acquire the information from the Defense

Intelligence Agency, ATTN: COS-4, Wash-
ington, DC 20301.

7 Contained in Military or Federal Standardi- (N/A) (N/A) Acquire the information directly from the
zation Documents (e.g., specifications, Standardization Document Order Desk,
standards, handbooks and lists of qualified Bldg, 4D, 700 Robbins Ave., Philadelphia,
industries. PA 19111-5094.

8 Contained in professional magazines and (N/A) (N/A) Acquire the information directly from the
journals(e.g., Army Magazine, Infantry publisher.

Magazine, Armor Magazine, etc.)

9 Under auspices of a legally approved Data (N/A) (N/A) May acquire the information only via Techni-
Exchange Agreement or Information Ex- cal Project Officer to Techncial Project Offi-
change Agreement cer.

10  Other than in items 1-9 above. (See Note Is certified to the De- (N/A) Submit written request to DAMI-CIT.

5) partment of the Army
Notes:

1. Addresses for GPO and NTIS are:
Superintendent of Documents
Government Printing Office
710 North Capital Street, NW
Washington, DC 20402

National Technical Information Service

5285 Port Royal Road

Springfield, VA 22161
2. Countries which are eligible to enter into Foreign Military Sales (FMS) arrangements with the US Army are potentially eligible to establish an FMS publications account
with the Adjutant General's Office (TAGO) in order to obtain Army administrative publications. Military Attaches representing potentially eligible countries should inquire
concerning eligibility status. For those eligible, the Army expects that such accounts will be established and maintained. The Director of Foreign Liaison will not provide
administrative publications accounts with TAGO.
3. Other types of communications which are related directly to the actual or proposed acquistion of US Army equipment and material, under the auspices of Foreign Mili-
tary Sales (FMS), also may be referred directly to the Commander, US Army Security Assistance Command, ATTN: DRSAC-SC, 5001 Eisenhower Avenue, Alexandria,
VA 22333.
4. Requests for documentary information which are to be submitted directly to the US Army Security Assistance Command(USASAC) are to be prepared in accordance
with the format and instructions depicted in Policies and Procedures Manual provided to all embassies by HQDA.
5. If a DDL authorizes a Liaison Officer (LNO) to request and receipt for documents relating to his certification, all embassy requests for these documents will be proc-
essed from the embassy through the LNO and not from the embassy to DAMI-CIT.

Chapter 5 5-3. Disclosure of information
Contact with Foreign Representatives Disclosure of any DA CMI or CUI to any foreign representative
will be in compliance with chapters 1 through 5.
Section |
General Policy 5-4. Delegation of Disclosure Letter
) ) . A Delegation of Disclosure Authority Letter (DDL) will be prepared
5-1. Encounters with foreign representatives by the host DA activity FDO and contact officer, forwarded through

All visits and assignments of foreign representatives to DA e|emem3foreign disclosure channels to ODCSINT, DA (DAMI-CIT) for ap-
Personnel Exchange Program and in accordance with this regulationzison officer or under an exchange agreement (app D). While the
B DDL is intended for internal Army use only and will not be given to
5-2. Military attaches foreign representatives, the job description should be extracted and
Certain foreign personnel upon dlplomatlc accreditation by DOS provided to the concerned foreign national.
and notice to DA by their respective foreign embassies are officially
recognized by the HQDA Director of Foreign Liaison(DAMI-FL). 5 5 standards of appearance
This recognition is acknowledged in writing. Such a person is then a
military (Army) attache for accomplishing official business with DA
on behalf of his or her government. In recognizing a military atta-
che, DA acknowledges that the attache has diplomatic status and
authorized by his or her government to act officially on its behalf in
military matters. This recognition does not authorize the military
attache to officially interact with DA elements or personnel other > o L .
than the Directorate of Foreign Liaison, ODCSINT. It should not be _custo_r_n is for military employee_s to wear C'V"'af‘ clothing, a clgarly
confused with certification in a liaison capacity (described in para 5- identifiable badge should be given to the foreign representative to

26) wear.

All foreign visitors, including exchange, liaison and one-time visit
personnel, if belonging to a military service, are expected to wear
igheir countries’ uniforms. Only when local U.S.military personnel
are permitted to wear appropriate civilian attire should the foreign
representative be permitted to wear civilian clothing. If foreign civil-
ian personnel are visiting Army installations and offices, or local
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5-6. Contact officer when the visitors cannot otherwise be denied access to information
Contact officers will be designated to control activities of any for- or operations outside the scope of the approved visit.

eign visitors, liaison officers, and exchange personnel at DA ele- (7) Notify ODCSINT, DA (DAMI-CIT) through foreign disclo-
ments. While contact officers for one-time and recurring foreign sure channels, when the designated contact officer is changed.
visits (see para 5-16) may be designated verbally, they must be (8) Notify the supporting ClI office of any foreign visitor activity
physically accessible to the foreign personnel during the entire visit.which is reportable under the provisions of AR 381-12.

For liaison and exchange personnel, both a primary and an alternate b. Certified liaison officer.The contact officer for a certified
contact officer must be in writing in paragraph 8 in the DDL. They liaison officer (LNO)will—

must be physically accessible to and have daily contact with the (1) Be briefed by the FDO and become familiar with this regula-
liaison or exchange individual. All contact officers must be familiar tion, the specific terms of certification approved by ODCSINT, DA
with this regulation, other applicable guidelines governming the (DAMI-CIT) for the individual LNO, and reportable foreign visitor
release of CMI and CUI, and specific disclosure guidelines estab-activity under provisions of AR 381-12.

lished in the DDL. The local FDO will brief the contact officer of (2) Initially brief a newly certified LNO concerning DA and local
his duties. Contact officers also will adhere to the guidelines listed policies and procedures affecting the LNO’s status and performance
below. As a minimum, each contact officer is to perform the duties of functions, as well as customs of the U.S. Army;subsequently, the
and functions outlined in this paragraph, which may be supple-contact officer will render advice and assistance to the LNO in

mented as necessary to meet local requirements. complying with such policies and procedures. The contact officer
a. Visiting foreign representative€ontact officers for foreign ~ Will have the LNO sign a statement similar to one found in appen-
visitors will— dix F indicating his agreement and understanding.

(1) Become familiar with chapters 1 through 4 of this regulation, ~ (3) In conjunction with the FDO, evaluate the LNO's requests for
local supplementation, if any, and reportable foreign visitor activity consultations and visits and assist in arranging activities that the
under provisions of AR 381-12. contact officer deems substantively consistent with the LNO’s ap-

(2) Be briefed by the FDO and become familiar with the specific proved terms of certification. Consultations and visits beyond an
scope and classification of the approved visit. LNO’s terms of certification require formal visit requests by the

: : : : . LNO’s embassy.
ag(e?c;:%?rggﬁﬁaﬁltge;%%ngrtaln guidance from the followmb (4) Receive, evaluate, and refer to the FDO for response, all the

(a) Foreign disclosure officer (concerning the preparation H\IOS requests_for |nformqt|on and coorq[nate responses with
briefings or discussion items requested by the visitors). agency or MACOM foreign disclosure authorities, as necessary.

(b) Security manager or OPSEC officer (concerning agency or (5) Notify the ODCSINT, DA (DAMI=CIT) through foreign dis-

command activities occurring simultaneously with the foreign visit closure channels when the designated contact officer is changed or
. - 9 Y 9 upon permanent departure of foreign liaison officer under their
and from which visitors should be excluded).

) h s . oversight.
tor(;/»CEL‘::gg;' C(;f{l'ge(;r(‘g(’;‘;gﬁégg J?Cniler?gg:tf:) regarding manda- —(g) Notify the supporting Cl office of any foreign visitor activity

) / . ... which is reportable under the provisions of AR 381-12.

(4) Prepare to receive and respond to confirmation of the visit ¢ Exchange personneThe contact officer for exchange person-
and a possible request for administrative assistance by visitors of,g| assigned to a DA element under a DA-sponsored exchange
their military attaches. rogram will—

(5) On request, assist in arranging for quarters or transportation;p (1) Be briefed by the FDO and become familiar with this regula-
however, it must be made clear to visitors or their military attachestjon, reportable foreign visitor activity under provisions of AR
that all expenses involving quarters, transportation, and subsistencgg1-12, and the exchange officer's approved job description, and
must be borne by the visitors.Because visits are occasionally cancontents of the approved DDL.
celed with little or no notice, contact officers should refrain from (2) Initially brief a newly assigned exchange officer concerning
making commercial reservations for services on behalf of foreigh pA and local policies and procedures.
visitors; rather, assistance should be limited to recommending and (3) Evaluate with the FDO proposals for consultations and visits
providing telephone numbers for commercial services. outside the immediate organization to which the exchange officer is

(6) At the direction of the installation or activity commander, assigned, to ensure that such activities are essential to the successful
ensure that foreign visitors are aware of and comply with foreign performance of duties prescribed in the approved terms of certifica-
disclosure and information security requirements pertaining to thetion; if so, arrange for such consultations and visits.
visit. To that end the contact officer will coordinate with the FDO  (4) Ensure that access to information is restricted to information

and will ensure that— approved for disclosure in conjunction with the exchange terms of
(a) Briefings and discussions do not exceed the scope and classieertification and ensure that no information in documentary form is
fication or sensitivity level approved for the visit. provided for retention by the exchange officer.

(b) Any notes taken during classified briefings or discussions are (5) Notify ODCSINT, DA (DAMI-CIT) through foreign disclo-
collected and processed in the manner prescribed in AR 380-5. sure channels when the designated contact officer is changed or

(c) Information in documentary form as follows: upon permanent departure of the exchange person under their

1. If classified, is forwarded to the local FDO for a release Oversight. ) ) ) o o
determination and then forwarded to the visitor's embassy or with (6) Notify the supporting ClI office of any foreign visitor activity
proper authority released directly to the visitor. All requests for Which is reportable under the provisions of AR 381-12.
releases will be coordinated with the FDO.

2. If unclassified, is restricted to one copy each of documents
directly related to the purpose of the visit (such as, text and support
ing graphics of a briefing rendered to the visitor).Unclassified Army
administrative, doctrinal, and technical publications are not to be
provided as these are readily available for purchase by foreign' 5 "the foreign government concerned extends commensurate re-
governments through security assistance channels. ciprocal privileges to U.S. in-country Army personnel.

(d) Perspnnel Wl_th whom the visitors will have_ofﬂCIaI contact or b. Foreign nationals are sponsored by their governments, the
exchange information are made fully aware of information disclo- neeq for frequent access is justified, and the required security assur-
sure guidance and restrictions applicable to the visit. ance is provided.

_ (&) Access by foreign national visitors is limited to areas and ¢ security measures are in place to control access to information
information specified in each visit approval. Escorts are required gnd sensitive areas within the facility.

5-7. Access to DA facilities

Foreign nationals may not have uncontrolled access to DA facilities.
‘Representatives of allied and friendly countries, may be authorized
unescorted access to DA facilities when all the following conditions
listed below are met.
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d. Access is required for official purposes on a frequent basis intending citizens (formerly immigrant aliens). Any U.S. company,
(that is, more than once per week). foreign-owned or U.S.-owned, must obtain the appropriate license or
e. A badge or pass is issued that identifies the bearer as a foreigmother written U.S. Government approval before the technical data
national and is valid for a specific facility during normal duty hours. can be exported or provided to a foreign national employee or other
f. The badge or pass is displayed on the outer clothing so that itforeign person.

is clearly visible. b. Decisions on the release of classified technical data to foreign-
g. The request for issuance of the badge or pass must be irowned U.S. companies are dependent on the type of information
writing and describe how provisiores through fwill be met. involved and type of facility security clearance under which the
company is operating. The most frequently employed arrangements

Section |l to mitigate or negate foreign control or influence are as follows:
DA International Visits Program (1) The voting trust is used to transfer legal control of a company
to trustees who are U.S. citizens. While the foreign owner retains

5-8. Concept equity ownership rights, the company is insulated from the foreign

The DA International Visits Program has been established to ensureontrol and influence. Foreign nationals cannot have access to CMI
that CMI and CUI to be disclosed to foreign visitors has been or supervise classified contracts. There are no restrictions on access
properly authorized for disclosure to their governments, that theto CMI provided the firm is cleared at the appropriate level and
requesting foreign government provides a security assurance on theequires access to perform on a government contract.
visitors, and to facilitate administrative arrangements for the visit. (2) The proxy arrangement provides for the legal title to remain

. . . with the foreign interests but the company is nevertheless insulated
5-9. Foreign Visits System (FVS) requirements __from foreign control and influence. This arrangement, and access to
FVS, a sub-system of FORDTIS, was developed to enhance security-\1 is the same as the voting trust arrangement.
and provide consistent application of policy in dealings with other (3’) The special security agreement (SSA) allows the foreign par-
governments. By providing end-to-end automation support to theent firm to exercise general management. However, the day-to-day
visits process, FVS improves responsiveness and the use of persor}hanagement of the company must be don'e by U.S ’citizens Foreign
nel resources by using state-of-the-art automation and communica, ii\nais cannot have access to CMI or super\./is'e classified con-
tions capabilities, and by eliminating the need to handle over WO octs. When a contractor has been cleared under the SSA. the
million pages of paper each year. Most embassies in Wasmngtonclearénce is valid for use by all DoD components that may ha\’/e a

DC have joined the FVS users group. Using soﬁware prowded_byneed to contract for classified work, subject to the provisions and
DOD, embassy personnel create visit requests which are transmlttecﬂ

via a dial-up connection to the FVS communications processor. The n}ﬁ?ug\nsor?: zﬁChmzpngag:? iggigpqaenrtéci rocal facility securit
requests are then sent to the FVS central processor which distributesI rﬁ) yh fy ° elg hi P | infl y Foéll
them to one of four Defense Visit Offices (DVO)located in Army, cearanfce when the or_elk?n rc:_wr?e[]s |B,Scorr]1tro or ||n due(zjnce( )
Navy, Air Force, and the Defense Intelligence Agency. The DVO’s stems from a country with which the U.S. has concluded a govern-

provide a staffing scheme which is returned to the central processorment-to-government security agreement that provides for this type

for dispatch of request information to the staffed facilities either O{aggag?gmg:;i ﬁe(r:]aaltjif)?]aflzrerlr?; Ot\)'\é neerrsnml[:) c;rdcgntrtohl erecgrz:]lnzsinln
electronically én-line facsimile or message) or by written memo. p ! 9 Y ploy Y hany.

Upon receipt of staffing responses, the DVO renders a deCiSionreciprocally cleared companies may only have access to CMI deter-

which is retuned to the embassy over the same path used fOImined to be releasable to the government of the ultimate parent

submission. At any time, both embassy and DVO personnel have 2mPany. Of the four types listed here, it is only in the case of a

immediate access to visit request status information.Requests mlreuprocally cleared firm thatfareign disclosudecision is
visits submitted by foreign governments will be submitted and proc- required. . .
essed using the FVS in accordance with FORDTIS procedures. (a) A. reciprocally cleagred_ company may prepare and__submlt
These procedures are disseminated to all foreign government emba&vAS directly to DA organizations, agencies, installations, fac'“t'es.'
sies by the FORDTIS office. Requests must be submitted at least 3@" contractors or noqg_overnmental associations _1Jr_1der DA security
days in advance (21 work days) of the proposed visit. Visit requests‘?(’gn'.zance' These visits are pr(_)cessed _under visit procedures out-
which do not meet the 30 day requirement must have sufﬁcient!Ined In DOD _5220.22—M_(|ndustr|a| Secu_nty_ Ma_mual fpr Safeguard-
justification and are subject to the acceptance or denial by HQDAIng Classified Material). Access limitations imposed on a

(DAMI-CIT). Requests for visits by governments that do not partic- reciprocally cleared contractor appl_y _c_equally to a_II_ employees of
ipate in FVS will be submitted in writing to ODCSINT DAsuch contractors. It is the responsibility of the visited agency to

(DAMI=CIT) for processing ensure that the access limitations of the reciprocal facility clearance
’ are observed. Involvement of the foreign military attache is not
5-10. Requests from countries without a military attache required.

If a foreign government does not have a military attache diplomati- (b) A U.S. wholly-owned subsidiary can represent its parent for-
cally accredited to the United States, the senior U.S.military repre-€ign company when doing business with either an Army organiza-
sentative located in the prospective visitors’ parent country maytion or contractors doing business with the Army under the
prepare and submit the RVA to ODCSINT, DA(DAMI-CIT) for following conditions:

consideration. The RVA must conform to the policies and proce- 1. Visit requests, whether unclassified or classified, will be pas-
dures for submission of RVAs in this regulation and DODBed from the U.S. firm’s security manager to the security manager
5230.20. (Contact with non-DA elements should cite DODDf the Army organization or defense contractor.

5230.20 instead of this regulation.) The RVA should be submitted 2. If classified information is involved, there must be a contrac-

via electrical message. tual arrangement between the U.S. subsidiary and the parent(forei-
gn) firm before such representation can take place.
5-11. Foreign-owned U.S. companies 3. There must also be a license in place or U.S. government

Foreign-owned U.S. companies are not foreign companies.They areapproval prior to the U.S. subsidiary sharing export controlled infor-
incorporated in the U.S. and are subject to U.S. laws and regulamation or CMI with the parent company.
tions, including the Arms Export Control Act (AECA) and Export
Administration Act (EAA). 5-12. Out of channel visit requests

a. There are no restrictions on release to these companies oRVAs sent directly to DA agencies or commands by other U.-
unclassified technical data controlled by the AECA or EAA, pro- S.Government departments or agencies—or nonmilitary interna-
vided access within the company is limited to U.S. citizens and tional organizations in which the U.S. Government maintains
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membership (such as the United Nations)—will be immediately (1) Arrange tour directors and escort officers as required.

referred to ODCSINT, DA (DAMI-CIT). (2) Prepare detailed itineraries, arrange transportation and accom-
o modations, and coordinate with affected MACOMs, installations,
5-13. U.S.-sponsored visits and activities.

Sponsored visits are invited visits to the United States by foreign (3) Prepare and disseminate required detailed information to con-
dignitaries. Foreign dignitaries are invited as guests of the Secretaryterned agencies, activities, and installations.

of the Army, Army Chief of Staff, major commanders, HQDA  (4) As appropriate, arrange for official entertainment.

principal in the name of the Chief of Staff, Secretary of Defense, or (5) Arrange for appropriate courtesies and assistance to visitors at
Chairman of the Joint Chiefs of Staff. They may also be invited as ports of entry and exit; in Washington, DC; and at each installation

part of security assistance or special programs. These visits involveand activity concerned.

the expenditure of appropriated funds. (6) Arrange for photographic coverage of ceremonies and other

a. HQDA DCSINT is assigned overall staff responsibility for all events (such as arrivals, departures, presentations of mementos
U.S.-sponsored visits by foreign nationals. The ODCSINT, DA, in |uncheons).

coordination with other interested staff agencies—

(1) Plans and administers this DA program. 5-14. Invitations and other prior coordination )
(2) Administers visits (including planning them when designated Normally there are two ways visits to DA organizations, agencies,
executive agent by DOD). facilities, and installations by foreign representatives are initiated.

(3) Serves as POC, providing advice and guidance in the selecOne way is an invitation extended by DOD or DA personnel. The
tion of Army installations to be visited when another military de- second way is by informal coordination by foreign representatives.
partment is designated executive agent by DOD. a. Invitations. o . .

(4) Administers security assistance orientation tours (OTs) and (1) In instances where it is desired to spend representational
school tours to Washington, DC, programmed by HQDA DCSLOG funds to invite foreign nationals or representatives to visit military
under AR 12-15, chapter 12. facilitie_s under Army_sponsorship (for exam_ple_, spee_ikers, par_tici-

(5) Directly coordinates with TRADOC and FORSCOM units for Pants in research projects, and the like) and invitee will be provided
all tours or visits administered. TRADOC and FORSCOM will be an ITO or an honorarium, the following procedures will apply:
information addressees on all messages tasking their activities. ~ (2) Letter of invitation to the individual or organization extending

b. HQDA DCSLOG is responsible for overall policy and guid- @n invitation to visit or participate in a specific activity will be
ance for school tours. HQDA DCSLOG is also responsible for prepared and forwarded under cover letter through command foreign
conducting the annual selection committee meeting for OTs. (Seedisclosure channels to ODCSINT, DA (DAMI-FLC).The letter
AR 12-15)) should include complete background information and any other de-

c. ODCSOPS, DA is responsible for overall policy and guidance tails considered necessary to _obtaln approval for the prop_osed_wsn.
for Latin America Cooperation Fund visits, which are conducted at _ (®) DAMI-FLC will accomplish any necessary coordination with
the unclassified level. ODCSOPS, DA (DAMO-SSM) will, after OASD(ISA).or othe_r interested agencies prior to dispatch through
coordination with ODCSINT, DA (DAMI-CIT), approve or deny the appropriate foreign attache. Upon notification from DAMI-FLC
the proposed visit concept by the U.S. Army Military AttachBat visit has been approved, ITO or travel arrangements may be
(ARMA) or Security Assistance Office (SAO) stationed in the Latin accomplished by the sponsor. An RVA from the foreign attache will
American country. Upon approval of the visit concept, U.S. ARMA NOt be required.

or SAO— (2) Visits resulting from invitations involving the expenditure of
(1) Makes direct coordination and submits a formal visit request security assistance funds (such as FMS, MA.P' OR IMET) ‘.N'” dq SO
to the CONUS-based U.S. Army activities to be visited. in accordance with Army regulations governing such funding. Visi-

(2) Visits the final approving authority for the MACOM or staff tors will travel on ITOs published by_cpmpetent authori_ty. ITOs are
agency to be used for foreign students training under security assistance

d. MACOMs and heads of HQDA staff agencies should— progragti.er invitations extended to foreign representatives:
(1) Refer all inquiries regarding visits and tours by foreign na- (3) . d d % preset f .
tionals to ODCSINT, DA (DAMI-FLT). When a proposed visit or (@) DA agencies and commands extending invitations to foreign

tour is part of a separate program, coordination with ODCSINT, DA reqre_f_ﬁgtz?:::l/ﬁgticr:wnu?rt]c?unsgsre; clear statement that the invitees or
will occur when original staff action is initiated. Inquiries from :

; . : . : their government must defray all costs associated with the visit;
news media representatives, foreign and domestic, concerning spon 2. An RVA through the foreign governments's embassy is re-

sored tours will be referred to the Office of the Chief of Public o
quired; and

Affairs for response in coordination with ODCSINT, DA. 3. mustbe issued with sufficient time to allow for the submission
(2) Are responsible for planning iteneraries for visits or tours that of the RVA at least 30 days prior to the proposed visit date.

fall within their responsibility; coordinating with MACOMs of the (b) Prior to inviting foreign representatives, DA agencies and

installations and activities 10 be visited; and administering the toUrS. . mmands must ensure current political-military factors are consid-

e. In ple_mnlng tours or V'S'.'ts' the_ resp_onS|bIe (_:om_mandgr or staff ered. Should any doubt exist, the agency or command will, through
agency will take.the following actions in coordination with other foreign disclosure channels, obtain concurrence from ODCSINT
interested agencies: DA (DAMI-CIT) ' '

(%) _lP_r(le(parﬁ the overall glsgal year program of Fgurfs. d (4) Coordination will take place before one DA agency or com-
(2) Take the necessary budgetary action to provide funds to SUPi, a0 extends an invitation for visits to another DA element's instal-

port the planned program. . . . . lations, facilities, or activities. The DA agency or command desiring
(3) Establish the basic itineraries, including estimated dates of;y oytend the invitation will initiate coordination.
arrival in the U.S., areas of interest, places to be visited, and pro- , - other prior coordinationThe fact that a visit begins by infor-
posed visit dates at each installation or activity. _ mal coordination doesofpreclude the need for an official visit
_(4) Obtain concurrences from affected MACOMs and installa- raquest and authorization. This requirement must be clearly under-
tions regarding the number, timing, and itineraries of tours and issuesiooq by all interested parties (prospective host and visitor, as well
invitations and authorizations for the tours. , as the visitor's military attache) to avoid mutual confusion and
(5) Obtain required administrative data from appropriate Wmparrassment. Only accredited foreign military attache personnel
S.representatives in the countries concerned. may propose and request visits by their countries’ representatives-
f. In administering a tour, the responsible commander or agency These proposals and requests become official only on presentation
will undertake the following actions in coordination with other inter- of an RVA to ODCSINT, DA by attache personnel. Unofficial
ested agencies: contacts with foreign counterparts often promote the success of
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potential visits.However, DA disclosure officials must remember screened to determine compliance with basic DOD administrative

that unofficial contacts are not binding on ODCSINT. requirements, and accepted or rejected for further processing.
(1) If rejected, it is returned with annotations reflecting the ra-

5-15. Functions in honor of or sponsored by foreign tionale for rejection.

nationals (2) If accepted, it is assigned for action and information to appro-

a. Army personnel may receive invitations to official functions in priate Army addressees on the following basis:
honor of or sponsored by foreign nationals in the Washington, DC  (a) An RVA to an Army location is assigned for action to the
area. Personnel receiving these invitations will inform th@A agency or MACOM exercising jurisdiction over the informa-
ODCSINT, DA (DAMI-FLC) on their attendance plans to ensure tion, organization or activity to be visited; the RVA is assigned for
the Army is properly represented at these functions. information to the organization to be visited (if other than the action

b. Outside the Washington, DC area, local commander shouldaddressee), all intermediate headquarters, and all Army addressees
take measures to ensure the Army is properly represented at functhat appear to have an interest in the subject matter of the visit.
tions sponsored by, or in honor of, foreign nationals. (b) An RVA to a defense contractor is assigned for action to the

c. Military personnel should wear a uniform when appropriate.lt appropriate U.S. Army acquisition authority and for information to
should normally be worn when it is desirable for Army personnel to addressees appearing to have an interest in the subject matter pro-

be readily identified and the function is— posed for discussion.
(1) At the White House. (3) Referral of an RVA by ODCSINT, DA, is without
(2) In honor of a U.S. or foreign official. prejudice;that is, referral indicates only that DA has administratively

accepted the RVA for processing and is not to be construed as DA
éqgcitation of concurrence, nor predisposition to approve the RVA.

. In evaluating an RVA to an Army organization the following
are administrative factors. If the response to any of the first three is
negative, a recommendation should be made to ODCSINT, DA, to
return the RVA to the requestor without action.

(1) Is the expressed purpose of the proposed visit understandable
and sufficiently detailed to permit due consideration from a substan-
tive perspective?

(3) In honor of a national holiday (either U.S. of foreign).

(4) Attended by a substantial number of reserve compon
personnel.

(5) A formal social event for which the wearing of the uniform
would be proper.

d. The standards for the type of dress normally stated in invita-
tions are as follows:

(1) Casual—Civilian casual clothing.

(2) Civilian Informal—Business suit with tie. _ (2) Is the proposed visit date sufficiently in the future to permit
~(3) Duty Uniform—Army green uniform with black four-in-hand  necessary preparation for the visit and required coordination for
tie or uniform dictated by local policy. disclosure determinations? Is the proposed visit date acceptable to

(4) Uniform Informal—Army blue or white (seasonal)uniform the prospective host?
with four-in-hand tie (male) or neck tab (female). Enlisted personnel (3) Is sufficient justification for the visit and associated discus-
may wear the class A Army green uniforms (female with skirt) with sjons included in the RVA to permit necessary information disclo-
white shirt and black bow tie, four-in-hand tie before retreat) or sure determinations?
neck tab (female) as a substitute.) (4) Is sufficient rationale presented in the RVA—or known to the
(5) Black Tie (semiformal)—Army blue or white dress uniforms action addressee or prospective host—to warrant intermittent, repeti-
with black bow tie; blue, white or black mess uniforms.Enlisted tive visits, if so requested?
personnel may wear the Army green uniform (female with skirt) c. In evaluating an RVA to an Army organization the following
with white shirt and black bow tie (male) or neck tab(female). are substantive factors to be considered:
(6) White Tie (formal)—Army blue and black evening mess (1) If the RVA is administratively acceptable, the RVA action

uniforms. addressee or prospective host must determine whether—from its
perspective—the best interests of the Army would be served in
5-16. Requests for visit authorizations (RVAS) approving the visit. Evaluators should bear in mind that visits al-

a. One-time visit authorization®©ne-Time Visit Authorizations most always involve the disclosure of official Army information that
will be used to permit contact by foreign representatives with a DA is for internal Army use only (that is, not in the public domain) and,
element or a DA contractor facility for a single short-term occasion in some cases, is classified. In either case, disclosure to foreign
for a specified purpose. representatives requires substantiating the proposed recipient has a

b. Recurring visit authorizationgRecurring Visit Authorizations  valid requirement for the information(need-to-know) and that such
permit separate visits over a specified period of time, normally onedisclosure would result in a net benefit to DA and DOD. Thus,
year, in connection with a government-approved license, contract, oresolving information disclosure-related issues is essential and pre-
agreement or other program when the information to be released hatgquisite to a determination of whether the best interests of the
been defined and approved for release in advance by the proponerfirmy would be served in accepting or declining the visit.
of the information, local FDO, and appropriate DA disclosure au- (2) Need-to-know and net benefit should be considered in the
thority. Authorizations will be valid for the duration of the program, context of DA participation in international activities related to the
subject to annual review and revalidation and any specific require-Proposed visit. However, it is imperative that such participation not
ments of the U.S. Army. obligate DA to disclose any specific information—particularly CMI.

c. Extended visit authorization&€xtended Visit Authorizations  Instéad, each potential disclosure must be considered on its own

will be used to permit a single visit for an extended period of time, Merits and be based on an affirmative response to the question: “Is
normally beyond 30 days. Extended Visit Authorizations will be the disclosure essential to achieve the stated purpose of the visit and

used in the following situations: a clearly defined DA international activity goal or objective?” If not,

(1) Foreign government contract or joint program (such as, joint theSR\éAhshouId be recor;:mended fobr denjal. ffi . it is th
venture or representative to a joint or multinational program.). (3) If the response to the points above is affirmative, it is then

I necessary to establish specific, substantive disclosure parameters for
(2) Participation in an Army exchange program under the PEP O discussions during the visit. Evaluators are to be guided in this

the SEEP. regard by the following points:
orc(ji)rsTrammg' except for those individuals on invitational travel (a) What is the minimum classification level of the information
e - ) - that must be disclosed to accomplish each aspect of the purpose of
(4) Certification as a liaison officer to a DA activity. the visit? P P purp
. . . 1. Unclassified information that has been previously approved for
5-17. Assignment, evaluation, and processing of RVAs disclosure to the public under AR 70-31 and AR 360-5.

a. Upon receipt in ODCSINT, DA (DAMI-CIT) an RVA is 2. Unclassified information that is not suitable for disclosure to
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the public, but potentially suitable for official release to a foreign with only limited access to CMI or totally restricted to U.S. indus-

government? tries only. Procedures for limiting competition contained in the Fed-
3. Classified information at the CONFIDENTIAL or SECRET eral Acquisition Regulation must be followed in all cases. A
level? recommendation for release of a classified proposal to foreign gov-

4. Classified information that exceeds the authority of NDP-1? €rnments will be submitted by the program security officer through

(b) What substantive category or categories of information are command foreign disclosure channels to the supporting foreign dis-
involved? closure office exercising disclosure authority for approval prior to

the proposed advertisement date in the Commerce Business Daily.

(c) Given the category of information involved and the minimum 2 Inf tion 1 h d fa dat
classification level necessary for meaningful discussions, what type . (2) Information is exchanged as a consequence of a data ex-
change annex (DEA) or information exchange program (IEP) only

of coordination is necessary to obtain disclosure approval, and who . ; - " )
may approve disclosures? on a quid pro quo basis. Thus, a proposal in which a DEA or IEP is

1 Anv information aoproved for disclosure to the public mav be the basis for disclosure requires the concurrence of the designated
=+ ANy - pp ; P - may Army project officer or technical project officer (TPO) for the DEA
disclosed to visiting foreign representatives at the discretion of the

isited d 1 | EDO with r IEP; moreover, the TPO or designated alternate TPO is to be
\é:)sélrt(j(ainat%%ency or command loca without externagresem during all such information disclosures.

. . ) ) (3) International agreements relating to cooperative R&D efforts
2. Information that is UNCLASSIFIED but not in the public may' pe cited in support of disclosures related to equipment items
domain may be approved for disclosure to foreign representatives agnd weapons systems that have progressed beyond the R&D stage—
the discretion of the visited agency or command local FDO, pro- this is, are type-classified and in production—as long as NDP-1
vided the information has been cleared for release by its proponensypports the Army’s release of Category 2 information at the pro-
3. Information that is classified CONFIDENTIAL or SECRET posed classification level to the country or foreign organization.
and is within the substantive scope of an existing international f. Criteria for evaluating an RVA to a contractor facility includes
activity requires approval at the first level of command to technical the following:
supervision exercising disclosure authority delegated for that activity (1) The activities of U.S. commercial firms are legally subject to
and category of information. the Arms Export Control Act (AECA), as amended. The AECA is
4. Information that is not within the substantive scope of an administered by the Department of State, which implements the
existing international activity requires approval by ODCSINTRECA via the ITAR. Included in the AECA/ITAR is the U.S.
DA.Such a proposal constitutes a new disclosure program and musMunitions List, which defines in detail military-related materiel and
be accompanied by complete justification. A proposal that would technical data subject to AECA/ITAR control. The AECA/ITAR
require an exception to NDP-1 will not be considered in conjunction requires that a commercial firm acquire a munitions license from
with visits processed pursuant to this regulation. DOS before engaging in discussions or other substantive contacts
d. Disclosure of information bearing a NATO classification may With foreign representatives regarding items enumerated on the U.S.
be authorized by any Army holder of such information, provided— Munitions List—irrespective of whether such contacts occur within
(1) The proposed recipient represents a NATO agency or com-OF Ol_,l'[SIde of the us. Only three basic exceptions to this licensing
mand or a NATO member nation. requirement are available: ) _ _
(2) A NATO security clearance certificate is presented as evi- . (@ No license for any country is required for contacts or discus-
dence that the recipient possesses the appropriate NATO clearancé'ons involving information that has been determined to be suitable

- L or release to the general public. It is the responsibility of the U.S.
D o(sge) dTrhe?:igigil’shonlggé-gif:swa tﬁgsm\{grrggtt%?I%at(;%r:esot];otse PrO” commercial firm to obtain such determination from the applicable

) ) . ) . U.S. Government department having cognizance over the
e. Other disclosure related considerations include the following: jniormation.

(1) If acquisition by a foreign government of an equipment ittm (1) Generally, no license for Canada is required for contacts
or weapons system that is fielded, in production, or type-cIaSS|f|edin\,o|\,ing unclassified information.
Y\/Ould _inhel’ently necessitate access to related CIaSSifieqC) No license for any Country is required if an authorized DOD
information— disclosure official determines that such contacts are essential to
(a) Only information in the public domain may be disclosed if an further a valid, specific DOD international activity and elects to
exception to NDP-1 is required and not granted. If an exception isexercise the authority to exempt the commercial firm from the
granted, classified information pertaining to the equipment item or licensing requirements of the AECA/ITAR. Such action is termed
weapons system may be disclosed. “sponsorship”of an exemption to the AECA/ITAR on behalf of the
(b) Only unclassified information may be disclosed to that gov- commercial firm.
ernment’s representatives in the absence of a positive determination (2) Because it is not always possible for foreign representatives
of U.S. willingness to sell the item or system. This willingness to to determine whether sponsorship is necessary, DOD has published
sell is normally implied by either the Army’s decision to release instructions requiring that foreign personnel notify DOD of their
planning data on a government-to-government basis through securitglesire to contact U.S. commercial firms pertaining to materiel or
assistance channels or the granting of an export license for thénformation on the U.S. Munitions List. Such notification is to be
commercial sale of the item or equipment by a DOD contractor. made in the form of an RVA. The receiving service determines
(c) Pending final approval of the sale or transfer of Category 2 whether DOD sponsorship of an exemption to the AECA/ITAR is in
munitions or materiel, disclosure of classified information should POD's best interests. o L )
usually not exceed the CONFIDENTIAL level and is to be restricted _ (3) In light of the AECA/ITAR provisions, the initial determina-

to general performance characteristics and information necessary t4On {0 beé made on an RVA to a commercial firm is whether there

evaluate logistic or maintenance requirements stemming from acqui-2'€ grounds for sponsorship of an ITAR exemption, that is, whether

sition. Category 3 R&D data requested by foreign governmentsthe stated purpose of the visit is directly related to an actual or
interested in co-development programs will be handled on a casepl"jmm?]f}I Ut.S;[th\F/g/rngﬂtbpr%gra_md The visit take ol i
by-case basis. Army program managers must determine the Iowesth (a) If not, ne - will be denied. The VISt may lake place |
practical level at which RFP’s can be advertised. To allow fair the commercial f'r.m dlscusse.s.only .|nformat|on.|n the public O.lo.'
competition for contracts by foreign industrial concerns, the level of ma(ubr; ﬁcr Skéasthc;btgnﬁgs? \,Ui].fnﬁgogs Irlgsgze applicable to the visit.
disclosure must be common for both potential U.S. and foreign On receivin (tqhe concurrenceppor nonconcurrence. ODCSINT
prime contractor participation. However, program managers haveD,g(DAMI-CIT) ng]”_ ' '
the authority to decide to restrict prime contract participation to U.S.

industry and allow foreign industries to participate as subcontractorsor((1j)er§/nigehalf of HQDA, officially respond to the RVA (approve
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(2) Notify the action addressee and others directly affected of anynecessary local coordination. (See DoD Directive 5100.55 for addi-
ODCSINT disagreements. Notification will be sent if the disclosure tional guidance.) Recurring visits related to NATO Production
of classified information is beyond the disclosure authorityroup (NIAG)activities will be processed according to AR 380-15.
previously delegated to the action addressee. b. Non-NATO business. Visits by representatives of a NATO

h. If the RVA is approved, notification to the requesters— command or agency or the NATO international staff, as well as

(1) Contains the name and commercial duty telephone number ofpersonnel of NATO member countries, desiring to visit Army instal-
the U.S. Army contact officer. This information will allow the lations or DoD contractor facilities to conduct business of a national
prospective visitor or the requesting military attache to coordinate hature or to attend conferences or meetings as a national representa-
administrative arrangements. The duties and functions of persondive are required to submit a visit request through embassy channels.
designated as U.S. Army contact officers for visits of foreign repre- . . ) .
sentatives are outlined in paragraph 5-5a. 5-21. Visits by Representatives of the American, British,

(2) Specifies that the prospective visitor or the requesting mili- gaﬂagia”ﬁ arxj Austr?liﬁmt_ (ABCA) Progra(rjnt i fing f
tary attache must initiate contact and resolve administrative arrange-. chodically, Army instafations aré required 1o provide a setting tor
BCA meetings and to provide ingress and egress to the location.

ments with the prospective host. Arrangements must be made no o disclosure issues are involved in that all U.S.information dis-

later than 3 working days prior to the visit date. (A reasonable, . .
cussed in such a forum must have previously undergone proper

earlier deadline for administrative coordination may be specified by isclosure review and be approoriately marked and authorized for
the prospective host when the action addressee’s response is submlq pprop y

release to ABCA.
ted to ODCSINT.) ; . __— .
X - . . S a. ABCA information. Members of ABCA wishing to visit Army
_I. Improprieties by foreign representatives while visiting a loca- installations to attend ABCA conferences or meetings, or to conduct
tion under DA administrative control will be handled in accordance

with applicable legal and regulatory requirements and be reportede‘BCA specific business at that site, will not require an embassy

initiated visit request. Persons visiting must be serving as represent-
\F/)vri(t)hmfr:g ;oppg(?p?i?alfglTe’n?tgs(g/Agﬂtlj-tﬁ(I;i)tiegAMl-ClT may consult atives of their ABCA organization for the purpose of engaging in

specific ABCA, not national business. Ingress and egress authority
is to be coordinated directly between the office hosting the meeting
or visit and the local foreign disclosure authority.Clearance certifica-
tion will be provided directly from the parent ABCA organization to

5-18. Visits by Foreign National Employees of U.S.

Defense Contractors

Visits by foreign national employees of U.S. contractors to DA the meeting host who will then accomplish necessary coordination
elements or to DA contractor facilities on official business do not b Non-AgBCA information Memberspof ABCA Wisrh)?n 10 visit )
require a visit request through foreign government channels.AccessArm installations to condu.ct business of a national r?ature or to
to export controlled technical data by foreign national employees of ft yd p d ’ tional tai il b
U.S. contractors are authorized pursuant to an export license or bg end conterences and meeungs as a national representative, will be
other written U.S. Government authorization obtained by t %quwed to submit a RVA through embassy channels.

employing contractor. When these employees visit a DA contractors_»> canadian Visits Under the U.S.-Canada Joint

facility or a DA element, the employing facility will provide a copy  cariification Program (JCP)

of the export license or other written authorization to the appropriate ynger the U.S.-Canada JCP, procedures have been established to
FDO or security office, as applicable, at the facility to be visited. facilitate certain types of directly arranged unclassified visits by
Canadian government officials and Canadian contractors to DA ele-
ments and DA contractor facilities. All other visits by Canadian
contractors not outlined in this subparagraph will be processed in
Bccordance with paragraph 5-17, above.

5-19. Visits for Foreign Participation in U.S.Procurement-
Related Meetings
Potential foreign attendance must be assumed when planning fo

meetings that may lead to contract opportunities for nations with 5 "=anagian government officials and contractors are authorized

which the United States has reciprocal procuremend naue direct visit arrangements with DA elements for the purpose
agreements.Foreign attendance at such meetings will be handled;

according to chapter 4 and AR 380-5. In addition, the following
procedures also apply:

a. Disclosure decision. A Program Manager will determine the
extent to which CMI or CUI may be involved throughout the life
cycle of a program and coordinate with the FDO and Contracting
Officer to assure compliance with the NDP, DOD, DFAR, and
HQDA regulatory requirements before the announcement of a pro-

curement action.Decisions on disclosures of CMI or CUI will be in “Militarily Critical Technical Data Agreement,’to the host activity.

compliance with this regulation. The extent of foreign attendance at genarate DD Form 2345 will be submitted for each proposed visit.
meetings related. to the procurement action will b_e contingent on theprior coordination will be made directly with the security office at
disclosure decision. If attendance by foreign nationals is permitted,ina concerned element to arrange the visit.

any CMI to be disclosed must be at a level authorized for disclosure (2) The host agency head or installation commander retains final

to all foreign nationals who are present. _ _ . approval authority for a visit. A visit may not be approved, howev-
b. Denials. ODCSINT, DA (DAMI-CIT) will be the final adjudi- ¢ " ithout adhering to procedures in this regulation.

cating authority on a specific appeal by a foreign government for

(1) Responding to an invitation.
(2) Collecting or discussing unclassified solicitations.
(3) The furtherance of procurement activity related to unclassi-
d solicitations (such as, pre-solicitation conferences).
b. Procedures for unclassified contractor-to-DA element visits in-
clude the following:

(1) The Canadian contractor will provide the form DD 2345,

attendance by its representatives at such meetings. 5-23. Processing RVAs to attend meetings, conferences,

o ) ) and symposim
5-20. Visits by Representatives of the North Atlantic Attendance by foreign representatives at any meeting, conference, or
Treaty Organization (NATO) symposium that is sponsored, cosponsored, or hosted by a DA

a. NATO business. Members of NATO organizations or com- element must be authorized in advance by ODCSINT, DA. This
mands attending NATO conferences or meetings or to condugthorization ordinarily is conveyed in the form of an approved
NATO specific business at an Army installation or DoD contractor RVA processed under paragraph 5-17. In certain instances involving
facility do not require an embassy initiated visit request. Visitors dquly accredited foreign LNOs, the requirement for submission and
must be serving as representatives of their NATO organization forapproval of an RVA may be waived at the discretion of ODCSINT

the purpose of engaging in specific NATO, not national business.(see para 5-28c(1)). (See chap 6 for detailed policies and
Clearance certification should be provided directly from the parent procedures.)
NATO organization to the meeting host who will accomplish the
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5-24. Delegation of authority to approve certain visits by days). The purpose of these visits is normally limited to specific
foreign representatives patient treatment and related issues. These requests are not designed
a. Under certain circumstances as described below, the interacto supplant formal RVA procedures.
tion of foreign representatives with DA elements may be considered (f) The Chief of Engineers (COE) is delegated approval authority
unofficial. These circumstances include interaction that is or may befor the foreign participation in the unclassified U.S.Army Corps of
a consequence of a contractual arrangement not involving a foreigrEngineer Contracts program.
government. In this case, the HQDA DCSINT, delegates authority (2) The HQDA Assistant Chief of Staff for Installation and Envi-
to specified heads of HQDA agencies and MACOM commanders toronmental Management (ACSIEM), to approve visits to Army or-
approve visits by foreign representatives to organizations, agenciesganizations, agencies, activities, installations, and facilities, provided
activities, installations, and facilities under their jurisdiction. Such these visits are in connection with the Army’s participation in inter-
visits must be consistent with OPSEC practices (See AR 530-1.).national sports activities. The prior concurrence of the DA agency
They will involve the disclosure of information approved for public or MACOM exercising jurisdiction over the location must be
release or within the disclosure purview of the visited element. The obtained.
agency head or MACOM commander may further delegate this (3) The HQDA Chief of Public Affairs, to approve visits by
approval authority to organizations, agencies, activities, installations,foreign news media representatives to Army organizations, agencies,
and facilities commanders. activities, installations, and facilities. The concurrence of the DA
b. Authority is generally delegated to approve— agency or MACOM exercising jurisdiction over the location will be
(1) Visits to participate in social activities (irrespective of agency obtained prior to such visits. Foreign news media representatives
or command sponsorship or involvement), activites open to thewill not be permitted access to CMI, CUI, or classified areas or
general public (such as Armed Forces Day open house), or officialactivities during such visits.
activities to which members of the public have been invited(such as
a wreath-laying ceremony). Section Il
(2) Visits to obtain authorized routine or emergency mediddRison Officers

treatment.

(3) Transient visits (such as brief stopovers on a flight). 5-25. Concept. "

(4) Visits necessary in the performance of an unclassified con-, & Liaison officers (LNOs) are certified to DA elements o per-
tract with the visited agency or command or with another DOD 'O'M SPecific functions on behalf of their governments. The purpose
component or Federal agency of such certification is to facilitate the timely accomplishment of a

(5) Visits by U.S. citizens re'presenting foreign companies hold- significant volume of routine business. Terms of certification are
ing reciprocal fac.ilit'y clearances derived from and are consistent with the scope of existing bilateral

(6) Visits by foreign media representatives under the auspices of mu[tllqtgral international agreements. Foreign LNOs are cgrtlfled
the Office of the Chief of Public Affairs, HODA or Office of the to an individual DA MACOM, specifically to further the objectives
Assistant Secretary of Defense (Public,Affairs) of such agreements. Multiple certification as LNO to more than one

S eis b foreion danitaries aomaore b.y another Federal MACOM is not authorized. In previous _regulatlons, the certlflt_:atl_on
agency and oraanized by the Office of the Assistant Secretary of?’OCesSS was referred to as “accreditation.”"The term “accreditation”
D%fenge (Publig Affairs) y Y OMhow is used only to refer to legal recognition by the Department of

(© Vists by foregn tucents envlle in a DA or oter pOD S 7 A DGR onele Sl S
component educational institution or foreign national students par- iner special privileges.

ticipating in affiliation programs with Army medical e L ' . .

- . c. Activities of liaison officers will be limited to the representa-
ificsllitilfﬁ';' gvr\]/ev: rr] dtheasrer ;'nsnse (rjnu;tsbea r?miciﬁlg sr[;olnso;erdt bg/fthteh tional responsibilities of their governments described in the certifi-
students’curriculum 9 9 P Eation. They are expected to present the views of their parent

: governments with regard to issues of mutual interest, namely issues

©) .V'S'FS by Canadlgn and Me.>§|can government officials tODA that may be raised by the DA agencies and commands to which they
organizations, agencies, activities, installations, and famlltlesare certified

proximity to the borders of the United States. However, these visits d. Liaison officers may not perform duties reserved by law or
must be as a direct consequence of a mutual interest in prevem'ngegulation to officers or employees of the U.S. Government (for

or resolving border-related incidents involving Army personnel. The example, an LNO cannot provide services or labor to the U.S
goal is to maintain good community relations. ' o

; N . . _Army).
(10) Attendance at pre-bid briefings and bid opening ¢ "[isison officers will be required to reside in the continental
ceremonies.However, an invitation must have been extended by theU_S_ (CONUS) at or within normal commuting distance of the

DA agencyt commanctietr_ to foreign defense suppliers and foreignq oanizational element to which certification is proposed.Exceptions
gove/rar\mghen it represen ?}‘. |v?|s. del d to residence and commuting requirements may be requested by the
¢. Authority Is specifically delegated to— requesting MACOM, but only on an exceptional basis.

Us(i\)l\/lgge Chief of Engineers and The Surgeon General/Cdry | jais0n officers may assume custody of releasable documen-
JSAM (ﬁOM to approve Visits to organizations, agencies, activi- tary information when authorized in writing by their government
ties, installations, and facilities under their jurisdiction, provided n4 consistent with the terms of certification.

these visits— A . - . . -
- . g. When operational requirements dictate, strict reciprocity is not
(a) Are officially sponsored by other Federal agencies. required for liaison officer assignments.

(b) Or, pertain solely to unclassified activities having no direct  "pa certification will not be used to assign foreign nationals to
military application (that is, goods or services enumerated under thepa contractor facilities. DA contractors must obtain an export li-
U.S. Munitions List and governed by the Arms Export Control Act). cense for such assignments and comply with provisions of DOD

(c) Or, are accomplished pursuant to official interagency agree- 5220 22-M, chapter 10. If the approved export license does not
ments or specific involvement in bilateral or multilateral agreements gpecify disclosure guidance, the contractor will request guidance
for which other Federal agencies are the proponents. from the Program Manager. Guidance will be approved by

(d) Or, are accomplished fully according to statutory angpcs|NT, DA(DAMI-CIT) in the form of a DDL.
regulatory requirements pertaining to the use of DA resources in
training foreign personnel (see AR 12-15). 5-26. Establishment of LNO positions

(e) Or, are short notice requests from appropriate agencies or a. DA commands and agencies desiring to have foreign LNOs
medical staff members from friendly countries for short duration certified to them must first formally obtain HQDA concurrence in
visits to medical treatment facilities (normally not to exceed five principle. This concurrence in principle will be obtained prior to
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beginning discussions with foreign representatives or, if initiated by d. Finally, the requesting MACOM or agency FDO will submit a
a foreign government, prior to making a firm commitment to the proposed DDL outlining the terms to be applied to the certification-
government. Such initiatives will be conveyed in writing through .Such terms must state the precise nature of information recom-
command foreign disclosure channels to ODCSINT, DA (DAMI- mended for disclosure and the associated level of classification.
CIT) for HQDA and OSD coordination. Also considered will be specific restrictions or limitations to infor-

b. LNO proposals, whether U.S. or foreign initiated, must—  mation disclosure. Additionally, the DDL will identify the U.S.-

(1) Clearly demonstrate or anticipate a mutual need for informa- Army contact officer responsible to ensure compliance with the
tion exchanges. The information must be of such volume and scopepproved terms of certification. The contact officer will be briefed
as to require the LNO’s physical presence on virtually a daily basis.by the FDO on his/her responsibilities and must have a thorough
Presumably, any lesser degree of interaction could readily be acunderstanding of DA information security and disclosure policies
complished via authorization for a recurring visit. The proposed and functional familiarity with the substantive terms of the LNO’s
position must clearly serve the requesting command’s as well ascertification (see para 5-4b for further details).

DA’s best interests. e. Upon receipt of the proposal, DA ODCSINT (DAMI-CIT) will

(2) Directly relate to or further a current or pending DA-ap- staff the proposal with appropriate offices and agencies. Upon con-
proved international agreement. Personnel deemed essential to theurrence, the command or agency will be notified that they may
successful execution of a treaty or international agreement maybegin negotiations with the foreign government to finalize the estab-
apply for certification as a liaison officer. Certification, however, lishment of the position(s) and obtain the signature of the appropri-
will be approved only if such treaties or agreements pertain to ate foreign representative.
foreign participation in mutual defense, co-development programs, f. Once signed, a copy of the MOU/MOA and final draft of the
coproduction of materiel, or the training of foreign personnel. Train- DDL will be forwarded to DA ODCSINT (DAMI-CIT) for final
ing must be under DA auspices and must relate to operating orapproval. DAMI-CIT will coordinate approval of MOA with appro-
maintaining materiel acquired from DA through security assistance priate agencies.
channels.

(3) Be substantively and administratively consistent with similar 5-27. Processing requests for liaison officer certification
certifications granted to U.S. Army personnel assigned to the for- a. Once a MOU/MOA has been approved, liaison officers will be
eign country of the nominees. It must also be consistent with Federprocess_ed under an extended visit authori_zation submitted at least 90
al, DOD, and DA information disclosure policies. In addition to the days prior to the requested date of assignment. On receipt of an
criteria noted above, the nature of information proposed for acquisi-administratively acceptable request for LNO certification (extended
tion or exchange by the LNO will be considered. The agency or Visit request if embassy is on FVS or letter signed by Military
MACOM will consider the extent to which such information could Attache), ODCSINT, DA will refer the request for consideration
be disclosed to the foreign government in question under [Xough command foreign disclosure channels to the DA agency or
policies. MACOM to which certification is requested. Such referral is not

c. The proposal will include a draft Memorandum of Understand- @and will not be construed as HQDA predisposition to approve the
ing (MOU) or Memorandum of Agreement (MOA), as appropriate, request. o o _
between the command and the foreign government which outlines b- In addition to an extended visit authorization, in order to
relevant commitments and procedures. Formal international agreeobtain certification of a foreign government liaison officer, the mili-
ments are required in two instances: when the foreign representativéary attache of the foreign government must provide written notifi-
is coming from a country which has no status of forces agreementcation to ODCSINT, DA (DAMI-CIT) advising that—

(SOFA) which applies within the U.S., and/or when the command (1) Subject individual is an officially sponsored representative of
intends to obligate appropriated funds to support the foreign repre-that government.

sentative. In these instances, the command must obtain permission (2) Such official is authorized by the sponsoring government to
to negotiate and conclude a formal international agreement in ac-conduct business with the Department of the Army for purposes that
cordance with AR 550-51. This involves agencies within DoD and must be specific, citing related agreements, contracts, or other
the Department of State. If the proposed foreign liaison officer or arrangements.

personnel exchange officer comes from a country that has a SOFA (3) The official holds a specified level of security clearance.
which applies within the U.S. (e.g., the NATO SOFA), and the (4) The official may assume custody of documentary information
command will provide only de minimus support to a liaison officer, on behalf of the government.

then less formal procedures are permitted. A MOA/MOU should (5) The liaison officer's government will assume the responsibil-
discuss at a minimum the following items: ity for any and all U.S. CMI or CUI provided to such official.

(1) Accurate reference to applicable international (6) A description of the legal status of the proposed liaison offi-
agreements(e.g., bilateral health care agreements) and to a curreger (including any privileges and immunities to which the liaison
SOFA which covers the status of forces. Currently, there are veryofficer is entitled) and sponsoring government responsibilities.
few SOFAs that apply to foreign forces serving within the U.S. c. The receiving DA agency or MACOM will evaluate the re-
Several SOFA's apply to U.S. forces serving within other countries. quest and submit to DA a recommendation to approve or disapprove

(2) Unless covered in an applicable SOFA, a MOU/MOA must the request.
address such items as: parties, purpose, duties, legal status, customs,d. Upon receipt of the agency’s or MACOM’s recommendations
taxes, temporary travel, medical care, claims, exchange/commissaryor disposition of the request for LNO certification, ODCSINT, DA
privileges, criminal jurisdiction, disciplinary procedures, removal will decide on the request and formally notify the requesting
criteria and procedures, dispute resolution, uniform requirements,embassy.
security, agreement termination, and any other necessary provisions. e. Subsequent to formal certification, any proposal to broaden the
The U.S. may commit to providing benefits or obligating funds only scope of an LNO's certification is to be referred to ODCSINT,
in accordance with applicable laws and regulations. DA(DAMI-CIT) with full supporting rationale. Any proposal to

(3) If the other country is sponsoring a reciprocal(one-for-one) extend the LNO’s duration must be initiated by the requesting em-
exchange of liaison or exchange personnel, then the parties maypassy personnel utilizing FVS or by letter if the embassy is not on
agree to provide like support and services. FVS.Extension requests will state under “purpose of visit request”

(4) For liaison and exchange personnel coming from countries extension of current visit with that visit request's number. Notifica-
that have entered a SOFA that applies within the U.S., the MOU/tion of an LNO’s permanent departure or any change in contact
MOA should cover only those provisions not already addressed inofficer must also be forwarded to ODCSINT(DAMI-CIT) by the
the SOFA(e.g., no need to discuss status, customs, claims, taxed).S. command.
jurisdiction). f. Once initially granted, each liaison position will be reevaluated
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on each successive nomination, to ensure that the best interests @fiformation accessible by the computer is releasable to their

the host agency or MACOM and DA continue to be served. government.
S ] f. Misconduct. Foreign LNOs serve at the pleasure of DA and are
5-28. Administering liaison officers expected to conform to the Army’s customs and traditions and

a. Services provided. As official representatives of foreign gov- comply with all applicable statutory and regulatory requirements. If
ernments, LNOs may not receive administrative, operational, or 3 foreign LNO violates the terms of certification; violates statutory,
logistical services_ that involve the expenditure qf, or are supp_qrtedDA‘ or local regulatory requirements; or otherwise conducts per-
by, U.S. appropriated funds, unless such services are specificallysonal or professional affairs in a manner that is unsatisfactory to the
authorized pursuant to an approved international agreement or ar@ost agency or command:; the officer is to be reported in writing via
purchased by the foreign government. Typical types of servicescommand channels to the Director of Foreign Liaison, ODCSINT,
involved are use of office space or equipment, clerical and otherpa (DAMI-FL). The report is to cite full particulars and contain a
administrative support, housing, travel, exchange and commissaryrecommendation for final disposition by HQDA, for example, to
privileges, and access to medical facilities. refer the matter to the LNO’s military attache for appropriate admin-

b. Disclosure of Classiﬁed. informatior!. Terms of Cer.tiﬁcation ap- jstrative action, to temporarily suspend or permanently revoke privi-
proved for each LNO establish the maximum substantive scopes anfeges, to suspend certification for up to 30 days, or to revoke

classification levels within which disclosures of classified informa- certification.

tion may be made. As is the case with all access to classified

information, the proposed recipient must have a need to know thesection IV
information in question. In no case may any disclosure to a foreigngxchange Personnel
LNO exceed the classification level established in the original certi-

fication without express approval of ODCSINT, DA. 5-29. Concept

(1) Unless specifically authorized by their government and the a. In accordance with applicable exchange program regulations,
approved terms of certification, access to classified information by foreign military and civilian personnel may be integrated into the
foreign LNOs is permitted in oral and visual forms only. If author- DA work force to perform either general or highly specialized
ized access to classified information, an LNO may be included in duties. Such exchanges must be in furtherance of a formal bilateral
discussions involving classified information and may be shown clas-or multilateral agreement between the U.S. Army and foreign mili-
sified information in documentary form, provided such documentary tary establishment or of an agreement between the U.S. Army and
materials remain under U.S. control. When authorized by their gov-another U.S. Federal agency, which may elect to act on behalf of
ernment and the approved DDL to receive information in documen-foreign representatives. Such agreements must be formally coordi-
tary form, the LNO may also make and retain classified notes as anated with HQDA under AR 70-41 and AR 550-51. Unilateral
consequence of such discussions or observations. However, unlesassignment of foreign officers to U.S. positions without a reciprocal
the receipt of documentary materiel is authorized by the DDL, the exchange violates statutory prohibitions against the acceptance of
LNO is not permitted to reproduce the materiel in question (Seevoluntary services by an agency of the Federal government.
paragraph 4-9). b. The Army participates in only two programs that routinely

(2) All certified foreign LNOs may request release of classified involve the exchange of personnel: the Personnel Exchange
information in documentary form directly from host agencies and Program(PEP) (proponent: ODCSOPS, DA (DAMO-SSF), under
commands, provided the information in question is within the terms AR 614-10) and the Scientists and Engineers Exchange Program
of certification. LNOs, when authorized by their government and (SEEP) (proponent: HQ AMC, under AR 70-58).
consistent with the terms of certification, may be designated as an ¢. Another standing program in which the Army participates is
official channel of their government for the purposes of receiving the TTCP, which can involve exchange of foreign person-
classified information (see para 5-25d). nel(proponent: HQ AMC, under AR 70-23).

c. Visits. d. The role of ODCSINT, DA, in implementing formal agree-

(1) A visit by an LNO may be approved at the agency anents providing for the exchange of foreign personnel is two-fold:
MACOM level if the proposed destination is within the organiza- (1) In its coordinating staff capacity, ODCSINT reviews pro-
tional jurisdiction of DA and the purpose of the visit is within the posed MOU establishing exchange positions, associated job descrip-
scope of the officer's approved terms of certification. MACOM tions, and approves a DDL for each position for consistency with
disclosure officials are required to coordinate such visits betweenpOD and DA information disclosure policies.

MACOMs and do not require official authorization from ODCSINT, (2) In its foreign liaison capacity, ODCSINT receives and
DA. processes foreign embassy-initiated nominations of personnel to be

(2) All visits to destinations outside the terms of certification or assigned to exchange positions. DA authorities consummating
DA jurisdiction (that is, destinations under the organizational juris- agreements providing for the integration of foreign representatives
diction of other services, OSD, OJCS)—including unified and speci- into the DA work force are to provide an information copy of the

fied commands—and other Federal departments and agencies) muslOU to ODCSINT, DA (DAMI-CIT), in addition to copies depos-
be initiated on the LNO’s behalf by their embassy. ited in accordance with AR 550-51.

(3) Travel-related funding for all LNO visits is the exclusive
responsibility of the officer's parent government. 5-30. Restrictions on exchange personnel

(4) Travel on U.S. military aircraft by LNOs is governed by the a. Exchange programs will not be used as a mechanism for ex-
provisions of AR 95-1. changing technical data or other controlled information between the

d. Library and publications support. At the discretion of the host governments or for training of foreign nationals or instead of, or in
agency’s or command’s contact officer and through coordination combination with, liaison officer certification. Information ex-
with the FDO, an LNO may be granted access to unclassifiedchanges will be governed by appropriate agreements (such as coop-
sections of agency command libraries. Additionally, each LNO may erative research and development or data exchange
be provided a reference set of DA and agency and command publiagreements);training of foreign nationals will be in accordance with
cations necessary to the successful performance of the officer'ssecurity assistance procedures.
liaison duties and consistent with the officer’'s approved terms of b. Foreign exchange personnel function under the operational and
certification.Publication reference sets are to be on loan, and sucladministrative control of the DA agency and MACOMs to which
sets must be returned or transferred to the officer's successor wheassigned. Consequently, such personnel are prohibited from acting
the officer's certification ends. as official representatives of their parent governments.

e. Computer access. Foreign LNOs may not have unsupervised c. Foreign exchange personnel may not act in the dual capacity
access to computer systems (standalone or networked) unless thas an exchange participant and representative of their government
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while assigned to a DA component. (For example, an exchange5-33. Processing nominations of foreign personnel for
participant may not act as a liaison officer.) exchange )

d. Foreign exchange personnel may not serve as conduits be- & Only HQDA may approve exchange programs and assign-
tween DA and their government for requests and transmission ofments. On receipt of an administratively acceptable foreign embas-
CMI and CUI. sy-initiated nomination, ODCSINT will refer the nomination

; ; ded visit request if embassy is on FVS or letter signed b
e. Foreign exchange personnel may not be assigned to comman(ﬁ‘;x_ten q . Jassy mVS | 9 y
or other positions that would require them to exercise responsibili- llliﬁryPﬁgche&for:&rg?erﬁglonssgg c\/c\)/r;]flrmgtlg)cr:lstloN_l_ODCSOPS

ties reserved by law or regulation to an officer or employee of the or the or HQ or tne : en recewes a

U.S. Government, or that would afford them access to information favorable response from ODCSOPS or HQ AMC, the nomination
that is not authorized for release to their governments, will then be referred for further consideration and confirmation in

. . ... command foreign liaison/disclosure channels to the DA agency or
f. Exchange personnel may not be given security responsibilities.

E | ibility d di ~*MACOM in which the exchange position has been established.
ghc;rdc(esx?mp e, escort responsibility, document custodian, or security "\, “1a receiving DA agency or MACOM is to—

(1) Examine the nomination carefully to ensure that the

g. Foreign exchange personnel's performance of assigned duties,ominees’s resume of professional experience appears consistent
and functions—to include duty related travel and visits—is adminis- \ith the qualifications established for the position.

tered exclusively in U.S. Army channels and within the scope of the () The prospective host DA agency or MACOM must prepare a

applicable approved job descriptions and DDL. job description reflecting duties to be performed. The agency or
h. Forelgn_exchange personnel will not be assigned to DOD con-MACOM will prepare a draft DDL to accompany the previous
tractor facilities. information. (See Appendix D.)

i. Foreign exchange personnel are required to perform duties out- (3) Ensure that exchange personnel are not placed in positions
lined in the job description and in the DDL. They are authorized where access is required to CMI not releasable to the parent govern-
oral and visual receipt of classified information. Access to documen-ment, including contingency plans, intelligence information and
tary information required to perform duties will be controlled by the other sensitive information.
supervisor and designated contact officer. Release of information for (4) Ensure that the scope and classification level of information
retention is not authorized. (This restriction stems from the fact thatproposed for disclosure are the minimum necessary for satisfactory
foreign exchange personnel do not officially represent their parentjob performance. Additionally, the agency or MACOM must con-
governments while serving in an exchange capacity.) firm the concurrence of other Army agencies or commands exercis-

j. They may not have unsupervised access to libraries or docu-Ng Proponent cognizance over the information to be disclosed. Note

ment catalogs unless the information therein is releasable to thghat all disclosures must be within the scope of existing agreements

public. pertaining to the exchange of information with the exchange offi-
k. Foreign exchange personnel may not have unsupervised accesse"'S parent government. No new disclosure programs or exceptions
to computer systems (standalone or networked) unless the informago the NDP-1 will be considered merely to facilitate the integration

. : . . of foreign personnel.
tion accessible by the computer is releasable to their government. (5) Respond to ODCSINT within 30 days indicating its accept-

ance or rejection of the nominee.

(&) An acceptance response will comply with ODCSINT guid-
nce concerning completion of a DDL, to include but not limited
o:detail of job description, recommended level(s) of disclosure, and
equisite information on a designated contact officer.

5-31. Access limitations

Foreign exchange personnel access to restricted areas will be i
accordance with local policies and procedures and as specified in[
DDLs, position descriptions, and appropriate agreements. ForeignF
exchange personnel may not have access to the following types of ) A rejection response is to include sufficient rationale to per-

information: mit ODCSINT to formulate a definitive explanation to the nominat-

a. RESTRICTED DATA and FORMERLY RESTRICTED jng foreign government or international organization. Because
DATA. exchange positions are established by formal MOU or MOAs, rejec-

b. CMI or CUI provided by another government, department, or tion of a nominee must be based exclusively on the nominee’s lack
agency (including other DOD departments and agencies), unlessf professional qualifications—or other professional or personal

access is approved in writing by the originating government. considerations—unless the responding agency or MACOM concur-
c. Compartmented information, unless authorized by a separaterently notifies the proponent of the MOU, MOA, or program of its
government-to-government agreement. desire to cancel or suspend the exchange position.

d. Information bearing a special handling notice or caveat, such C. On receipt of the agency’'s or MACOM's response, ODCSINT
as NOFORN, that restricts access, except when authorized by thavill notify the nominating foreign government or international or-
originator. ganization of the outcome via FVS if embassy is on line or by letter

e. Any CMI that has not been authorized previously for release @nd will confirm completion of action to all concerned Army

by the responsible DA disclosure authority to the exchange profes-€léments. : - o
sional's government. d. Requests for an extension of existing exchange officer’s tour

of duty will be submitted utilizing an extended visit request format
5-32. Delegation of Disclosure Letter on FVS. Such requests will clearly state under “purpose of visit"the

Disclosure guidance, in the form of a DDL, will be established for reduested new dates and existing visit request number.

each exchange position. While the foreign disclosure officer (FDO) _ 4. Administering exchan fficer

is responsible for the_ preparation of the DDL, the DDL'’s develop- ° a3. Forc(‘eign chhagngee Cp(;sgﬁn& g?essubject to the same adminis-
ment should be a joint effort between the FDO and the exchangerative policies and procedures governing their U.S. Army co-
professional’s host supervisor. The supervisor should prepare theyorkers. Conflicts between the provisions of this and other applica-
contents of paragraphs 5 and 6 and the remaining paragraphs shoulle Army regulations and the language of the governing MOU are
be jointly discussed and agreed to between the FDO and the supefp pe tentatively resolved in favor of the MOU language, but

visor. Coordination with the proponent of information to be dis- promptly brought to the attention of appropriate regulation propo-
closed and with the FDO is required. DDL will be staffed through nents for final resolution.

command foreign disclosure channels to ODCSINT, DA(DAMI-  b. Exchange personnel serve at the pleasure of DA and are ex-
CIT) for approval. The DDL must contain the information in appen- pected to conform to the Army’s customs and traditions and comply
dix D. with applicable statutory and regulatory requirements. Formal agree-

ments establishing exchange positions are to contain mutually
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agreed-upon language governing disciplinary matters. Beyond the c. Ensure that coworkers are informed of the limitations on ac-
provisions of any formal agreement, instances of misconduct are tocess to information by the exchange person and their responsibilities
be reported to ODCSINT, in the manner prescribed in paragraphin dealing with the individual.
5-28f. d. Inform the foreign exchange person of their obligations, rights,
c. Foreign exchange personnel must be briefed by their contactand responsibilities.
officer and FDO and sign a certification similar to the sample in  e. Ensure that the foreign exchange person signs a certification
appendix F before being assigned to the host agency. The signedimilar to the sample in appendix F before being assigoetiet
certificate will be maintained by the local foreign disclosure office position.
until the exchange person has departed the assignment. f. A supervisor who is also the designated contact officer addi-
d. Foreign exchange personnel assigned to positions that mighttionally must follow the guidance in paragraph &-above.
provide access to technical data also must sign a certification gover-
ning the rights of the individual and the Department of Defense on
inventions and rights in property.
Chapter 6
5-35. Telmporafy duty travel of foreign exchange Meetings, Conferences and Symposia
personne
a. Travel by an exchange individual, provided the purpose of the Section |
travel is within the substntive scope of the individual's approved job Introduction
description, terms of certification, and are necessary to successful
performance of duty, may be approved by the agency or MACOM 6-1. Approval policies
to which the exchang individu& is assignedsubjet to the Overall policies governing the approval of, planning for, and con-
following: duct of meetings, conferences and symposia (hereafter: “meetings”)
(1) For intra-agency and intra-MACOM travel, proposals are to that are sponsored, cosponsored, or hosted by Army agencies or
be coordinated between the contact officer and the servicing foreigncommands prescribed in various Army regulations(principally AR
disclosure office. Initial coordination may occur in a manner that is 380-5 and DODD 5200.12), either by type of meeting or classifica-
mutually acceptable to both parties. tion of the meeting’s contents. This chapter does not alter those
(2) For inter-agency and inter-MACOM travel, agency heads and policies. With the exception of in-house meetings (see definition in
MACOM commanders will establish suitable internal procedures glossary), attendance or participation by foreign representatives at
and administrative requirements. many types of meetings—both classified and unclassified—is a pos-
(3) For HQDA staff elements and their field operating activities; Sibility that must be considered and planned for. This chapter is
to organizations, installations, and facilities under the jurisdiction of intended to supplement overall policies and to prescribe uniform
other services; to OSD and DOD agencies; to the Joint Staff (in_procedures to accommodate and facilitate foreign attendance or par-
cluding unified and specified commands); to other Federal agenciesficipation, when deemed in the best interests of the Army.
and to commercial firms (for discussions related to items on the .
U.S. Munitions List), coordination is to be accomplished through 62 Types of meetings . o .
foreign disclosure channals. The usual procedure will be to provideFOr the purposes of this chapter, meetings are divided into two
a copy of the exchnage individual’s DDL. Such requests will only distinct types: those which are and those which are not acquisition
be referred to ODCSINT, DA (DAMI-CIT)for necessary coordina- 'elated (see glossary).
tion, approval or denial, and notification to all parties concerned
only when requeste by the proposd recipien or its higher
headquarters.
hb.trllzor tOCOIN'USt tra\;tel téy CONUt_S-basedt_pferstonneI, rtt)egardless6_3_ Established Cooperative Programs . o
whether travel IS 1o attend a meeung, participaté or observe anMeetlngs related to Army participation in established multinational
exercise, or participate in an operation such as DESERT STORM or, ., relating to doctrinal issues (i.e., personnel, intelligence, opera-
R.ESTOFE HOPE provisios of AR 1-40 also are ap- tions, logistics, signal, transportation, legal, etc.) are not considered
plicable. OCONUS travel by exchange personnel requires approvalto be acquisitions oriented. If the meeting does not ultimately intend
by the HQDA-level agency responsible for the exchange (such as

ODCSOPS, DA(DAMO-SSF) for PEP and ASARDA (SARD-DI) Tto fgﬁz'gunn’difvﬁ]'%pbg{ggg@e’ or manufacture materiel or equipment,

Section |l
Non-Acquisition-Related Meetings

for SEEP.
c. All travel orders will identify the individual as being on ex- -4, Unclassified meetings
change with the U.S. Army. Cooperative development meetings involving only unclassified in-

d. For paragraphs a througrabove, determination as to the need formation do not require prior approval of ODCSINT;however, at-
for a U.S. escort officer who is from the exchange officer's parent tendance of foreign representatives must be requested in the manner
organization and is familiar with the latter's access and limitations. prescribed in chapter 5, section Il. Integrated members of an interna-
If the prospective host waives the necessity for an escort officer, ittional organization such as Headquarters, NATO, or Supreme Head-
will designate a contact officer to supervise the visitor's activities. quarters Allied Powers Europe will be authenticated by the U.S.

e. Proposed travel that does not meet all of the criteria in a, national military representative or U.S. documents officer at the
above, is to be referred for action to ODCSINT, DA(DAMI-CIT). respective headquarters. To facilitate processing of such requests,
Such referrals are to provide full explanations of factors requiring the Army host or sponsoring organization will notify ODCSINT,

ODCSINT, DA action. DA (DAMI-CIT)—via DA foreign liaison/disclosure channels—of
) . the type, date(s), and locations(s) of the meeting and the identity of
5-36. Supervisor functions _ _ the meeting POC (including DSN and commercial telephone num-
DA officials designated to supervise a foreign exchange personper). This information will permit ODCSINT to approve visit re-
will— _ 8uests promptly and notify all concerned parties with little delay.
a. Ensure that the persons understand the duties to be performe
in the positions to which they are assigned. 6-5. Classified meetings

b. Ensure that the person is provided access only to that classi-Cooperative development meetings involving the disclosure of clas-
fied and controlled unclassified information necessary to fulfill the sified information to foreign representatives require the designation
duties of the position description as described in the DDL, or asof a security sponsor and approval by ODCSINT, DA(DAMI-CI).
otherwise authorized in writing by the originator. Such approval is to be obtained in the manner prescribed in AR
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380-5, chapter 5. This process also notifies ODCSINT to expectthe project. The results of such analysis are prerequisite to a deter-
foreign RVAs. U.S. attendees at such meetings must understand thanination of potential foreign involvement in the project and attend-
neither ODCSINT concurrence in convening the meeting nence at both unclassified and classified project-related meetings.
ODCSINT approval of related foreign RVAs in any way affects—

a. Each individual's responsibility to obtain approval for infor-
mation proposed for disclosure at the meeting.

b. The responsibility of the DA sponsor to ensure that all U.S.
participants have obtained disclosure authorization for all CMI to be
disclosed at the meeting.

6-8. Procedures

After making a preliminary determination to convene or sponsor an
acquisition-related meeting that may involve foreign representatives,
an Army agency or command is to adhere to the following proce-
dures based on the sensitivity of the information to be disclosed.
Figure 6-1 gives a suggested time frame for implementation of the
procedure.

a. Unclassified meeting open to the pubkeior ODCSINT ap-
proval to convene the meeting is not required; however, the Army
. L L ) . Sponsor or cosponsor must—

6-6. Rathnallzgtlon, stand_ardlzatlon, and mteroperabl_llty _ _ (1) Notify ODCSINT, DA (DAMI-CIT) in the manner pre-
cooperation have resulted in DA's adoption of policies(AR 34-1) response to anticipated foreign requests to attend. If the meeting is
that effectively expand foreign attendance and participation at meetto be convened in a facility which is not under the jurisdiction of
ings. These policies require that— DOD, ODCSINT, DA will consider an Army sponsor’s or cospon-

a. Qualified government and industry representatives frosor's request to waive requirements for official visit authorization
U.S.allies and other friendly nations with which DOD has entered for representatives of foreign countries. If representatives of these
into reciprocal procurement agreements are to be afforded opportucountries will attend, it is necessary to obtain HQDA approval for
nities to compete on a fair and equitable basis with U.S. industry forofficial Army involvement in the event, irrespective of location.
DOD acquisition contracts—subject to U.S. laws and regulations. (2) Notify all participants that presentations must be approved for

b. Representatives be afforded suitable access to technical inforfelease to the public. Criteria for approval and procedures for ob-
mation necessary for such competition. Therefore, attendance byfaining such approval are contained in AR 70-31 and AR 360-5.
foreign representatives must be planned for at any meeting at whicHPOD 5220.22-M, governs presentations by contractor personnel
U.S. industry is represented. The most prevalent acquisition-relatedVhen the information in question is derived from or acquired as a
meetings are— result of a DOD contract. The ITAR or Department of Commerce

(1) Scientific and technical meetings convened under AR 70—26. Export Administration Regulation, as applicable, governs presenta-

) e ; tions by non-U.S. Government personnel when the information in
70(_2?))5Advan(:e planning briefings for industry convened under AR question is not derived from a DOD contract.

c. Meetings convened in cooperation with private, industrial-re- (3) Comply with provisions of AR 70-31 and AR 70-45 regard-

o T . ing the publication and dissemination of meeting proceedings.
lated associations (e.g., Association of the U.S. Army, American

S . ) - b. Unclassified meeting closed to the pukliisough prior
Defense Preparedness Association, National Security Industrial AS-ODCSINT. DA approval to convene the meeting is not required, the

sociation, Armed Forces Communications and Electroniggfmy SPONSOr Of COSPONSOr MUSt—

Section Il
Acquisition-Related Meetings

Association). (1) Coordinate with all DA agencies or commands having a pro-
. ponent or other substantive interest in the subject matter of the
6-7. Planning meeting to establish attendance criteria for foreign representatives

Acquisition-related meetings are distinct from other types of meet- prior to publicizing the meeting. In this regard, it is important to
ings in several ways that tend to complicate planning and requireconsider the prohibition on false impressions in paragraph 2—2 of
special procedures. this regulation and in DOD 5105.38-M, chapter 5. Rationale for
a. In some instances, it may be deemed in the Army’s bestpermitting foreign participation must be based on DA involvement
interest to permit attendance by persons who have no governmenin an applicable international activity or project (such as, a bilateral
affiliation (i.e., members of the public). In such cases, planners mustor multilateral cooperative R&D or RSI agreement relevant to the
ensure that all presentations by U.S. citizen personnel have beesubject matter of the meeting, a reciprocal procurement agreement,
approved for release to the public in accordance with applicableor a potential coproduction or co-development plan). When no spe-
laws and regulations (e.g., AR 70-31 and AR 360-5 for DA person-cific agreement can be identified to allow foreign attendance, the
nel). In all other cases, the substance of the information to behost must judge the benefit to the Army of allowing a particular
discussed—whether unclassified or classified—requires that attend-nation’s participation.
ance and participation at the meeting be limited to those personnel (2) Notify ODCSINT, DA (DAMI-CIT) in the manner pre-

(U.S. and foreign) having official government affiliation or sponsor- Scribed in paragraph 6-4, but also include a list of foreign countries
Sh|p and a need-to-know the information to be presented. whose attendance has been tenta“vely determined by the DA spon-

b. Eligibility for access to official information, particularly that SO to be in the best interests of DA and DOD. This list should

which is classified, varies from country to country. Accordingly, :rq\(;iltlilgﬁngounmes to which the Army sponsor desires to issue

information to be disclosed at a session attended by foreign repre-

sentatives will be limited to a level of eligibility (within the required (3) I'?%C‘gl thaé all g_on-U_.t_S. Gover??edntbatttﬁndjegé mLtjk?t_th

categories set forth in NDP—1) that is common to all foreign repre- , (@) If U.S. or Canadian citizens certified by the (other than
hose representing a non-U.S. or non-Canadian interest), be certified

sentatives at the particular session. It is improper to use specia y a DOD component as having a bona fide requirement to acquire
handling markings, such as NOFORN (Not Releasable to Forelgnthe information (see AR 70-31).

NatltonlaLs), _that tc’:pp(ljy to |ntteII||gen_(f:_e dlnform_atlon (AIR 381t_ﬁ) to (b) If foreign citizens (or U.S. or Canadian citizens representing
control foreign attendance at classilied Sessions, uniess INteNgence, .,y s - or non-JCO certified Canadian interests), be officially

information will be disclosed and the originating agency specifically sponsored by a foreign government in the form of a standard RVA

determines for the meeting in question that the information is not (see also para 5-1).

releasable. ) . (4) Ensure that all U.S. citizen participants are aware of the
c. When a meeting may lead to the award of a specific contrac-yequirement to obtain approval for presentations to audiences that

t(e.g., presolicitation, prebidders, preproposal, or preaward meeting)contain foreign representatives.

the meeting sponsor or cosponsor must analyze the extent to which (5) Comply with provisions of AR 70-31 and AR 70-45 regard-

classified information may be involved throughout the life cycle of ing the publication and dissemination of meeting proceedings.
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c. Classified meetindAR 380-5 prescribes ODCSINT, DA must that individual presentations—or topics as a whole—deemed un-
approve in advance DA sponsorship of any meeting involving the suitable for release to all potentially eligible attendees can frequ-
attendance of foreign representatives and the disclosure of classifie@ntly be modified to a suitably releasable form, or may be presented
information. This requirement also applies to symposia or confer- at one or more sessions of the meeting designated for U.S. person-
ences sponsored or cosponsored by non-Government askonly. Justification must also include description of the informa-
sociations.Because foreign participation in all acquisitiah-relat®on or technology that must be protected, a discussion of the U.S.
meetings must be assumed, prior ODCSINT, DA approval is re-lead in technology that serves as the purpose for exclusion, and a
quired for all acquisition-related meetings involving the disclosure statement affirming that no international agreements would be ad-
of classified information. Procedures for obtaining such approval versely affected by exclusion.Each request should be staffed with
and policies governing the conduct of classified meetings in generalboth intelligence and multinational program offices of the requesting
are contained in AR 380-5, chapter 5, and are amplified by thecommand prior to submission.
following: (4) On receipt of the foregoing request for sponsorship approval,

(1) Any meeting involving disclosure of classified information to ODCSINT, DA will coordinate with relevant HQDA and OSD staff
foreign representatives must have a DOD component designated aslements and respond to the requester within 10 working days.If
the security sponsor. Although properly cleared DOD contractor- sponsorship is approved, the ODCSINT response will contain—
s(including associations holding valid facility clearances) may per- (a) A list of eligible foreign countries for which attendance or
form security-related administrative functions, they may not participation would be approved on formal foreign government re-
designated as the DOD security sponsors for meetings. Securityquest. This information eases planning (including dispatching of
sponsorship for a classified meeting means that the DOD componeninvitations) and preparation of presentations.
has preeminent interest in the subject matter of the meeting, is able (b) A statement summarizing foreign attendance eligibility
to verify the need-to-know of all attendees, and has the authority tocriteria—for incorporation in publicity for the meeting.
approve foreign attendance or participation. Because this combina- (5) The approved DA security sponsor is responsible for ensuring
tion of characteristics does not exist at echelons below HQDA, athat each person scheduled to give a presentation at the meeting is
DA agency or commands will not formally agree, on behalf of informed of foreign countries expected to have representatives in
HQDA, to serve as the DOD component security sponsor for aattendance and of his or her responsibility to—
classified meeting without the prior written authorization of (a) Submit an abstract or detailed outline of the presentation, for
ODCSINT, DA (DAMI-CIS), obtained in the manner prescribed in preliminary disclosure review and guidance, in relevant command
AR 380-5, chapter 5. Associations approaching a DA agency orsecurity/foreign disclosure channels. This abstract or outline is to
command to arrange for a meeting may give the impression eitherarrive at the first level of command or technical supervision exercis-
that the event has been fully sanctioned by DOD or that the as-ing disclosure authority within 30 days following notification. A
sociation(or a cleared contractor member of the association) is prenon-Army cosponsor (such as, an industrial association) may collect
pared to accept total responsibility for obtaining necessary DOD and submit abstracts or outlines to ODCSINT, DA (DAMI-CIT) in
approval for the meeting and arranging all security-related aspectsbulk, for further dissemination.

DOD policies, however, strictly prohibit such actions by cleared (b) Submit a copy of the final text of the presentation (and any
contractors or associations acting on their behalf. supporting graphic aids) for formal disclosure determination in es-

(2) A DA agency or command is not authorized to agree to tablished command security/foreign disclosure channels to the appli-
host(as opposed to sponsor) a classified meeting without prior writ-cable DA agency or MACOM exercising disclosure authority. This
ten verification from ODCSINT, DA (DAMI-CIS). The verification = copy must arrive no later than 45 days prior to the meeting (60 days
will confirm whether another DOD component has accepted formal if the information involves proprietary restrictions or is of third-
security sponsorship for the meeting on behalf of DOD. country origin). A disclosure determination normally will not be

(3) A request for approval to serve on behalf of DA or DOD as rendered on graphic aids in the absence of an accompanying brief-
the security sponsor for a classified acquisition-related meeting is toing text. Obtaining disclosure authorization is the exclusive respon-
be addressed in command security/foreign disclosure channels twibility of the individual proposing to render the presentation. DA
ODCSINT, DA (DAMI-CIS). The request must arrive atcontractor personnel should be referred to procedures prescribed in
ODCSINT, DA no later than 120 days prior to the meeting date andDOD 5220.22—-M, paragraphs 5.9q. and 9.e.
contain the following: (6) ODCSINT, DA will approve or deny official foreign govern-

(a) Subject and title of the meeting, a topical outline(including ment requests for meeting attendance or participation on receiving
security classification of each topic, originating authority or agency them, but not later than 30 days prior to the meeting.When the
of the information proposed for release, and verification that the Army’s best interest would be served, and when additional attend-
topics have been cleared for release to the nations planned to bance/participation would not alter the meeting’s composition or pre-
invited to the conference), and a statement supporting the agency'sious disclosure determinations, ODCSINT, DA reserves the option
or command’s preeminent interest in the meeting’'s subject matter.to accept and approve requests not received on time.

(b) Date and specific U.S. Government installation or cleared (7) The DA security sponsor is to ensure compliance with
U.S. contractor location of the meeting. provivions of AR 70-41 and AR 70-45 regarding the publication

(c) Identity of the person designated to be the agency or com-and dissemination of meeting proceedings.
mand POC for arranging the meeting and the person designated to (8) Other responsibilities of the DA security sponsor’s designated
be the security manager for the meeting. Name, grade, and telemeeting security manager are as follows:

phone number must be included. (a) Ensure that attendance is limited to U.S. and foreign govern-
(d) Name and contact person of any cosponsoring non-Govern-ment and industry representatives whose security clearances and
ment association involved. need-to-know have been established to the satisfaction of the DA

(e) List of foreign countries to which the prospective sponsor sponsor or coSponsor.
wishes to send invitations, or from which requests to attend or (b) Ensure that each presentation to be rendered—whether classi-
participate may be expected (with supporting rationale for such fied or unclassified—has been duly approved in writing for disclo-
participation). sure to the countries represented by the foreign personnel in
(f) If applicable, and in lieu of (3) above, a fully justified pro- attendance. Prohibit presentations that do not bear evidence of
posal to totally exclude otherwise eligible foreign attendees or par-proper approval.
ticipants from the meeting in its entirety. Rationale for total (c) Advise both U.S. and foreign attendees of the consequences
exclusion must be based primarily on the grounds of national securi-of unauthorized dissemination of information disclosed at the
ty, be consistent with current national disclosure policies, and reflectmeeting.
an assessment of the meeting’s total content. It is important to note (d) Control the taking of notes during classified presentations.
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(e) Ensure that areas in which classified presentations are to be (g) Ensure that proceedings of the meeting are properly pub-

rendered are properly cleared for such use. lished, marked, and disseminated in accordance with AR 70-31 and
(f) Provide facilities for the temporary storage of classifieAR 380-5.
materials. (h) Promptly report known or suspected security violations to

ODCSINT, DA (DAMI-CIT).

1. Step 1—8 months prior to the meeting

Association or host command must approach Defense technical representatives to identify topics to be covered and probable classification level of
information involved for planned meeting, conference, or symposium in accordance with AR 380-5.

2. Step 2—7 month prior to the meeting

Association or host command must coordiante with local FDO and through command channels to HQDA foreign disclosure representatives to—

a. Determine countries that can potentially attend, based on topics to be covered and classification level and sensitivity of information
involved, or request to exclude otherwise qualified foreign industry representatives from participation.

b. Identify host and Army security manager. Army activity sponsoring classified meeting will be reponsible for all supporting security
requirements for conference.

c. Select meeting site. Classified meetings will be held only at Government installations or cleared DA contractor facilities in which
adequate safeguards can be applied.

d. Draft properly formulated limiting statements for inclusion in advertising literature. Notices or invitations to attend classified meetings will
be sent only to appropriately cleared personne.

3. Step 3—6 months prior to the meeting

Association or host command will develop call for papers, including disclosure guidelines for the meeting, information on anticipated foreign
attendance, and instructions on obtaining written disclosure authorization from the proponent for materiel to be presented. This written authorization
must include specific countries to which the paper can be disclosed. (Physical transmittal of any classified information must be authorized in
advance.)

4. Step 4—3 months prior to the meeting

Association or host command provide copies of unclassified abstracts of potential papers for foreign disclosure review by the FDO. Each abstract
should include title of paper, full name and position of author or authors, name of company or organization represented, and name of DA information
proponent agency, if applicable. If release determination cannot be made, abstract should be sent to ODCSINT, DA (DAMI-CIT) for processing.

5. Step 5—2 months prior to the meeting

Papers prepared by US Government and military personnel will be submitted through originating command-level security and foreign disclosure
office to appropriate MACOM for approval or futher coordination. Papers prepared by US industry, educators, and other non-Government personnel
willbe submitted through appropriate Government contract program office for clearance if no approved munitions license exists. If information to be
released is covered by approved munitions license, caution must be exercised to ensure terms of license include all potential foreign participants at
symposium.

Figure 6-1. Guidelines for foreign participation in classified meetings

AR 380-10 « 30 December 1994 35



Appendix A AR 12-15

References Joint Security Assistance Training(JSAT) Regulation

Section | AR 25-55

Required Publications The Department of the Army Freedom of Information Act Program.
AR 1-40 AR 25-400-2

Clearance Requirements and Procedures For Official TemporaryModern Army Record Keeping System
Duty Travel Outside Continental United States. (Cited in paras 4-
2a(2) and 5-36b.) AR 40-3

Medical Dental and Veterinary Care

AR 34-1

International Rationalization/Standardization and Interoperability. AR 70-1 o _

(Cited in paras 1-20, 2-11a, 3-6, 3-7a(1), and 3-8b(1).) Systems Acquisitions Policy and Procedures
AR 70-11 AR 70-57

Dissemination of Scientific and Technical Information. (Cited in Military-Civilian Technology Transfer
paras 4-6a(1) and 4-8d.)

AR 95-1
AR 70-31 Army Aviation: Flight Regulations
Standards for Technical Reporting.(Cited in paras 2-8, 2-10, 3-4a, 4-
6a(1), and 6-8b.) AR 210-50

Housing Management
AR 70-33
Mutual Weapons Development Data Exchange Program '?E 3,30_21P' p
(MWDDEP) and Defense Development Exchange Program(DDEP). € Army Frivacy Frogram
(Cited in paras 1-20, 2-11, and 3-8b.) AR 360-5

AR 70-41 Army Public Affairs, Public Information

Cooperation With Allies and Other Nations in Research and
Development of Defense Equipment. (Cited in paras 2-11c, 3-8b(2),
3-9a, and 6-8c¢(7).)

AR 380-28 (C)
The Department of the Army Special Security System (U).

AR 380-381 (C)

AR 70-58 !

International Professional(Scientists and Engineers) Exchange Special Access Programs (SAPS)(U)

Program. (Cited in para 3-8c.) AR 525-16

AR 3805 Temporary Cross-Border Movement of Land Forces Between the
Department of the Army Information Security Program. (Cited in United States and Canada

paras 4-2b(1), 4-9b(1), 5-19, 6-1, 6-5, and 6-8c(8)(9).) AR 530-1

AR 380-15 (C) Operations Security

Safeguarding Classified NATO Information (U). (Cited in para 5- pgop 5105.38-M

20a.) Security Assistance Management Manual
AR 381-1 _ o _ _ DoD 5200.1-R
Security Control of Dissemination of Intelligence Information.  |nformation Security Program Regulation

(Cited in para 6-7b.)
DoD 5220.22-M

AR 381-12 _ _ _ Industrial Security Manual for Safeguarding Classified Information
Subversion and Espionage Directed Against the U.S. Army
(SAEDA). (Cited in para 5-6.) DoDD 2040.2

International Transfers of Technology, Goods, Services, and
AR 550-51 Munitions

Authority and Responsibility for Negotiating, Concluding,
Forwarding, and Depositing of International Agreements. (Cited in DoDD 5000.1
para 2-1l1a, 2-11c, 2-1le, 3-1a, 3-9a, 5-29.) Defense Acquisition

AR 614-10 DoDD 5100.55
US Army Personnel Exchange Program With Armies of Other United States Security Authority for North Atlantic Treaty
Nations; Short Title: Personnel Exchange Program. (Cited in parasOrganization Affairs
3-8c, and 5-29b.)
DoDD 5230.11

Section |l Disclosure of Classified Military Information to Foreign
Related Publications Governments and International Organizations

AR 12-1 DoDD 5230.20

Security Assistance - Policy, Objectives, and Responsibilities Visits and Assignments of Foreign Representatives

AR 12-8 DoDD C-5230.23

Security Assistance - Operations and Procedures Intelligence Disclosure Policy(U)

DoDD 5230.24
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Distribution Statements on Technical Documents

DoDD 5230.25
Withholding of Unclassified Technical Data From Public Disclosure

DoDD 5400.7
DoD Freedom of Information Act Program

DoDI 5000.2
Defense Acquisition Management Policies and Procedures

DoDI C-5220.29
Implementation of the North Atlantic Treaty Organization Industrial
Security Procedures (U)

DoDI 5230.18
The DoD Foreign Disclosure and Technical Information System
(FORDTIS)

EAR
Export Administration Regulations (15 C.F.R. 368-399)

MCTL
Militarily Critical Technologies List

NDP-1 (S)

FN 380-10c
Technology transfer cases

FN 380-10d
Foreign national visits

FN 380-10e
Foreign representative certifications

FN 380-10f
Foreign military attache files

FN 380-10g
Foreign national protocol files

FN 380-10h
Foreign national tours

Appendix B
Exceptions to Policy

B-1. Exceptions to the National Disclosure Policy (NDP-1)
a. An exception to NDP-1 (ENDP) is required when a potential

National Policy and Procedures for the Disclosure of Classified disclosure of CMI—

Military Information to Foreign Governments and International

(1) Exceeds NDP-1-prescribed maximum classification level for

Organizations. (Copies of this publication may be obtained from which the prospective foreign government or international organiza-

HQDA (DAMI-CIT) WASH DC 20310-1057.)
US—Canada Joint Certification Program. OUSD(P) Pamphlet

Section Il
Prescribed Forms
This section contains no entries.

Section IV
Referenced Forms

DA Form 39 (C)
Document Accountability Record

DD Form 441
Department of Defense Security Agreement

DD Form 1822
Report of Disclosure/Denial of US Classified Military Information

DD Form 2345
Militarily Critical Technical Data Agreement

DTIC Form 55
Defense Technical Information Center Request for Release of
Limited Document

FN 380-10a
Systems and materials

FN 380-10b
Country files
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tion recipient is eligible within the CMI category in question.

(2) Does not conform to any of the basic disclosure criteria and
conditions prescribed by NDP-1 and listed in paragraph 2-4.

b. Each proposed ENDP is to be sponsored by the HQDA staff
agency designated in chapter 1, section Il, para 2-11 of this regula-
tion as exercising primary delegated disclosure authority for the
category of CMI that is predominant in the matter at issue. The
sponsoring agency is to--

(1) Obtain ARSTAF and cognizant functional OSD office con-
currence in seeking the ENDP.

(2) Task appropriate agencies to provide the complete requisite
supporting rationale or justification to ODCSINT, DA (DAMI-CIT).

(3) Formally request that ENDP be initiated by ODCSINT,
DA(DAMI-CIT).

c. ODCSINT, DA (DAMI-CIT) will—

(1) Prepare the proposed ENDP in final form, as depicted in
figure B-1.

(2) Coordinate the final ENDP package with the sponsoring
HQDA agency prior to submission to the NDPC.

B-2. Exceptions to DA policy

a. An exception to DA policy is required whenever a potential
disclosure of CMI or CUI does not conform to policies or proce-
dures established in this regulation.

b. Requests for exceptions to DA policy—
(1) May be submitted by an DA agency or command.
(2) Are to be submitted in command foreign disclosure channels.

(3) Are to be prepared and submitted in letter form, unless the
urgency of need necessitates submission in electrical message form.

(4) Are to incorporate applicable elements from figure B-1.
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DAMI-CIT (380-10c) (Date)

MEMORANDUM FOR THE CHAIRMAN, NATIONAL DISCLOSURE POLICY COMMITTEE
(NDPC), OFFICE OF THE UNDER SECRETARY OF DEFENSE (POLICY)

SUBJECT: Request for Exception to the National Disclosure Policy (E-NDP)—Insert country herejArmy NDPCCase Nr. 2000-00)
L)

1. (U) The Department of the Army requests (insert either “a continuing” or “a one-time"exception to the National Disclosure
Policytopermitthedisclosureof (insert CLASSIFICATION) (insert one or more NDP categories, each with its designation, e.g., “Category 1,
Organization, Training, and Employment of Military Forcesififormation to the Government of (insert countrylremainder of sentence

states very concisely why the exception is being requested, e.g., 'in furtherance of the possible sale of the (system)

tothe (country)armed forces’ or'in support of the negotiation of a Data Exchange Agreement pertaining to (system)

2. (U) Anexception to policy is required because the level of classified information involved exceeds the eligibility

levels established in NDP-1, annex A, for (identify country) (This statement will vary with the situation. Somenations may

notbelisted atallinthe annex, and the sentence cantherefore vary in content.Basically, the prepareris simply
stating why an E-NDP is needed.)

3. (U) Anassessment of how each of the disclosure criteria and conditions  set forth in section Il (Policy)of NDP-1(as
well as Chapter 1, C-1.a., of this regulation) will be met as follows:
a. (U) Disclosureis consistentwith the foreign policy of the United States toward the Government of (the recipient

government) (Cite these policies or objectives, avoiding generalities such as 'the recipient cooperates with the
United Statesinpursuanceofmilitary orpolitical objectives.) The*JCS Joint Strategic Planning Document Support-
ing Analysis(JSPDSA)" is a good source document for this entry. ODCSOPS POL-MIL and ODCSINT Foreign Intelligence
Division can provide information to support or validate this justification.)

b. (U) The military security of the United States permits disclosure. Disclosure of advanced technology, if
compromised, willnotconstituteanunreasonablerisktothe US militarytechnology. (Explain. Describe the system.
Designate exactly whatyou are trying to sell or release. What components are classified? What elements are really
critical? Doesthe systemor doits components represent a significantadvance inthe state-of-the-art? What other
countries have this system? Are comparable systems (foreign or domestic) using the same technology already in the
marketplace? What precedent exists for release of this particular system? Are export versions available? Do the

program manager (PM) and OASA(RDA)support the release of this system? If there is a security classification guide for
this system, it should be attached as an enclosure.)

c. (U) The Government of (the foreign recipient of the information) will afford the information substantially the
same degree of security protection given to it by the United States. This statement is supported in part by the
following:

(1) (U)General Security of Military Information Agreement (GSOMIA): (Cite an existing GSOMIA, including date
and any extracts that might be appropriate.)

(2) (U)Industrial Security Agreement: (Same guidance as in (1) above.)

(3) (U) NDPC Security Survey: (Same guidance asin (1) above.)

(4) (U) CIA Risk Assessment: (Same guidance asin (1) above.)

(5) (U)Disclosure Policy Statement: (Same guidance as in (1) above).

(6) (V) (Addadditionalinformationto describe the security situationthat pertainstotheforeignrecipient.
YoucanciteotherreleasesofotherUS CMItothatcountryasexamplesofUSconfidenceinthesecurityproceduresof
that country.)

d. (U) Disclosure  will result in benefits to the United States at least equivalent to the value of theinformation

disclosed.

(1) (V) (Is there a quid pro quo involved? Describe the information and the value to the United States.)

(2) (U)(Explain how the exchange of military information for participation in a cooperative project will be
advantageous to the United States from a technical or military viewpoint.)

(3) (U) (If the development or maintenance of a high degree of military strength  and effectiveness on the partof
the recipient government will be advantageous to the United States, explain how.)

e. (U) The disclosure is limited to information necessary to the purpose for which disclosure is made. (Add a

concisestatementexplainingexactlywhatthisdisclosureinvolves.Ifthisrequestinvolvesonlythesaleoftheend
item(Category2information),thenthe preparershouldindicateclearlythatrelease of R&D (Category 3)or Produc-
tion (Category 4) data is not involved or that documentation will be sanitized.)

4.(U)(Explainanylimitationsplacedontheproposeddisclosureintermsofinformationtobedisclosed, disclosure

Figure B-1. Format for a Request for Exception to the NDP—Continued
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schedules, or other pertinent caveats that may affectapproval or denial of the request. Limitations are developed
workingwithASA(RDA),thePM,orboth.Limitationsincludephasingoftherelease,substitutionorremovalofcompo-
nents, prohibitionsonthereleaseofcertainhardware orinformation,andrestrictionsthatmustbeincludedbefore
the release can be executed. It should be noted that if there is no security agreement in force, an item-specific
agreement must be executed with the recipient country before the release.)

5. (U) Therequested exception is a continuing exception, subject to annual review (or “is a one—time exception to
expireon”agivendate).(Acontinuingexceptionusuallyisassociatedwithalong-termproject,suchasacoproduc-
tion program or military sale when the United States will be obligated to provide life cycle support. A one-time
exception typically is used for a briefing or demonstration or short-term training.)

6. (U) The UScountry team in (insert countrysupports this initiative. (NDP-1, section IV (Procedures) requires that prior
toapproval ofany newdisclosure program, or submission of arequestforexceptionto policy, appropriate US offi-

cials in the recipient country, as well as the views of the Theater Commander, will be consulted concerning the

approval. Attach as an enclosure a copy of the country team message that provides their comments. Sufficienttime

should be allowed to obtain an opinion from US Embassy personnel in-country and the responsible Theater Commander
beforesubmittingtherequestforapproval. Many casesare delayedbecauseaUSEmbassyor TheaterCommanderopinion

has not be obtained.)

7. (V) (Add here the opinion of other interested Departments or Agencies if joint-Service or shared information is
involved. If the information or item of equipment is of shared or joint interest, such as an air-to-air missile  used by
two Services or containing technology of concern to another Service, the views of the other party should be included.)

8. (U) (Add here any information not mentioned that would assistthe NDPC members, the Secretary of Defense, or the

Deputy SecretaryofDefenseinevaluatingthe proposal. The preparercanusethisparagraphtopresentevidencethat

would counter arguments (usually involving the security status of the proposed recipient or concerns for the technol-
ogyinvolved)opposingtherelease. The preparermust notattemptto hide these opposing views butmustaddress each

issue. Failure to do so may resultin an adverse reaction to the case when these issues are eventually raised.)

9. (U) Points of Contact (POCs): (The name and telephone number of knowledgeable individuals within the requesting
organizationwho canprovide additionaltechnical detail or clarificationconcerningthe caseatissue. Usually the
following are included:)
a.(U) (Name, rank (if military), office symbol, and telephone number of the sponsor or preparer.)
b.(U) (Name, rank (if military) officesymbol,andtelephonenumberofthe PM, Office ofthe Deputy Chiefof Stafffor
RD&A official, and technical expert on the system atissue, as applicable.)
c.(U) (Name, rank (if military) office symbol, and telephone number of the ODCSOPS and ODCSINT action officer who
provided input to the political-military and risk assessments for this case.

d. (U) (Name, rank (if military), office  symbol, and telephone number of the Army member (or alternate), NDPC, who submits
the case to the NDPC.
10.(U)AnNDPCvoteisrequestednolaterthan (insert date) (TenfullworkingdaysforNDPCcasedeliberationsshouldbe

allowed. Thesuspensedate (10fullworkingdays)iscomputedstartingfromthefirstfullworkingdayafterthe date
of the request.)

Encls Signature Block
LTC,GS
Army Member, NDPC
(RECOMMENDHEBNCLOSURES:Country team message, security  classification guide, or other applicable technical assessment for the item or

equipment proposed for export, and any other enclosures necessary to understanding the case.)

Figure B-1. Format for a Request for Exception to the NDP

Appendix C b. After OSD review, the TA/CP will be used by the cognizant

Technology Assessment/Control Plan (TA/CP) DOD Component as the basis for developing negotiating guidance
) prior to negotiations with a foreign government.

C-1. Overview c. The TA/CP also requires that the cognizant DOD Components

a. The TA/CP requirements set forth in paragraphs C-1 through gevelop a Delegation of Disclosure Authority Letter (DDL) as part
C-4 below meet the technology assessment prerequisite for requestsf 5 request for authority to conclude (RAC) an agreement. The
for authority to negotiate (RAN) an international agreement. In ppl will provide detailed guidance regarding releasability of all
developing the TA/CP, cognizant DOD Components will consider gjements of the system, information or technology in question. Until
and incorporate, as appropriate, all applicable National Disclosurethe DDL has been approved, there can be no promise or actual

Policy (NDP) and DOD technology transfer policy guidelines, and release of sensitive information or technology. For phased R&D
service disclosure policy.
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programs, both the TA/CP and the DDL should address time-phased e. Describe the impact on US and foreign military capability as a
releases of technical data to ensure that sensitive information isresult of participation in this program:
protected from premature or unnecessary exposure. (1) Identify and describe the extent to which the US system or
d. The DDL also will provide specific and detailed guidance to technology contributes to an advance in the state of the art, or a
support evaluation of proposed exports/releases of defense articlegnique operational advantage. Include, if known, a summary of US
and technical documents by DOD Components and defense contraghvestment and R&D or operational lead-time represented.
tors.The attached format may be used as general guidance for prepa- (2) State the specific contribution of foreign participants to pro-
ration of DDLs. gram objectives, project resources, and enhancement of the US
e. Upon conclusion of an agreement, the DDL will be updated as Military capability and technology base. »
required and issued by the participating DOD Component to ensure f- Describe the potential damage to the US technology position
that transfers of defense articles and information by US governmentand military capability in the event of a compromise (without regard
or US industry personnel will comply with the TA/CP, NDP, and O potential participants). Explicitly address the impact of loss or

applicable DOD/Service security policies and procedures. diversion of the system or technology. Specify assumptions and
discuss the following:
C—2. Program concept (1) Transfer of a military capability the loss of which would

Briefly describe the basic concept of the program in terms of the threaten US military effectiveness (for example a missile seeker for
overall technical, operational, and programmatic concept, including, Which we have no countermeasures, or information allowing the

as appropriate, a brief summary of the requirement or threat ad-development of effective countermeasures negating a primary US
dressed. If possible, use official military designations.When applied technological advantage). o _ )

to R&D cooperative programs not related to specific systems, the (2) Potential compromise of sensitive information revealing sys-

technical objectives and limits of the cooperative effort should be t€ms’ weaknesses that could be exploited to defeat or minimize the

defined. effectiveness of US systems;
(3) Susceptibility to reverse engineering of sensitive design fea-
C-3. Nature and scope of effort/objectives tures or fabrication methods; _
State the operational and technical objectives of the proposed pro- (4) Extent to which the technology that is to be transferred can
gram. Indicate specifically the following: be diverted and/or exploited for purposes other than the one in-
a. Nature and scope of the activity (for example, cooperative tend_ed uno_ler the specific program (e.g_., atechno[o_gmal c_apablllty to
research, development, and/or production). fabricate ring laser gyros translates into an ability to implement

¢ advanced long-range missiles, precision land and sea navigation,
etc.); or
e (5) Potential impact of participation on US competitive position
jor US industrial base, if any. (The conclusions of the Industrial Base
Factors Analysis may be incorporated by reference.)
g. Estimate the risk of compromise, considering the following:
(1) Susceptibility of the technology to diversion or exploitation,

b. Country or country groups participating, and the anticipate
extent of participation by each, including identification of foreign
contractors and subcontractors, if known.Differentiate between thos
that are committed participants and those that are only potentia
participants.

c. Program phases involved and, if applicable, quantities to be

developed and produced or tested. . g Sl . .
d SEmmar gf roiected benefits to United States and Otherand its priority as a target for foreign |nte_II|_gence_ service (FIS)
artici antsy' tecphrllolo coduction bases. and militagollection, if known. (The degree of susceptibility will depend to a
P P : gy, P ' Ofeat extent on the exact nature of the technology in question, the

capability(detailed in para Ceelow). form of the transfer, and the indigenous capability of the recipient);
e. Cognizant POCs within DOD Component headquarters or pro- (2) The potential participants/recipients, including:

gram management organization. , _ (a) An evaluation of their security and export control program-
f. Major milestones or dates by which the assessment will requiregincluding reference to any specifically related agreements with the
review or revision. us).
(b) Their past record of compliance with such agreements and in
C—4. Technology assessment protecting sensitive/classified information and technology.

a. ldentify products or technologies involved in the program.This
section of the assessment should discuss topics listed below using—-5. Control plan
the MCTL and other applicable DOD technology transfer policies as This section of the TA/CP is the basis for negotiating guidance for

guides. agreements, and ultimately will be implemented in the DDL. Specif-
(1) Design and manufacturing know-how and equipment used forically, this section will identify measures proposed to minimize both
development and production. the potential risks and damage due to loss, diversion, or compromise

(2) Systems or components or information used for other pur- of the critical/ classified elements identified in sections C-3a and b
poses (for example maintenance or testing) that would allow aabove, and will clearly identify any specific limitations/conditions
recipient to achieve a major operational advance. (When applicablerequired to protect unique US military operational and technological
cite other specific US programs and projects from which technical capabilities. Appropriate measures that should be considered and
information or hardware will be provided.) discussed include: _ _ _ o

b. State classification and NDP category (such as Category® Phased release of information to ensure that information is
3(R&D)) of US technical data and design and manufacturing know- disseminated only when and to the extent required to conduct the
how to be contributed. program. (Specifically, production technology should not be re-

c. Provide an evaluation of the foreign availability of comparable !€ase€d prior to a program decision requiring the use of the technol-
systems (considering quality, production capability and costs, if °9Y in guestion.);

known) and comparable/competing technologies, including: . ?I r?aelsmcélorri]ts ?Qt rreeletase%é)f spe(i:fl;‘lc \'Ia{ﬁ”pat'ogj KtJ p(rjOtteaC”tSU;
(1) Current or projected capabilities worldwide; atio securily interests. Spectiic egard to de

: - design and production know-how and software, including software
(2) Current or projected capabilities of proposed participants or documentation, development tools and know-how:
recipients; aqq . . c. Release of specific hardware or software components in modi-
3) Ava!lablllty of te_chnologles worldwide. fied form, or as completed, tested items:
d. Identify any previous releases or current programs (such as q gpecial security procedures (both government and industrial)
sales, cooperative programs, information exchange) involving thes control access to restricted materiel and information. Also to be
transfer or exchange of this or comparable equipment apghsidered are:

technologies. (1) Controls on access of foreign nationals at US facilities;and
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(2) Procedures to control releases by US personnel at foreignfor program implementation, including commercial and government
facilities; and sales, coproduction, and information exchange programs.

e. Other legal or proprietary limitations on access to and licensed c. TA/CPs and other technology security related documents often
uses of the technology in implementing technical assistanmmtain classified or controlled unclassified information of a sensi-

agreements. tive nature. These documents should have distribution statements
applied to preclude unauthorized public disclosure or disclosure to
C-6. Notes inappropriate entities.

a. In some cases, particularly early in R&D programs, the full
range of technological alternatives and potential participants may
not be fully known. Specific hardware and technical data may not
be completely defined, and the nature and availability of end itemsAppendix D
and technical data can evolve rapidly during a developmddelegation of Disclosure Authority Letter(DDL)
program.In these cases the TA/CP should define comprehensiveThe following DDL formats (figs D-1 and D-2) should be used by
technical criteria, in sufficient detail to support release decisions asDA elements. All items identified will be provided in the order
the program evolves. shown. Each DDL requires a warning statement which, as a mini-
b. The TA/CP should be supported by detailed evaluation of the mum, is to be placed at the top of the DDL;s first page and the
individual elements of hardware and technical data relating to thebottom of the last page. It is recommended it be placed at the top of
program. With this supporting information, the resulting document each page. It must be bold and in larger letters than the DDL;s
should be adequate to support any case-by-case evaluation requirezbntents so it clearly stands out. The wording of the warning state-
ment is below.

EXAMPLE 1
Delegation of Disclosure Authority Letter for Weapons Systems or Data Exchange Annexes (DEA's)

THE INFORMATION CONTAINED IN OR A COPY OF THIS DDL
WILL NOT BE PROVIDED TO THE SUBJECT OF THIS DDL
OR ANY OTHER FOREIGN NATIONAL

OFFICE SYMBOL (380-10)
SUBJECT: Delegation of Disclosure Authority Letter (DDL)/DA ASSIGNED NUMBER
TITLE: Delegation of Disclosure Authority Letter..INDICATE COMMAND RECEIVING AUTHORITY

|. CLASSIFICATION: The highest level of military information that may be disclosed is...INDICATE HIGHEST SECURITY CLASSIFICATION LEVEL
AUTHORIZED FOR RELEASE.

2. DISCLOSURE METHODS: INDICATE TYPES OF DISCLOSURE METHODS AUTHORIZED. For example: Oral, Visual, or Documentary.

3. CATEGORIES PERMITTED: USING TABLE 2 AS A GUIDE, INDICATE THE CATEGORIES OF INFORMATION AUTHORIZED FOR RE-
LEASE.

4. SCOPE: INDICATE CLEARLY TO WHOM THE DISCLOSURE AUTHORITY IS GRANTED, FOR WHAT PROGRAM, SYSTEM, STUDY ETC,
AND CLEARLY INDICATE THE AUTHORIZED RECIPIENT(S). INDICATE WHAT AGREEMENTS, MOA'S, DEA’'S, FMS CASES, INTERNA-
TIONAL COOPERATIVE PROGRAMS ARE INVOLVED. As an example: The Commander MICOM is delegated authority to disclose CMI
originated by MICOM within the categories listed in paragraph 3, subject to the limitations delineated in paragraphs 5 and 6. The Commander may
also disclose CMI originated outside of MICOM when the disclosure is authorized by the originator of the information to:

United Kingdom of Great Britain and Northern Ireland
Republic of France
Federal Republic of Germany

IN THIS PARAGRAPH BE AS COMPLETE AND AS DESCRIPTIVE AS POSSIBLE TO ENSURE A COMPLETE UNDERSTANDING BY
HQDA.INCOMPLETE OR UNCLEAR STATEMENTS WILL RESULT IN STAFFING DELAYS AT HQDA OR THE RETURN OF THE DDL FOR
REWRITE.

5. AUTHORIZED FOR RELEASE/DISCLOSURE:IN THIS PARAGRAPH IT MUST BE CLEARLY STATED WHAT INFORMATION UNDER THE

Figure D-1. DDL for weapons system or data exchange annexes—Continued
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COGNIZANCE OF THE DISCLOSURE AUTHORITY IS/WILL BE AUTHORIZED FOR RELEASE. IT IS IMPORTANT THAT THE DDL DEVELOP-
ING AUTHORITY BE AS DETAILED AS POSSIBLE IN OUTLINING PORTIONS OF PROGRAMS, SYSTEMS, STUDIES, ETC. THAT THIS DDL
IS DESIGNED TO COVER. THIS PARAGRAPH SHOULD PROVIDE SPECIFIC DETAILS REGARDING THE INFORMATION TO BE RELEASED,
TO INCLUDE THE LEVELS OF THE CLASSIFICATION ANTICIPATED FOR RELEASE AT DIFFERENT PHASES OF THE PROGRAM.
TERMINOLOGY USED MUST BE CONSISTENT WITH THAT USED IN THE DEVELOPMENT OF THE APPLICABLE SYSTEM SECURITY
CLASSIFICATION GUIDE (SCG). THE SCG'S FOR A WEAPONS SYSTEMS OR TECHNOLOGY PROVIDE A COMMON LANGUAGE AND
FRAMEWORK FOR DEVELOPING PARAGRAPH 5 AND 6. IT IS RECOMMENDED THAT THE LANGUAGE IN THE GUIDES AS WHO'LL AS
THE TOPICAL SUBDIVISIONS IN THE GUIDE BE USED AS A TEMPLATE FOR STRUCTURING YOUR PARAGRAPH 5 AND 6. INCOMPLETE
INFORMATION OR UNCLEAR STATEMENTS WILL RESULT IN STAFFING DELAYS AT HQDA AND THE RETURN OF THE DDL FOR
REWRITE. For example:

WEAPONS SYSTEM PERFORMANCE AND CAPABILITIES

(a) Projectile: Analysis data relative to the projectile, specifically
(b) Submunition:Countermeasures related to the submunition, specifically

6. NOT AUTHORIZED FOR RELEASE/DISCLOSURE: THIS PARAGRAPH MUST SPECIFY THE LIMITS OF THE DISCLOSURE AUTHORITY.
INCOMPLETE INFORMATION OR UNCLEAR STATEMENTS WILL RESULT IN STAFFING DELAYS AT HQDA AND/OR THE RETURN OF THE
DDL FOR REWRITE. AS A MINIMUM THE FOLLOWING INFORMATION SHOULD BE INCLUDED: The following CMI is not authorized for
release or disclosure under the terms of this DDL. Requests for exception to these restrictions must be forwarded through forei gn
disclosure channels to HQDA.

a. GENERAL:

Intelligence or threat information marked “NOT RELEASABLE TO FOREIGN NATIONALS" (NOFORN).

Restricted Data or Formerly Restricted Data.

Information under the cognizance of another Military Department.

Propriety information owned by a private firm or citizen.

Information obtained form a foreign government unless the foreign government authorizes the disclosure to a third party. The
authorization must be in writing.

Data which carries any caveats or markings which limit access.

Detailed information to include discussions, reports and studies of system capabilities, vulnerabilities and limitations which
leads to conclusions on specific tactics or other countermeasures, that would otherwise not be assumed, that will defeat the sy stem.

Electromagnetic signatures (if applicable to specific system or portion of a system).

Acoustic signatures (if applicable to a specific system or portion of a system).

Low Observable requirements or Advanced Signatures Data.

Non-Cooperative Recognition Data.

Detailed information related to system hardening against nuclear or directed energy threats.

b. SPECIFIC:SPECIFIC ITEMS LISTED AS NOT AUTHORIZED FOR RELEASE MUST BE INDICATED AT THE SAME LEVEL OF
DETAIL AS IN PARAGRAPH 5 ABOVE.INFORMATION THAT WAS CLASSIFIED UNDER THE ORIGINAL CLASSIFICATION AUTHORITY OF
AN INDIVIDUAL/AGENCY OTHER THAN THE DELEGATION AUTHORITY SPECIFIED IN THIS DDL IS NOT AUTHORIZED FOR RELEASE
WITHOUT THE WRITTEN APPROVAL OF THAT INDIVIDUAL/AGENCY. PARAGRAPH 7 PROVIDES PROCEDURES FOR DISCLOSURE OF
CMI NOT UNDER THE COGNIZANCE OF THE DISCLOSURE AUTHORITY LISTED IN THIS DELEGATION OF DISCLOSURE AUTHORITY
LETTER.

7. PROCEDURES: THE FOLLOWING INFORMATION (BUT NOT LIMITED TO) MUST BE INCLUDED IN THIS PARAGRAPH: The following
procedures will be followed concerning the disclosure or denial of CMI authorized under the terms of this DDL.

a. All CMI disclosures or denials will be consistent with this DDL, comply with the ‘need to know’ principle, and will take into account the
level of foreign (IDENTIFY) government in the..(LIST PROGRAM, STUDY, SYSTEM INVOLVED) .Classified disclosure will be limited to the
minimum level of classification and detail necessary to accomplish the specific purpose of the disclosure.

b. Classified documents will be released to foreign (IDENTIFY)representatives only through government to government channels.

c. Transfer of classified documents to foreign (IDENTIFY) government representatives will be processed through (CLEARLY DEFINE
APPROPRIATE FOREIGN DISCLOSURE CHANNELS) i.e. the Security Division, Installation Support Activity. Documents will be forwarded to
directly to the foreign (IDENTIFY) embassy or provided to a duly authorized representative of the receiving (IDENTIFY)government such as an LNO
(IDENTIFY, i.e UK LNO certified to HQ TRADOC).

d. Records of Disclosure or Denial of Classified Military Information:

(1) Authorized representatives (IDENTIFY BY TITLE OR POSITION WITHIN THE COMMAND) who disclose classified information (oral,
visual, documentary) to foreign (IDENTIFY) officials WILLrecord the disclosure (using DD Form 1822, Report of Disclosure or Denial of US
Classified Information) and forward the record to the nearest supporting foreign disclosure office,. (SPECIFY WHERE THE DISCLOSURE RECORD
IS TO BE FORWARDED, i.e.SECURITY DIVISION, INSTALLATION SUPPORT ACTIVITY, ETC) when one of the following occurs:

Figure D-1. DDL for weapons system or data exchange annexes—Continued
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(a) First time disclosures based on one of the following: new information, new(higher) classification level, or new (country) recipient.
Examples are:

1. The first time we disclose information to Country Z, it must be recorded. There is no need to re-record the disclosure every time we
disclose the same information to Country Z.

2. Suppose the original disclosure to Country Z was at the Confidential level. Now we have new/additional information on the same
subject but the new information is classified Secret. If we disclose the new information to Country Z, this must be recorded as it is at a new (higher)
classification level.

3. Suppose we have disclosed Confidential information to Country Z. Now we obtain authority to disclose it to Country Y. The second
disclosure must be recorded as there is a new (country)recipient.

(b) The disclosure of information that extends the scope or detail of previously disclosed information. Examples are:

1. Suppose we wish to tell Country Z for the first time there are Country Y military personnel training in the adjoining nation.The
information is classified. We record this disclosure. Later we wish to tell Country Z that the number of military personnel Country Y has training in
the adjoining nation is 200 and they are part of an armor unit. The second proposed disclosure is also classified and modifies or extends the scope
of the original information. The level of classification for both (whether the same or different) is not critical here. What is important is what we
propose to disclose extends the scope of the original disclosure. Therefore, if we do disclose the second information to Country Z, it needs to be
recorded.

2. Suppose we tell Country Z for the first time about some classified capabilities of our newest helicopter. We record this disclosure.
Later we find it to our benefit to tell Country Z about more or all of the classified capabilities of our newest helicopter.The level of classification for
both (whether the same or different)is not critical here. What is important is what we propose to disclose extends the scope of the original
disclosure. Therefore, if we do disclose the capabilities to Country Z, that disclosure needs to be recorded.

The authorized disclosing representatives will ensure that all disclosures fitting any of the above categories and within the t erms of this
DDL are reported using the DD Form 1822

(2) The Security Division, Installation Support Activity WILLenter the disclosure into the Foreign Disclosure and Technical Information
System (FORDTIS) data base.

(3) If a FORDTIS terminal is not available, the DD Form 1822 will be checked for completeness by the supporting Security Division,
Installation Support Activity and forwarded to MACOM level for entry into FORDTIS. Instructions for data entry are in DOD 5230.18M, The Foreign
Disclosure and Technical Information Systems Users Manual.

e. Army originated CMI not under the classification authority designated in this DDL may be disclosed with the approval authority (in
writing) of the designated foreign disclosure authority at the MACOM (IDENTIFY)level. MACOM (IDENTIFY) level disclosure authorities will
coordinate directly with appropriate MACOM’'s or MACOM equivalents on the disclosure of CMI to support this DDL.

f. CMI under the cognizance of another military department or defense agency will be forwarded through foreign disclosure channels to
HQDA for coordination and approval of disclosure.

THE INFORMATION CONTAINED IN OR A COPY OF THIS DDL
WILL NOT BE PROVIDED TO THE SUBJECT OF THIS DDL
OR ANY OTHER FOREIGN NATIONAL

Figure D-1. DDL for weapons system or data exchange annexes

EXAMPLE 2

Delegation of Disclosure Authority Letter for Liaison Officer, Exchange Officer, and Scientific and Engineer Exchange
Program positions

THE INFORMATION CONTAINED IN OR A COPY OF THIS DDL
WILL NOT BE PROVIDED TO THE SUBJECT OF THIS DDL
OR ANY OTHER FOREIGN NATIONAL
OFFICE SYMBOL (380-10) (DATE)

SUBJECT: Delegation of Disclosure Authority (DDL) for (IDENTIFY BY NAME AND COUNTRY) such as: LTC John Doe, British
National /DA ASSIGNED NUMBER

Figure D-2. DDL for liaison officer and exchange officer—Continued
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TITLE: Delegation of Disclosure Authority Letter for...INDICATE COMMAND RECEIVING AUTHORITY.

1. CLASSIFICATION: The highest level of military information that may be disclosed is...INDICATE HIGHEST SECURITY
CLASSIFICATION LEVEL AUTHORIZED FOR RELEASE.

2. DISCLOSURE METHODS: INDICATE TYPES OF DISCLOSURE METHODS AUTHORIZED. There are two types: (1) Oral
and visual and (2) documentary. Documentary means the physical transfer of information to a foreign government.

PEPs are limited to “oral and visual’because they do not represent their government. LNOs represent their govern-

ment and if authorized in writing by their embassy, may be given CMI authorized for transfer to their government in

lieu of mailing the information to the embassy.

3. CATEGORIES PERMITTED: USING TABLE 2 AS A GUIDE. INDICATE THE CATEGORIES OF INFORMATION AUTHOR-
IZED FOR RELEASE.

4. SCOPE: INDICATE CLEARLY TO WHOM THE DISCLOSURE AUTHORITY IS GRANTED, FOR WHAT PROGRAM,
SYSTEM, STUDY ETC, AND CLEARLY INDICATE THE AUTHORIZED RECIPIENT(S). INDICATE WHAT AGREEMENTS,
MOUs, DEAs, FMS CASES, INTERNATIONAL COOPERATIVE PROGRAMS, INSTALLATIONS, AND/OR AGENCIES THAT
THE INDIVIDUAL(S)WILL, IN THE NORMAL COURSE OF DUTIES, DEAL WITH FOR THE DURATION OF HIS TENURE IN
THIS POSITION. As an example: The Commander, US Army Missile Command is delegated authority to disclose classified
military information (CMI) within the categories listed in paragraph 3 for the Top Dart Missile Program to:

John M. Doe, Major, Army

United Kingdom of Great Britain and Northern Ireland

UK Liaison Officer, Top Dart Program

Assigned to:US MICOM (THIS IS COMMAND/AGENCY TO WHICH EXTENDED VISIT IS AUTHORIZED)

Associated Installations/Agencies/Commands:White Sands Missile Range, NM; Ft. Bliss, TX; AYX Corporation, New York, NY
(THESE ARE INSTALLATIONS, ETC THAT THE INDIVIDUAL WILL VISIT ON A ROUTINE BASIS AS A RESULT OF HIS
DUTIES AND TO WHICH THE ASSIGNED COMMAND (THROUGH THE CONTACT OFFICER) WILL ROUTINELY AUTHOR-
IZE VISITS.)

Position Description: IN THIS PARAGRAPH INCLUDE POSITION DESCRIPTION INFORMATION SO THERE IS NO DOUBT
AS TO THE DUTIES AND RESPONSIBILITIES OF THE FOREIGN OFFICIAL.BE AS COMPLETE AND AS DESCRIPTIVE
AS POSSIBLE TO ENSURE A COMPLETE UNDERSTANDING BY HQDA. INCOMPLETE OR UNCLEAR STATEMENTS
WILL RESULT IN STAFFING DELAYS AT HQDA, THE RETURN OF THE DDL FOR REWRITE, OR IN HQDA NONCON-
CURRENCE WITH THE DDL.

5. AUTHORIZED FOR RELEASE/DISCLOSURE:IN THIS PARAGRAPH IT MUST BE CLEARLY STATED WHAT INFORMA-
TION UNDER THE COGNIZANCE OF THE DISCLOSURE AUTHORITY IS/WILL BE AUTHORIZED FOR RELEASE. IT IS
IMPORTANT THAT THE DDL DEVELOPING AUTHORITY BE DETAILED IN OUTLINING PORTIONS OF PROGRAMS,
SYSTEMS, STUDIES, ETC.THAT THIS DDL IS DESIGNED TO COVER. THIS PARAGRAPH SHOULD PROVIDE SPECIFIC
DETAILS AS TO THE BODY OF INFORMATION THAT THE INDIVIDUAL WILL REQUIRE ACCESS TO IN THE PERFORM-
ANCE OF HIS DUTIES. TERMINOLOGY USED MUST BE CLEARLY DESCRIPTIVE OF THE INFORMATION TO BE
RELEASED.THE ANTICIPATED LEVEL OF CLASSIFICATION SHOULD BE LISTED FOR EACH SPECIFIC TYPE OF
INFORMATION. INCOMPLETE INFORMATION OR UNCLEAR STATEMENTS WILL RESULT IN STAFFING DELAYS AT
HQDA AND THE RETURN OF THE DDL FOR REWRITE.

6. NOT AUTHORIZED FOR RELEASE/DISCLOSURE: THIS PARAGRAPH MUST SPECIFY THE LIMITS ON THE DISCLO-
SURE AUTHORITY. INCOMPLETE INFORMATION OR UNCLEAR STATEMENTS WILL RESULT IN STAFFING DELAYS
AT HQDA AND/OR THE RETURN OF THE DDL FOR REWRITE. AS A MINIMUM THE FOLLOWING INFORMATION
SHOULD BE INCLUDED: The following CMI is not authorized for release or disclosure under the terms of this DDL.
Requests for exceptions to these restrictions must be forwarded through foreign disclosure channels to HQDA. Army.

a. GENERAL:

Intelligence or threat information marked “NOT RELEASABLE TO FOREIGN NATIONALS’(NOFORN).

Restricted Data or Formerly Restricted Data

Information under the cognizance of another Military Department.

Proprietary information owned by a private firm or citizen.

Information obtained from a foreign government unless the foreign government authorizes the disclo-
sure to a third party. The authorization must be in writing.

Data which carries any caveats or markings which limit access.

Detailed information to include discussions, reports and studies of system capabilities, vulnerabilities
and limitations which leads to conclusions on specific tactics or other countermeasures, that would otherwise not be
assumed, that will defeat the system.

Electromagnetic signatures (if applicable to a specific system or portion of a system).

Figure D-2. DDL for liaison officer and exchange officer—Continued
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Acoustic signatures (if applicable to a specific system or portion of a system).

Low Observable Requirements or Advanced Signatures Data.

Non-Cooperative Target Recognition Data.

Detailed information related to system hardening against nuclear or directed energy threats.

b. SPECIFIC:

SPECIFIC ITEMS LISTED AS NOT AUTHORIZED FOR RELEASE MUST BE INDICATED AT THE SAME
LEVEL OF DETAIL AS IN PARA 5 ABOVE. INFORMATION THAT WAS CLASSIFIED UNDER THE
ORIGINAL CLASSIFICATION AUTHORITY OF AN INDIVIDUAL/AGENCY OTHER THAN THE
DELEGATION AUTHORITY SPECIFIED IN THIS DDL IS NOT AUTHORIZED FOR RELEASE WITHOUT
THE WRITTEN APPROVAL OF THAT INDIVIDUAL/AGENCY.PARAGRAPH 7 PROVIDES

PROCEDURES FOR DISCLOSURE OF CMI NOT UNDER THE COGNIZANCE OF THE DISCLOSURE
AUTHORITY LISTED IN THIS DDL.

7. PROCEDURES: THE FOLLOWING INFORMATION (BUT NOT LIMITED TO) MUST BE INCLUDED IN THIS PARA-
GRAPH: The following procedures will be followed concerning the disclosure or denial of CMI authorized under the terms of this

a. All CMI disclosures or denials will be consistent with this DDL, comply with the “Need to Know” principle, and will

take into account the level of foreign (IDENTIFY) government involvement in the...(LIST PROGRAM, STUDY, SYSTEM
INVOLVED). Classified disclosure will be limited to the minimum level of classification and detail necessary to accomplish the
specific purpose of the disclosure.

b. (APPLICABLE ONLY FOR DOCUMENTATION WHICH MAY BE REQUESTED BY AN LNO OR HIS GOVERN-

MENT). Classified documents will be released to foreign (IDENTIFY) representatives only through government to government
channels.

c. (APPLICABLE ONLY FOR DOCUMENTATION APPROVED FOR RELEASE TO AN LNO OR HIS GOVERN-

MENT). Transfer of classified documents to foreign (IDENTIFY)government representatives will be processed through...(C-
LEARLY DEFINE APPROPRIATE FOREIGN DISCLOSURE CHANNELS I.E. THE SECURITY DIVISION, INSTALLATION

SUPPORT ACTIVITY).IF THE LNO HAS BEEN AUTHORIZED BY HIS GOVERNMENT IN HIS EXTENDED VISIT REQUEST
TO RECEIPT FOR CMI, ADD: For purposes of government to government channels, (IDENTIFY) is authorized to receipt for
CMI identified for release to his government. Documents will be forwarded directly to the foreign (IDENTIFY)embassy or
provided to a duly authorized representative of the receiving government such as an LNO (IDENTIFY, such as the UK LNO
certified to HQ TRADOC).

d. Records of Disclosure or Denial of Classified Military Information:
(1) Authorized representatives (IDENTIFY BY TITLE SUCH AS CONTACT OFFICER OR POSITION WITHIN THE

COMMAND) who disclose classified information (oral, visual, documentary) to foreign (IDENTIFY) officials WILL record the
disclosure (using DD Form 1822, Report of Disclosure or Denial of US Classified Military Information) and forward the record to
the nearest supporting foreign disclosure office, (SPECIFY WHERE DISCLOSURE RECORD IS TO BE FORWARDED, I.E.
SECURITY DIVISION, INSTALLATION SUPPORT ACTIVITY, ETC) when one of the following occurs:

(a) First time disclosures based on one of the following: new information or new(higher) classification level. (See

further explanation in example 1).

(b) The disclosure of information that extends the scope or detail of previously disclosed information.

The authorized disclosing representative will ensure that all disclosures fitting any of the above categories and the
terms of this DDL are reported using the DD Form 1822.

(2) The Security Division, Installation Support Activity WILLenter the disclosure into the Foreign Disclosure and

Technical Information System (FORDTIS) data base.

(3) If a FORDTIS terminal is not available, the DD Form 1822, will be checked for completeness by the supporting

Security Division, Installation Support Activity (STATE WHICH ACTIVITY) and forwarded to MACOM (IDENTIFY) level for entry
into FORDTIS.Instructions for data entry are in DoD 5230.18M, The Foreign Disclosure and Technical Information System
Users Manual.

e. Army originated CMI not classified by the command or agency designated in this DDL may be disclosed with the

approval of the designated foreign disclosure authority at the MACOM (IDENTIFY) level. MACOM (IDENTIFY) level disclosure

Figure D-2. DDL for liaison officer and exchange officer—Continued
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authorities will coordinate directly with appropriate MACOMs or MACOM equivalents on the disclosure of CMI to support this
DDL.

f. Brief all (IDENTIFY, such as MICOM) personnel who will deal with (IDENTIFY)regarding the specific scope and
terms of his/her certification.

g. CMI under the cognizance of another military department or defense agency will be forwarded through foreign
disclosure channels to Headquarters, Department of the Army for coordination and adjudication.

8. US ARMY CONTACT OFFICER: THIS PARAGRAPH MUST INDICATE THE INDIVIDUAL ASSIGNED DUTIES OF CON-
TACT OFFICER FOR THE FOREIGN OFFICIAL. THE CONTACT OFFICER MUST BE ASSIGNED TO THE SAME COM-
MAND AND LOCATION AS THE FOREIGN OFFICIAL.THE DUTY ASSIGNMENT, DUTY PHONE NUMBER AND DUTY
ADDRESS MUST BE INDICATED IN THIS PARAGRAPH. THIS PARAGRAPH MUST BE AMENDED WHEN A NEW
CONTACT OFFICER IS ASSIGNED TO THIS FOREIGN OFFICIAL. AS A MINIMUM THE DUTIES OF THE CONTACT
OFFICER MUST INCLUDE THE FOLLOWING:

a. Become familiar and ensure compliance with the duties of the contact officer and restrictions on exchange personnel
as stated in AR 380-10, and the terms of this DDL.

b. Brief (IDENTIFY)concerning DA and local policies and procedures affecting his/her status and performance of
functions, as well as customs of the US Army; and render advice and assistance to ensure compliance with such policies and

procedures.

c. Evaluate all requests from (IDENTIFY) for intra-agency and intra-MACOM consultations and visits, and assist in
training activities that are consistent with the terms of this DDL.

d. Receive, evaluate and respond to--or refer to the appropriate authorities for response--all requests for information
from (IDENTIFY)and coordinate responses with agency or MACOM foreign disclosure authorities, as necessary.

e. FOR LNOs ONLY, STATE: Require that all visit and information requests which are outside the terms of this DDL
be submitted in accordance with applicable DA guidance through his/her military attache in Washington, DC to HQDA.

f. Notify HQDA through foreign disclosure channels anytime there is a change in contact officer or when (IDENTIFY)

departs.
THE INFORMATION CONTAINED IN OR A COPY OF THIS DDL
WILL NOT BE PROVIDED TO THE SUBJECT OF THIS DDL
OR ANY OTHER FOREIGN NATIONAL
Figure D-2. DDL for liaison officer and exchange officer
Appendix E

Conditions of Release Statements
E-3. For documentary material containing CMI or CUI in Category
4 (Production Information), the following statement is to be added
E-1. As prescribed in paragraph 4-8f, appropriate statemer@sthat in paragraph E-2:
governing the use and dissemination of DA CMI and CUI released
in documentary form to foreign governments and international or-
ganizations are to be affixed to the documentary material prior to
release. These statements are to be affixed as prescribed, irrespec-
tive of the presence or absence of other statements limiting dissemi-
nation or distribution prescribed by AR 70-31.

The United States Government offers no objection to the use,
for production purposes, of the information contained in the
attached plans/specifications/technical data/other information,
to the extent of the rights of the United States Government
therein.However, this release of information does not in any
way constitute a license to make, use, or sell the subject matter
of any privately owned inventions which may be embodied or
described in the information so furnished. Any manufacture,

E-2. The following statement is to be affixed to all CMI and CUI use, or sale which the recipient makes of any such inventions
released in documentary form: disclosed in the information received herein is at the risk of the
recipient.

This information is furnished with the understanding that it is ) ) )

to be used for defense purposes only; that it is to be afforded E—4. All documentary material that contains CMI or CUI which
essentially the same degree of security protection as such infor- constitutes technl_cal |nfor_mat|0n (see d_eflnltlon in glossary) other
mation is afforded by the United States; that it is not to be than Category 4 information—and that is not to be authorized for
revealed to another country or international organization with- use in producthn—ls to be relgased .for mformatlpn only” and is to.
out the written consent of the United States Government de- bear the following statement in addition to that in paragraph E-2:

partment or agency furnishing the information. This information is provided on the further understanding that
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it is to be used solely for the purpose of background informa- defense purposes.
tion; that it accordingly is to be treated as having been pro-
vided in confidence; that the recipient is to use its best
endeavors to ensure that the information provided herein is not
dealt with in any manner likely to prejudice the right of any
private owner thereof to obtain patent or other like statutory
protection thereof; and that the recipient will obtain the express o .
written consent of the United States government department or Sample .Ce.rt'f'cat'on of Conditions and
agency furnishing the information if it desires that the informa- ~ Responsibilities

tion herein be authorized for manufacture or use for other than The following is a sample format of information to be used for
certification of conditions and responsibilities (see figs F-1 anf F-2).

Appendix F

(Office Symbol) Letterhead (Date)
lunderstandandacknowledgethatlhave beenacceptedforassignmentto (name and location of organization to
which assignedj a liaison capacity as agreed between the (name of the country’s defense establishmem)l the

United States Army. | further understand and acknowledge that | shall comply with the following  condi-
tions and responsibilities:

a. The purpose of the assignment is provide liaison between (name of the US establishment)
and (name of the foreign establishmenthereshallbenoaccesstotechnicaldataorotherinformationexcept
that which is authorized by US authorities.

b.lunderstandthatmyactivitiesshallbelimitedtotherepresentationalresponsibilitiesof
my government and will not perform duties that are reserved by law or regulation to an officer or
employee of the U.S. Government.

c. Access to information shall be limited to that information determined by mycontact officer to
be necessary to fulfill the functions of liaison officer.

d. All information to which | mayhave access during this assignment shall be treated as informa-
tion providedto my governmentin confidence and shallnotbe furtherreleased of disclosed by me to
any other person, firm, organization, or governmentwithout the prior written authorization of the
host government.

e. | have been briefed on, understand, and shall comply with all applicable security  regulations
of the host government.

(Signature)

(Typed Name)
(Grade and/or Title)
(Date)

Figure F-1. Sample certification to be signed by foreign liaison officers

(Office Symbol) Letterhead (Date)
lunderstandandacknowledgethatlhave beenacceptedforassignmentto (name and location of organization to
which assignedsagreedbetweenthe (name of the country’s defense establishmemt)lthe United States Department

of Defense. | further understand and acknowledge that | shall comply with the following conditions and

responsibilities:

a. The purpose of the assignment is to gain knowledge of the organization, management, and opera-
tionofthe hostdefense establishment. There shallbe noaccesstotechnicaldataorotherinforma-
tion except that which is required to perform the duties of the position to which | am assigned.

Figure F-2. Sample certification to be signed by exchange officers—Continued

AR 380-10 « 30 December 1994 47



b.lwillperformonlyfunctionsasdescribedinthePositionDescriptionformyworkassignment
and shall not act in any other capacity for my government.

c.Accesstoinformation shall be limited to thatinformation determined by my designated host
supervisortobenecessarytofulfillthefunctionsdescribedinthe PositionDescriptionformywork
assignment.

d. All information to which | mayhave access during this assignment shall
tionprovidedtomy governmentin confidence andshallnotbe furtherreleased or disclosed by me to
any other person, firm, organization, or governmentwithout the prior written authorization of the
host government.

e. | shall not be appointed to a position that shall require meto exercise
over host government employees.

f. | have been briefed on, understand, and shall comply with all applicable
of the host government.

(Signature)

(Typed Name)
(Grade and/or Title)
(Date)

Figure F-2. Sample certification to be signed by exchange officers

be treated as informa-

commandor supervision

security  regulations
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Glossary

Section |
Abbreviations

ABCA

DAMI-CIS
Department of the Army Military Intelligence
- Security Countermeasures Division

DAMI-CIT
Department of the Army Military Intelligence

American, British, Canadian and Australiam Technology Transfer Division

nations

AECA
Arms Export Control Act

AMC
US Army Materiel Command

AMCMI

Army Materiel Command, Office of the Dep-

uty Chief of Staff for Intelligence

AR
Army Regulation

ARMA
US Army Military Attache

ARSTAF
Army Staff

ASA(RDA)

DCI
Director of Central Intelligence

DCID
Director of Central Intelligence Directive

DCSINT
Deputy Chief of Staff for Intelligence

DCSLOG
Deputy Chief of Staff for Logistics

DCSOPS

ECP
Engineering change proposal

ENDP
Exception to National Disclosure Policy

FDO
Foreign Disclosure Officer

FIS
Foreign intelligence service

FMS
Foreign Military Sales

FOIA
Freedom of Information Act

FORDTIS

Foreign Disclosure and Technical Informa-

tion System

Deputy Chief of Staff for Operations and

Plans

DDEP
Defense Development Exchange Program

DDL

FORSCOM
US Army Forces Command

FVS
Foreign Visits System

Delegation of Disclosure Authority Lett&¥SOMIA

(See appendix E)

Assistant Secretary of the Army (Research

Development and Acquisition)

BMDO
Ballistic Missile Defense Organization

CFR
Code of Federal Regulations

CG
Commanding General

CIA
Central Intelligence Agency

CJCS
Chairman, Joint Chiefs of Staff

CMI
Classified Military Information

COCOM
Coordinating Committee for Multilateral Ex-
port Controls

COE
Chief of Engineers

COMSEC
Communications Security

CONUS
Continental United States

Cul
Controlled Unclassified Information

DA
Department of the Army

Data Exchange Agreement

DIA
Defense Intelligence Agency

DIS
Defense Investigative Service

DISC4

Director of Information Systems for Com-
Communications arudternational Military Education and Training

mand, Control,
Computers

DISP
Defense Industrial Security Program

DOD
Department of Defense

DOS
Department of State

DODD
Department of Defense Directive

DODI
Department of Defense Instruction

DPEP
Defense Personnel Exchange Program

DSAA
Defense Security Assistance Agency

DTIC
Defense Technical Information Center

EAR
Export Administration Regulations

AR 380-10 « 30 December 1994

General Security of Military Information

Agreement

HQ

Headquarters

HQDA
Headquarters, Department of the Army

IEP
Information exchange program

IMET

INSCOM

US Army Intelligence and Security

Command

ISM
Industrial Security Manual

ITAR
International Traffic in Arms Regulations

ITO
Invitational travel orders

JCO
Joint Certification Office

JCP
Joint Certification Program

JCS
Joint Chiefs of Staff

LNO
Foreign Liaison Officer

LOA
Letter of Offer and Acceptance
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MACOM
Major Army Command

MCTL
Militarily Critical Technologies List

MOA
Memorandum of Agreement

MOU
Memorandum of Understanding

MWDDEP
Mutual Weapons Development Data
change Program

MWO
Modification work order

NATO
North Atlantic Treaty Organization

NDP
National Disclosure Policy

NDP-1
National Disclosure Policy

NDPC
National Disclosure Policy Committee

NIAG
NATO Industrial Advisory Group

NPLO

OSsD

Office of the Secretary of Defense

OUSD(P)

TCP
Technology Control Panel

TDY

Office of the Under Secretary of Defensemporary duty

(Policy)

P&A
Price and availability

PCO
Procuring Contracting Officer

EXEP

Personnel Exchange Program

PIP
Product improvement proposal

PM
Project Manager

POC
Point of contact

PPP
Program Protection Plan

RAC

Request for authority to conclude

RAN

Request for authority to negotiate

R&D
Research and Development

NATO Production and Logistics

Organization

NSCID

RD&A

Research, Development, and Acquisition

National Security Council Intelligenc@DEC _
Research, Development, and Engineer8ggtion Il

Directive

NTIS
National Technical Information Service

OASA(RDA)

Center

RFI
Request for information

Office of the Assistant Secretary of the Arm)RFP
for Research, Development, and Acquisitiofikeduest for Proposal

OCONUS
Outside the continental United States

ODCSINT
Office of the Deputy Chief of Staff fo
Intelligence

ODCSLOG
Office of the Deputy Chief of Staff fo
Logistics

ODCSOPS
Office of the Deputy Chief of Staff for Oper-
ations and Plans

0JCs
Office of the Joint Chiefs of Staff

OPSEC
Operations Security
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RSI

TJAG
The Judge Advocate General

TPO
Technical project officer

TRADOC
US Army Training and Doctrine Command

TSG
The Surgeon General

TTCP
The Technical Cooperation Program

us
United States

USACIDC
US Army Criminal Investigation Command

USAISC
US Army Information Systems Command

USASAC
US Army Security Assistance Command

USASSDC
US Army Space and Strategic Defense
Command

usc
United States Code

Terms

ABCA Standardization Office

ABCA primary standardization office acts as
the official office or record for the ABCA
program. Provides continuous review of pro-
gram and recommends action to expedite
progress or resolve differences. Quadripartite
office that integrates standard military items

Rationalization, Standardization, aRd hrograms that are eligible for member na-

Interoperability

VA
equest for visit authorization

SAO

rSecurity Assistance Office

SCI

Sensitive Compartmented Information

SDI
Strategic Defense Initiative

SEEP

tion requisition or participation. US items and
programs are consolidated by the US Army
Materiel Command.

Attache

Diplomatic official or military officer at-
tached to embassy or legation, especially in
technical capacity.

Acquisition-related meeting

Meeting at which information that is to be
presented describes DA activities related to
the known or anticipated procurement of ma-
teriel to satisfy actual or projected require-

Scientist and Engineer Exchange Programments.Such meetings include, but are not

TA/CP

Technology Assessment/Control Plan
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limited to, Advanced Planning Briefings for
Industry and presolicitation proposal, prebid-
der, and preaward meetings.



Certification Cooperative research and development  Designated Disclosure Authority

Formal recognition by DA of working rela- Any method by which the United States an@fficial delegated disclosure authority in ac-
tionship with representative of foreign gov-one or more other national governments (Qfordance with AR 380-10, to control disclo-
ernment (such as, Liaison Officer) fan international organization) cooperategi@es of CMI and CUI at DA subordinate
specified purposes and on recurring basike better use of their collective researcRommands or staff elements.

over agreed period of time. and development resources. Cooperative re-
search and development includes technlij‘,
e ; . A iSclosurs
Classified Contract information exchange, harmonization of re- Bbiosure

Any contract that requires, or will require,quirementsy Coopera’[ive deve|opment of magonveying of CMI or CUl, throth oral Or.
access to classified information (Confidentiakeriel, interdependent R&D, and agreemenfiSu@ means to an authorized representative

Secret, or Top Secret) by the contractor or itgn standards. of a foreign government.
employees in the performance of the contract.
Contract may be a classified contract eve@oproduction Document/documentary materiel

though contract document is not classifiedMethod by which items intended for military Any recorded information, regardless of its

L . . application are produced or assembled undefedium, physical form, or characteristics.
Classified Military Equipment provisions of a formal agreement that

Military equipment that is itself classified; yroyvides for transfer of technical informationgytended visit authorization

contains classified information that may b - N o

derived or revealed from its operation or tes%r?gthgpow how from one government Qe visit authorization.

ing; or will require the disclosure of classi-

fied information for operation, employment,critical technology Facility clearance

maintenance, or training. Technology that consists of: Often referred to as Reciprocal Facility Secu-
- . _ a. Arrays of design and manufacturingfy Clearance. An administrative determina-

Classified Military Information know-how (including technical data). tion that the facility is eligible, from a

Information originated by or for DOD or its
departments or agencies or under their jurisa-n
diction or control and that requires protection
in the interests of national security. It is des-

b. Keystone manufacturing, inspectiosgcurity viewpoint, for access to classified
d test equipment. information of the same or lower security
c. Keystone materials. category as the level of clearance being gran-
. d. Goods accompanied by sophisticated. Facility clearances will not be granted to
g%aé?\jqn-,ra‘?_ljassggsiﬁgédsﬁcgilb&ldocidoe'\rlbperaﬂon' application, or maintenance knoweontractor activities located outside the
how that would make a significant contribu-United States, Puerto Rico, or a US posses-

12356. Classified military information may o : . -

. ; . tion to military potential of any country—or sjon or tr rritorv.
be in oral, wsqal, or materiel ]‘orm. (Tab[e 1combina‘rion of countries—and compromiseSO or trust territory
of this regulation further defines the eigh

categories into which classified military i”'tg;cmfh may prove detrimental to Uoreign disclosure officer (FDO)

formation has been subdivided.) ' DA member designated in writing to oversee
) . Defense information/technology and control coordination of specific disclo-

Combined Information _Any weapons, weapon system, munitio§d'es of CMI and CUI. FDOs are authorized

Military information that, by agreement, is ;oo “vessel. boat, or other implement of0! appointment to lowest command level

declared to be combined by the US Goverry .50 “hroperty, installation, commodity,that is the proponent for Army-created,

ment and one or more other national govern- : ! ;

ments {or' an nternatonal organizatofJY =L SRR, PP o geods uedevacnec o dete ML anc 01
imespective of origin of information. ance or making military sales;any machineryf-oreign Disclosure and Technical
Conclusion/consummation (of an facilities, tool, materiel, supply, or other item_lnformation System(FORDTIS)

agreement) necessary for the manufacture, productiaotomated system to assist decision makers
Act of signing, initialing, responding to, or Processing, repair, servicing, storage, CgMd analysts in reviewing, coordinating, and
otherwise indicating acceptance of agré@uction, transportation, operation, or use dfeaching decisions concerning proposals to

ment, as negotiated. any other defense articles; or any componefgjease CMI and to deny CUI to foreign
or part of the preceding articles--less melyovernments.
Contact Officer chant vessels and articles governed by the

DA official designated in writing to overseeAtomic Energy Act of 1954, as amended. Foreign exchange personnel

and control all contacts, requests for informa- . . " .
tion, consultations, and other activities of forDefense service Military or civilian officials of foreign gov-

eign representatives who are assigned to, 6y service, test, inspection, repair, training€Nments assigned to DA activities under
are visiting, a DA activity. For PEP prdublication, or technical or other assistancd’EP agreements and perform duties pre-
grams, host supervisor may be the conta@f defense information used for the purposgcribed by a position description, for the DA
officer. Contact Officer will be briefed on his Of furnishing security assistance-less desigACtivity.

duties by the FDO. All visit and requests forand construction services.

information received by the Contact Officer ) ) ] Foreign ownership, control, or influence
will be coordinated with the FDO. Delegation of Disclosure Authority Letter (FOCI)

(DDL) _ _ Situation in which a foreign national, firm, or
Controlled Unclassified Information Letter issued by the appropriate designateghernment is assumed to possess dominance

U_ncl_ass_ified_in_formation to which access _o|disclosure autho_rity describing class_ific_atiqrbf or authority over a US firm to such a
distribution limitations have been applied inlevels, categories, scope, and limitati ree that the foreign entity may gain un-
accordgnce W|th_ r]athnal laws, pollc_:les, anabou_t_lnformatlon that may be dlscl_osed t%uthorized access to US CMI.

regulations of originating country. It includesspecific foreign governments or foreign rep-

US information determined to be exempsentatives for a specified purpose. . .
from public disclosure in accordance ngBcsmT, DA (DAMI-CIT) will review and Sl%relgn reprgsentaﬂ_ve )
AR 70-31 and AR 25-55 or subject to exporapprove all delegation of disclosure authorityFither a foreign national or a representative
controls in accordance with ITAR or EAR.letters. of a foreign interest.
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Functional agreement agreement, that is concluded with one berembodied in equipment or may be in writ-
An agreement not formally deemed to be amore foreign governments (including théém, oral, visual, or other communicable

international agreement, including-- agencies, instrumentalities, or political subdiform.)
a. A contract made under the Defense Acvisions) or with an international organization
quisition Regulation. and--(1) Is signed or agreed to by one of thMunitions list
b. A foreign military sales credifollowing: (a) civilian or military officers, (b) Listing of articles designated as arms, ammu-
agreement. employees of any DOD organizational elehition, and implements of war and are subject
c. A foreign military sales Letter of Offer ment, or (c) representatives of the Departo licensing requirements imposed by Arms
and Acceptanced. ment of State or other agencies of the U§xport Control Act through ITAR.

d. A foreign military sales letter of intent Goyernment. (2)Signifies the intention of the . .
executed on DD Form 2012 (US DOD Lettearties to be bound in international law. (3)National Disclosure Policy (NDP-1)

of Intent). o Is identified as one of the following: interna-NDP-1 promulgates national policy and pro-
e. A NATO Standardization Agreement Orjsna| agreement, Memorandum of Und&gdures in the form of specific disclosure cri-
ABCA Quadripartite Standardization Agree'standing exchan’ge of notes exchangeteéil'a and limitations, definition of terms,
ment that records the adoption of (1) like Ofgers, technical arrangement, p;rotocol, notelease arrangements, and other guidance re-
similar military equipment, ammunition, SUp-yepaje  aide memoire, agreed minute, plagiuired by US departments and agencies hav-
plies, or stores, or (2)operational, logistic, OLontract arrangement, or some other nan{@9 occasion to release CMI to foreign
administrative procedures. having éimilar legal cé)nsequence governments and international organizations.
f. A lease or loan under section 61 of the™ Any oral agreement that meets the critel addition, it establishes and provides for
Arms Export Control Act or under the For- ia in a above, Such an agreement must granagement of interagency mechanism and

: . Tj
eign Assistance Act of 1961, chapter 2, part Procedures required for effective implementa-
tion of the policy. This policy is based on

reduced to writing by the DOD representativ
SDM 119, 'Disclosure of Classified United

dwho enters into the agreement.
tates Military Information to Foreign Gov-

c. A NATO Standardization Agreeme
h i f ith f the following: (1

that provides for either of the following: ( )ernments and International Organizations,’ 20
ly 1971, as reaffirmed and augmented by

Principle that classified information and ma-£duipment, ammunition, supplies, and StOfeS}Vh-

h ; : : ; ite House Memorandum of the same sub-
teriel will be transferred by government offi-Or (2) mutual rendering of defense service Sect, date 6 June 1978

cials through official channels or throudjifluding training. ' '

other channels expressly agreed on by the , - National Disclosure Policy Committee
governments involved. In either case, inforinternational Organization DPC) y

mation or materiel may be transferred only t&ntity established by recognized goverr_wmen%\:entral authority for formulation, promulga-
a person specifically designated in writing bypursuant to international agreement which, bYon administration. and monitc;ring of the
the foreign government as its representativeharter or otherwise, is able to acquire an[é]Dfp_l Consists of‘general and special mem-
for that purpose. transfer property, make contracts and agreg. ‘

ments. obligate its members. and pursue le rs and their alternates. General members
. y 9 ' P 9Rave a broad interest in all aspects of com-
Information remedies.

Knowledge in a communicable form ”."“?? ope_rations. _Special members have a

’ significant interest in some, but not all, as-
pects of committee operations.
a. General Members will serve as repre-
entatives of the Secretaries of State, De-
ense, Army, Navy, and Air Force; and the
Chairman, Joint Chiefs of Staff.

II.
g. An agreement that establishes only a
ministrative procedures.

International Traffic in Arms Regulations
In-house meeting (ITAR)
A meeting attended exclusively by military pepartment of State implementation of sec-
personnel or civilian employees of DOfRyn 38 of the Arms Export Control Ac
(may be expanded to include DOD contractofrAR governs export of information and ma-

personnel, but only if the meeting is relateqgrig| that are defense-related and listed of : :
exclusively to matters involving a specificthe US Munitions List b. Special Members will serve as repre-
contract already let). ' sentatives of the Secretary of Energy; Direc-

tor of Central Intelligence; Under Secretary
of Defense for Policy; Under Secretary of
Defense for Acquisition; Assistant Secretary
%f Defense for Command, Control, Commu-
Siications and Intelligence; Assistant to Secre-
tary of Defense(Atomic Energy); Director,
Defense Intelligence Agency and Director,
Strategic Defense Initiative Organization.

Joint information

Intelligence Military information over which two or more

Information and related materiel describingbOD or two or more Federal departments

US foreign intelligence sources and method . . S
equipment, and methodology unique to th%lge_nmes, exercise control, jurisdiction, or s
curity awareness.

acquisition or exploitation of foreign intelli-
gence, foreign military hardware obtained forl_iaison officers

?é(s&i)tlitna;?:gmaﬁds ?gg%%r?ﬁt?{li;émr:icggljlgg%oreign government officials, either military
or civilian employees, certified by their gov-gne.time visit authorization

ion efforts. M rm not incl . .
tion efforts. May or may not include SC ernments to act as representatives of thal visit authorization

International activities and projects government to a DA element in connection

DA actions and initiatives formally accom-With bilateral or multinational programs or Originating DA component

plished under auspices both of various intefRroJects. DA activity that exercises original classifica-
national agreements-bilateral and tion jurisdiction for CMI or CUI.

multilateral-and functional agreements, as dé€eting _ _ _

fined in AR 550-51.Selected examples arény conference, seminar, symposium, exhibProprietary Information

MOUs promoting RSl among NATO ani convention, training course, or other gathinformation, e.g., trade secrets, owned by a
ABCA member nations and MOUs providing€fing during which CMI or CUI isprivate individual or other entity.

for cooperative R&D, including co-develop- disseminated.

ment, dual production, MWDDEPSs, DDEPs, Rationalization, Standardization, and
and security assistance programs. Military information Interoperability(RSI)

Classified or unclassified information undemMeans of increasing coalition warfare capa-
International agreement control and jurisdiction of DOD or its com- bilities of US, allied, and friendly nation

a. An agreement, but not a functiongbnents, or of primary interest to them. (Mayorces through use of common (standard)or
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interoperable procedures and resources. Afgtter’s interaction with DA is officially sanc- program (such as, joint venture, representa-
plicable to concepts, doctrine, tactics, logistioned by the former, which assumes full retive to a joint or multinational program, and
tics, procedures, training, and materiel andponsibility for visitor's actions and fao forth).

non-materiel requirements, and is essential information that may be disclosed to visitor. (2) Participation in exchange program

successful integration of allied forces duringAlso known as“security assurance”.) under PEP or SEEP.

conduct of combined operations. (3) Training, except for individuals on In-
Strategic war plan vitational Travel Orders.

Recurring visit authorization Plan for overall conduct of war. (4) Liaison officers certified to DA

See Visit authorization element.

Technical data package
(R:elease_ ¢ CMI or CUL throuah oral or Fechnical description of item or service adeSection Il
onveying o or CUI, through oral or 4,516 for use in procurement. Descript®pecial Abbreviations and Terms

visual disclosure or actual physical transfer,;; pao sufficiently complete to control con- This section contains no entries

to an authorized representative of a foreig : ; . .
government. Routine technology transfer deﬂguratlon o required degree of design dis

cisions Decisions made to anorove or OIeInc':losure and item quality to required level.
disclosure of Arm controlrl)gd technolo ackage will consist of all applicable techni-
that are consistent valith guidelines establishe | data, such as plans, drawings, and associ-
by higher authority.Also, decisions made t ted lists, specifications, purchase

Q -
S~ descriptions, standards, models, performance
approve or deny public disclosure or selec- P ' ’ » P

h o ; irement lit ran rovision
tive release of unclassified technical datgt' cMents, quality assurance provisions,

based on guidance in the MCTL and AR 7oz_and packing data.

3L Technical information/data

Security assistance Knowledge including scientific knowledge

Group of programs authorized by ForeiH}‘?‘t is in communicable form anq relates_to

Assistance Act of 1961, as amended, &@efarch, development, engineering, testing,

Arms Export Control Act, as amended, an@Vvaluation, production, operation, use and

Arms Export Control Act, as amended, ofmaintenance of munitions (arms, ammuni-

other related statutes by which the US Gowion, and implements of war), and other mili-

ernment provides defense articles, militiy supplies and equipment.

training, and other defense-related services to

foreign governments and international organifraining _ ) )

zations by grant, credit, or cash sales, in fuf=ormal or informal instruction of foreign na-

therance of national policies and objectivedionals in the United States or overseas by
one of the following:

Security assurance a. Officer or employees of the United

Written confirmation, requested by and exStates, contract technicians, or contractors

changed between governments, of secufiitgluding instruction at civilian institutions).

clearance level or eligibility for clearance of b. Correspondence courses, technical,

their national contractors and citizens. #&gtucational, or information publications and

cludes statement by responsible official of gnedia of all kinds, training aids, orientation,

foreign government or international organizatraining exercises, and military advice to for-

tion that original recipients of US CMI pos-eign military units and forces (including their

sesses requisite security clearance andnpfligiry and civilian personnel).

approved by their governments for access to

information of security classification ingsijt authorization

volved on behalf of the government or organThere are three type of visit authorizations,

ization and that recipient government wdld outlined below.

comply with security requirements specified a. One-time visit authorization permits

by the United States. contact by foreign representative with DA el-

ement or DA contractor facility for single

Security manager g :
DA official designated to be responsible forShort term occasion (normally less than 30

L . o gays) for a specified purpose.
supervising all security aspects of a classifie b. Recurring visit authorization permits in-
meeting. '

termittent visits by foreign representatives to
Sponsorship DA element or DA contractor facility over

a. In context of meeting, provision of DA specified period of time for government-ap-

resources (such as, personnel and funds) Rfoved license, contract, or agreement, or
support of the meeting. other program when information to be re-

b. In context of visit by foreign visitor to leased has been defined and approved for re-
US industry, DA authorization for disclosurelease in advance by US Government.
of information on US Munitions List by a US €. Extended visit authorization permits
commercial firm, irrespective of whether thesingle visit by foreign national for extended
firm possesses a munitions license (that iperiod of time. Extended visit authorizations
sponsorship of an exemption to the ITAR)are to be used when foreign national is re-
c. In context of visit by foreign representa-quired to be in continuous contact with DA
tive, statement rendered by foreign governelement or DA contractor facility beyond 30
ment or international organization on behalflays, for one of the following situations:
of foreign representative indicating that the (1) Foreign government contract or joint
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Index

Army Materiel Command (AMC), 1-5d(1),
1-11,2-8c(1), 2-8f(2)(b),2-11b(3), 2-11c(2),
4-7a, 5-30b, 5-34a, Appendix C

Assistant Secretary of the Army
(Research, Development and
Acquisition, 1-9, 1-12b, 2-8f(2)(b), 2-
11b(2),2-11c(1), 3-4d(1), 3-6b(6), 3-9,
Appendix C

Chief of Engineers, 1-13, 2-8f(2)(b)
Classified military information,
disclosure authorities, 2-11
disclosure conditions, 2-5
disclosure criteria, 2-4a
disclosure limitations, 2-6
Classified military information, 1-18, 1-19,
Glossary
Conferences
planning for foreign attendance, 6-7
procedures, 6-8
types, 6-2 thru 6-6
Contact officer, 5-6
during visits, 5-6a
for exchange personnel, 5-6¢
for liaison officers, 5-6b
Controlled unclassified information, 1-18,
disclosure authority, 2-10

DA Foreign Disclosure Program,
during hostilities, 4-7c
international activities, 3-1, 3-2, 3-8
licensed commercial basis, 3-5
objectives, 1-4b
security assistance-related, 3-3, 3-4, 3-7

DA Technology Security Program,
DCSINT direction, 1-5d
objectives, 1-4a
policy, 2-8

Delegation of disclosure authority letter, 3-
la, 5-4, Appendix E

Deputy Chief of Staff for Intelligence,
responsibilities, 1-5

Deputy Chief of Staff for Logistics,
responsibilities, 1-7

Deputy Chief of Staff for Operations and
Plans,
responsibilities, 1-8

Designated disclosure channels, 1-20

Diplomatic status, 5-2

Director, Information Systems for
Command, Control, Communications
and Computers,
responsibilities, 1-13

DoD International Technology Transfer
Panel, 1-5b(2)

Eighth US Army, 1-16

Exchange personnel, 5-30
access to electronic mail, 5-38, 5-39
administering, 5-35
processing nominations for, 5-34
restrictions, 5-31, 5-32
supervisors responsibilities, 5-37

False impressions, 2-2, 2-7b, 4-8

FORDTIS, 4-10, 5-9

Foreign disclosure security classification
guidance, 1-22, Table 3

Foreign test and evaluation, 3-6

International Visits Program,
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ABCA, 5-22

Canadian visits, 5-23

delegation of authority, 5-25
disclosure during, 4-2

evaluation and processing, 5-17
NATO, 5-20

purpose, 5-8

requests for visit authorization, 5-16
standards of appearance, 5-5
US-sponsored visits, 5-13

visits to contractor facilities, 5-17

Liaison officers,
access to electronic mail, 5-38, 5-40
disclosure, 4-4, 5-29b
establishment of LNO positions, 5-27
general restrictions, 5-26
misconduct, 5-29e
processing requests, 5-28
services provided, 5-29a
visits, 5-29¢

National Disclosure Policy Committee, 1-
5b(1)

National Disclosure Policy,
disclosure levels, 2-3a
exceptions, 2-3b

Personnel Exchange Program,
disclosure, 3-11, 4-3
proponent,

Program Protection Plan, 2-8e(3)

Security protection and assurances, 1-21

Technology Assessment/Control Plan,
responsibility for, 2-8e(2)

Technology Control Panel, 2-8f

The Judge Advocate General,
responsibilities, 1-12

The Surgeon General, responsibilities, 1-12

US Army Criminal Investigation
Command, 1-15

US Army Europe, 1-16

US Army Intelligence and Security
Command, responsibilities, 1-10

US Army Pacific, 1-16

US Army Southern Command, 1-16

US/Canada Joint Certification Program,
certified contractors, 4-6
release of CUI, 4-6a, 4-6b
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